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ABSTRACT: The 3D passwords is very interesting way of authentication. Now the passwords are based on the fact of 
Human memory. Generally simple passwords are set so as to quickly recall them. The human memory, in our scheme 
has to undergo the facts of Recognition, Recalling, Biometrics or Token based authentication. Once implemented and 
you log in to a secure site, the 3D password GUI opens up. This is an additional textual password which the user can 
simply put. Once he goes through the first authentication, a 3D virtual room will open on the screen. In our case, let's 
say a virtual garage. The 3D password is a multifactor authentication scheme. The 3D password presents a 3D virtual 
environment containing various virtual objects. The user navigates through this environment and interacts with the 
objects. The 3D password is simply the combination and the sequence of user interactions that occur in the 3D virtual 
environment. This can be done by designing a 3D virtual environment that contains objects that request information to 
be recalled, information to be recognized. 
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I. INTRODUCTION 
 

Users now a days are provided with major password stereotypes such as textual passwords, biometric 
scanning, tokens etc. Current authentication systems suffer from many weaknesses. We present our idea, the 3D 
passwords which are more customizable and very interesting way of authentication. Now the passwords are based on 
the fact of Human memory. Generally simple passwords are set so as to quickly recall them. The human memory, in 
our scheme has to undergo the facts of Recognition, Recalling, authentication. Once implemented and you log in to a 
secure site, the 3D password GUI opens up. This is an additional textual password which the user can simply put. Once 
he goes through the first authentication, a 3D virtual room will open on the screen. Textual passwords are commonly 
used; however, users do not follow their requirements. Users tend to choose meaningful words from dictionary or their 
pet names, girlfriends etc. Ten years back Klein performed such tests and he could crack 10-15 passwords per day. On 
the other hand, if a password is hard to guess, then it is often hard to remember. Users have difficulty remembering a 
password that is long and random appearing. So, they create short, simple, and insecure passwords that are susceptible 
to attack. Which make textual passwords easy to break and vulnerable to dictionary or brute force attacks. 
 
Graphical passwords schemes have been proposed. The strength of graphical passwords comes from the fact that users 
can recall and recognize pictures more than words. Most graphical passwords are vulnerable for shoulder surfing 
attacks, where an attacker can observe or record the legitimate users graphical password by camera. Token based 
systems such as ATMs are widely applied in banking systems and in laboratories entrances as a mean of authentication. 
However, Smart cards or tokens are vulnerable to loss or theft. Moreover, the user has to carry the token whenever 
access required. 
 
Biometric scanning is your "natural" signature and Cards or Tokens prove your validity. But some people hate the fact 
to carry around their cards, some refuse to undergo strong IR exposure to their retinas (Biometric scanning).In this 
paper, we present and evaluate our contribution, i.e., the 3D password. 
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II. RELATED WORK 
 

In the 3D virtual environment, each 3D virtual object has its own response to the actions performed by the 
user. The different actions and their combined sequences form the user’s 3D password. The following scenario can be 
used to illustrate this concept. In a 3D virtual environment, a user might place virtual objects such as garden tools 
scattered in a virtual garage in a particular order so as to represent his/her password, or may engage in a form of role 
playing in the virtual world and thereby using such repeatable actions to represent the password actions that allows 
login into a mobile device. The 3D password scheme has many advantages as summarized in. A 3D password is easy 
to remember because the user can regard the password as a ‘little’ story. 
 

Additionally, the diverse 3D objects and the large number of possible interactions towards them can provide 
large theoretical password space, which increases the difficulty of cracking. 
 

III. PROPOSED ALGORITHM 
 

The proposed system can be implemented with three stages. The initial stage is the predominant one, which 
requires intense use with the objects in the environment. The 3Dvirtual environment must be responsive enough to set 
the password. The real life situations will be having high responsive rate as it is using every day and it won’t be a for 
gettable one. The three stages of this algorithm are Password creation stage, Password storage case and password 
verification stage. The explanation is given below 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

Fig: System Architecture 
 
A. PASSWORD CREATION STAGE 
 
1. The user is asked to select the virtual environment, which is familiar to the user. It is selected from the virtual 
environment gallery of server.  
 
2. The user has to perform sequence actions and interactions with the selected objects in the virtual environment. These 
details regarding selected object will be recorded. A new linked list is created in which each node will contain data for 
one object.  
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3. This sequence of value is used as the graphical password for the user.  
 
B. PASSWORD STORAGE STAGE 
 
1. MD5 algorithm is used for the authentication purpose. The linked list is stored in a buffer where padding and 
appending is done to make its length 128 bits.  
 
2. 128-bit sequence is generated by MD5 algorithm.  
 
3. User selects an object in the virtual environment, where password can be stored.  
 
4. As user click on store the password, the 128-bitsequence generated by MD5 is watermarked with the object selected 
by the user.  
 
C. PASSWORD VERIFICATION STAGE 
 
1. The user should select the same virtual environment that has been chosen at the registration time.  
 
2. User selects an object in the virtual environment, where password was stored and extracting from the object.  
 
3. The user needs to repeat the same sequence of user’s actions and interactions towards the selected object in the 
virtual environment 3D for making the password.  
 
4. This new linked list link list is appended and padded to send as an input for MD5 algorithm.  
 
5. The new MD5 128 bit string is compared to the 128 bit MD5 value is extracted from the object as shown  
 

IV. SIMULATION RESULTS 
 

The 3D password presents a virtual environment containing various virtual objects. The user walks through 
the environment and interacts with the objects. It is the sequence of user interactions that occur in the 3D environment. 
The sequence of actions and interactions towards the objects inside the 3d environment constructs the user’s 3d 
password. And no one can hack this password. This is the main advantage of our system. 
 

V. CONCLUSION ANDFUTUREWORK 
 

Our main focus is to give priority or security to critical data section in any field. For implementing such a 
system storage space requirement is very large. In future programmers or algorithm designers must ensure fast way to 
extract password and limit storage requirement.The authentication can be improved with 3d password, because the 
unauthorized person may not interact with same object at a particular location as the legitimate user. It is difficult to 
crack, because it has no fixed number of steps and a particular procedure. Added with biometrics and token verification 
this schema becomes almost unbreakable. 
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