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ABSTRACT: In recent days, for secure information transmission through internet, Cryptography is used. Here for
secure data communication the plain text would be encrypted into cipher text using encryption process. This encrypted
text along with the key or information would be send by the sender at receiver’s end. Then using the key or
information, the receiver would able to decrypt the encrypted text. Using this base idea there exist different algorithm
for encryption and decryption and for key generation. Here our basic idea is base on representing the line of a figure in
n™ dimension .The strength of the technique is analysed in this paper. This is a private key cryptographic technique.
From the bit level corresponding decimal value is obtained .The process is later discussed in details in this paper.
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I. INTRODUCTION

For secure information transmission through internet, as the complexity of the threats increases, so the security
measures required to protect networks. In order to protect data from unauthorized intruder data must be transmitted in
encrypted form. To achieve this goal, network security and cryptography has now become an emerging research area to
develop encryption algorithm, decryption algorithm, key generation algorithm and key matching algorithm for proper
secure transaction from sender to receiver, avoiding any middle attacker. To be secured, information needs to hidden
from unauthorised access (middle attack), protected from unauthorised change, and available only to the sender and
receiver. Cryptography, not only protects data from hacking or alteration, but can also be used for user authentication.
The scenario of present day of information security system includes confidentiality, authenticity, integrity, and non-
repudiation. Security breaches can often be easily prevented. How? This guide provides you with a general overview of
the most common network security threats and the steps you and your organization can take to protect yourselves from
threats and ensure that the data travelling across your networks is safe .Each type of data has its own features; therefore
different techniques should be used to protect confidential data from unauthorized access. Here the same idea of
cryptography is working. After encryption the encrypted file size can be decreases or increases based on some
component related to the algorithm and the file on which the encryption process will apply and also for encrypted file
size decrease, it results possible lossless compression.

Il. RELATED WORKS

We can represent a square in two dimensional space. In a rectangle there is four vertices, four side and two diagonal. If
we give direction any line then it will be treated as vector. If we give this vector concept in rectangle then there will be
four vertices. Each vertices treated as NULL vector. So there will be 4 NULL vector, 8 SIDE vector and 4
DIAGONAL vector. Now we can represent a cube in three dimensional space. In a cube there is 8 NULL vector, 24
SIDE vector and 32 DIAGONAL vector. Thus for n dimensional figure will be 2" NULL vector points, n*2 no of SIDE
vector and 2"(2"-n -1) no of DIAGONAL vector where n=dimension.

I1l. PROPOSED ALGORITHM

In this section, Key generation is discussed in section 2.1. In the section 2.2 and 2.3 discussed about the encryption
process and decryption process respectively.
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2.1. Key Generation
Our algorithm is based on private key operation. We can choose any number as key of the form 2%,
2.2.Algorithm of Encryption:-

STEP 1. At first we need to convert the plain text into its binary form thus get a source bit stream.

STEP 2:Here we take n=2"as a ‘key’ to generate the block size using the formula as bellow-

Block size = 2%, In this algorithm we take 4 as key.

STEP 3:We divide the (0-255) ASCII value in three part i.e NULL VECTOR,SIDE VECTOR and DIAGONAL
VECTOR. The NULL,SIDE and DIAGONAL VECTOR mention in above.

There will be 16 NULL vector,64 SIDE vector and 176 DIAGONAL vector.

STEP 4: Now decompose the source bit stream into 2*2 bit stream. Now we take first block and checked what vector
it is. If we determine the vector then we take the positional value of the bit stream of that vector.

STEP 5:Ifthe determined vector is NULL vector then put 00 at first then we represent the positional value in 4 bit
stream, if the determined vector is SIDE vector then put 01 at first then we represent the positional value in 6 bit
stream. We decompose the DIAGONAL vector in 3 parts given bellow.

i)If the positional value(pv) of DIAGONAL vector is less 128(2") then put 10 at first then we represent the positional
value in 7 bit stream.

ii)we do pv-128(2') then we put 11 at first and if that positional value is less than 32(2°) then we append 0, then it
represent the position value in 5 bit stream.

iii) Now we do pv-32(2°) then append 1 at first then it will be represented the positional value of 4 bit stream.

STEP 6:Like this ways source block is encrypted into a target block. This process will be continued for all the source
bit block and finally get the source bit stream.

STEP 7:Now the source bit stream is converted into the it’s byte code value and finally we get the encrypted text. To
do this those bits are not involved to convert the encrypted text it is kept into the 2™ segment of key.

2.3.Algorithm of Decryption:-

STEP 1:Convert the cipher text into its binary form and we get bit stream.

STEP 2: Now we take two bit at a time. If it is 00 then we take next 4 bit as a position of NULL vector.

STEP 3:If it is 01 then we take next 6 bit as a position of SIDE vector.

STEP 4: If it is 10 then we take next 7 bit as a position of DIAGONAL vector. If it is 110 then also we take next 5 bit
as a DIAGONAL vector and do pv+128(2°). If it is 111 then also we take 4 bit as a DIAGONAL vector and do
pv+128+32.Here pv is treated as positional value.

IV.EXAMPLES

3.1. Key Generation

Our algorithm is based on private key operation. We can choose any number as key of the form 2. For example here
we choose the block size as key i.e 4.

3.2. Encryption Process

Consider the text “ENCRYPTION “as plain text.

STEP 1:First each character of the plain text is converted into its corresponding ASCII value.

E > 69 N-> 78 C~>67 R-> 82 Y > 89 P->80

T>84 | >73 0~>79 N-> 78

Now each ASCII value converted into its binary form of 8 numbers of bits. And we get a binary stream for the plain
text as below—

01000101 01001110 01000011 01010010 01011001 01010000 01010100 01001001 01001111 01001110

STEP 2:Decompose source bit stream into some blocks with given block size. Here the block size is 4.

0100 -> 0101 (SIDE vector)

0100 - 1110 (DIAGONAL vector)

0100 - 0011 (DIAGONAL vector)
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0101 - 0010 (DIAGONAL vector)

0101 - 1001 (DIAGONAL vector)

0101 - 0000 (DIAGONAL vector)

0101 - 0100 (SIDE vector)

0100 - 1001 (DIAGONAL vector)

0100 - 1111 (DIAGONAL vector)

0100 - 1110 (DIAGONAL vector)

STEP 3:Now the position of SIDE vector and Diagonal vector are counted with the treating as following two points in
the figure of 2* dimensional space.

0100 - 0101 (pv=17)

0100 - 1110 (pv=53)

0100 - 0011 (pv=46)

0101 - 0010 (pv=56)

0101 - 1001 (pv=60)

0101 - 0000 (pv=55)

0101 - 0100 (pv=21)

0100 - 1001 (pv=49)

0100 - 1111 (pv=54)

0100 - 1110 (pv=53)

Here pv refers to positional value.

STEP 4:Now we represent the source bits into their position values and convert into binary stream. For SIDE vector
we append 01 at first and convert it into 6 bit streams. For DIAGONAL vector append 10 at first and convert it into 7
bit streams. Now we get the bit streams as follows:
01 010001

10 0110101

10 0101110

10 0111000

10 0111100

10 0110111

01 010101

10 0110001

10 0110110

10 0110101

STEP 5: Now we decompose the source bit into 8 bit streams as follows.
01010001->81

10011010>154

11001011->203

10100111->167

00010011>19

11001001->201

10111010->186

10101100>172

11000110->198

01101101->109

00110101->53

STEP 6: Now we get the cipher text as follow.
81> ‘Q’

154> ‘§

203> ‘E’

167> ‘8§’

19> ©
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201> ‘E’

186>

172> =’

198> ‘&£’

109>‘m’

53> ‘5’

3.3 Decryption process

STEP 1: Consider the*Q3ESE°-/Em5” as cipher text and convert each character to its corresponding ASCII value.
‘Q’>81

‘§’>154

‘E’>203

‘8’ >167

“>19

‘E’>201

©0’>186

‘2’172

‘/E’>198

‘m’>109

‘5’>53

Now each ASCII value converted into its binary form of 8 numbers of bits. And we get a binary stream for the cipher
text as below—

0101000110011010110010111010011100010011110010011011101010101100

110001100110110100110101

STEP 2:Now we check the 1% two bit of the source bit stream and continuing STEP 2, STEP 3 and STEP 4 of
decryption process.

Here we get 01 in front of source bit stream so we take next 6 bits as positional value of SIDE vector. This process will
be continued until unless the source bit stream will be end. Sowe get the position value as binary stream as follow-
010001 0110101 0101110 0111000 0111100 0110111 010101 0110001 0110110 0110101.

STEP 3:Now we convert the binary stream into its corresponding decimal value to get the positional value of
corresponding vectors as follow-

010001->17 (pv of SIDE vector)

0110101->53 (pv of DIAGONAL vector)

0101110->46 (pv of DIAGONAL vector)

0111000->57 (pv of DIAGONALL vector)

0111100->60 (pv of DIAGONALL vector)

0110111->55 (pv of DIAGONAL vector)

010101->21 (pv of SIDE vector)

0110001->49 (pv of DIAGONALL vector)

0110110->54 (pv of DIAGONAL vector)

0110101->53 (pv of DIAGONALL vector)

STEP 4:From every positional value we get binary stream of 8 bits and convert all 8 bits binary stream into its
corresponding decimal value as follow-

01000101->69

01001110>78

01000011->67

01010010>82

01011001->89

01010000->80

01010100>84

01001001>73

01001111>79

01001110>78
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STEP 5:Each decimal value is now converted to its corresponding ASCII character and get the plaintext.
PLAIN TEXT —ENCRYPTION

V. RESULT AND ANALYSIS

In this section we are analysing the whole matter in a different kinds of aspects. Section 4.1 is analyzed how to detect
the NULL, SIDE and DIAGONAL vectors where as in section 4.2, a comparative report between encryption and
decryption time is been shown. Analyzing the strength of the algorithm, depending the key is discussed.

4.1 Analysis for Detecting the different Vector:

We are considering consecutive two source bit blocks as a two points of a figure of 2“dimension. Now we are
XORingbetween two points and whatever the result is come depending on that we can detect NULL vector, SIDE
vector and DIAGONAL vector as follow.

NULL VECTOR: If we get all are 0 after XORing between two points then it is treated as NULL vector.
EXAMPLE: i) 11®11->00 (2 dimensional)
i)10111011->0000 (4 dimensional)

SIDE VECTOR: If we get only single 1 after XORing between two points then
treated as SIDE vector.
EXAMPLE: i)10©11->01 (2 dimensional)

i1)10111111->0100 (4 dimensional)

(0.1) CAD it is

DIAGONAL VECTOR: If we get minimum two 1 after XORing between two
then it is treated as DIAGONAL vector.
EXAMPLE: i) 11©00->11 (2 dimensional)

ii) 100160010->1011 (4 dimensional)

points

A(0.0) B (1.0)

In this algorithm encryption is perform on binary data. All data which is under stable by the computer is finally
converted into binary bits . So it can be implemented for any data type. Therefore that encryption technique can be used
fortext encryption, image encryption i.e., multimedia encryption process.

4.2 Size and Time Comparative Report
This algorithm has been implemented on number of data files varying types of content and sizes of wide range, shown
in4.2.1.
Table: 4.2.1
Size and Time Comparative Table of encryption

SL. No. | Original File Size(byte) | Encrypted File Size(byte) | Encryption Time | Encryption Time/byte
1 10 11 0 0
2 70 77 0 0
3 210 231 0.21978 0.000951429
4 400 440 0.384615 0.000874125
5 610 671 0.659341 0.000982624
6 880 968 1.263736 0.001305512
7 1044 1147 1.153846 0.001005969
8 1239 1,362 1.428571 0.001048877
9 1710 1884 1.923077 0.001020742

10 2028 2232 2.252747 0.001009295

Table: 4.2.1 shows time, taken for encryption for different file size i.e. Original file size and time taken for encryption
for each byte and encrypted file size. From the above table data we draw the following figure.

Copyright to JIRCCE DOI: 10.15680/IJIRCCE.2016. 0405146 9299



LIJIRCCE i
B ISSN(Online): 2320-9801
— ISSN (Print) : 2320-9798

International Journal of Innovative Research in Computer
and Communication Engineering

(An 1SO 3297: 2007 Certified Organization)

Vol. 4, Issue 5, May 2016

2500

2000

1500 m Original File
1000 Size(byte)

m Encrypted File
500 Size(byte)
0 .
1 2 3 456 7 8 910

Fig: 4.2.1
Original file size vs. Encrypted file size.

Figure 4.2.1 shows the size of original file and encrypted file with two different pillars, through which relation between
two file size.
Table: 4.2.2
Size and Time Comparative Table of Decryption

SL. | Encrypted File | Decrypted File | Decryption Decryption
No. | Size(byte) Size(byte) Time Time /byte
1 11 10 0 0
2 77 70 0 0
3 231 210 0.164835 0.000784929
4 440 400 0.384615 0.000961538
5 671 610 0.714286 0.001170961
6 968 880 1.098901 0.001248751
7 1147 1044 1.208791 0.001157846
8 1,362 1239 1.318681 0.001064311
9 1884 1710 1.923077 0.001124606
10 2232 2028 2.197802 0.001083729

Table: 4.2.2 shows time, taken for decryption for different file size i.e. Encrypted file size and time taken for decryption
for each byte and decrypted file size. From the above table data we draw the following figure.

2500

2000

1500 ® Encrypted File

Size(byte)

1 .
000 m DecryptedFile
500 - Size(byte)

0 -
123 456 7 8 910

Fig: 4.2.2
Encrypted file size vs. Decrypted file size.

In the Figure 4.2.2 it is clearly seen that encrypted file size is decreased in corresponding decrypted file which is
actually nothing but original file.
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4.3 Strength of the Algorithm

If we conceder n™ dimension space along with 0 and 1 coordinator value for all axes, the maximum, 2" points can be
generate. In 2 dimension, there are 4 points (0,0) , (0,1), (1,0) and (1,1). With these 4 points, there are only 4 NULL
vectors. There are 4 sides of the figure (Square) generated by 4 points in 2D. So numbers of side vector is 8. Similarly
there are 2 diagonals as well as 4 diagonals vectors. Similarly there are 8 points in 3D. In the figure (Cube) in 3D, there
are 8 NULL, 12 X 2 = 24 side and 16 X 2 = 32 diagonal vectors. So in n™ dimension space there are 2" numbers of
points as well as 2" number of NULL vectors. n side vectors is being generated from each point. As there are 2" points,
number of total side vector is n X 2". From each point, 2" — 1 number of points can be connected with (2" — 1) numbers
of vectors. So the total 2"(2" - 1) vectors can be generated with n number of points. Among them, n number of side
vectors are present, the rest are diagonal vectors. Total numbers of diagonals vectors are 2"(2" - 1) -n 2" =2"(2"-n -

1).
So Total number of Null vector = 2"
Total number of Side vector = n*2"
Total number of Diagonal vector = 2"(2"-n-1)

If we represent positions of all 3 kinds of vectors with minimum numbers of bits that is encrypted bit stream, we try to
represent maximum positional value of the vectors with exactly particular number of bits.
Letn =25 .

Total number of Null vector = 2

Total number of Side vector oK x 22

Total number of Diagonal vector 22522 _ ok _q)

Now all NULL and Side vectors can be represented respectively 2X and K bits.

Here, key has 3 segments. In 1% segment, the key contains value of K when block size is 2¥. So, possible combination
of the range of the block will be 0 to 2 -1. 3f we increase the value of K, then block size will be increased
exponentially of 2. Moreover maximum value of the blocks will be increased exponentially of the exponent of 2. So for
a little change of value of K, a huge amount of difference will be reflected in the algorithm.

V1. CONCLUSION AND FUTURE WORK

My conclusion towards this algorithm is that | have tested the implementation of this algorithm and this algorithm
worked correctly for the above set of values. From this we can assume that algorithm can correctly be implemented for
various type and size of file. It will be secured.
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