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ABSTRACT: Trust management is a standout amongst the most difficult issue for the tackling and development of
cloud computing. Cloud computing has produce high challenges in security and privacy by the changing of
environments. Trust is one of the most concerned obstacles for the adoption and growth of cloud computing. Protecting
cloud services from malicious clients e.g., such clients may give misleading feedback to inconvenience a specific cloud
service, is a complicated issue. Due to the dynamic nature of cloud environments, assuring the availability of the trust
management service is a challenging issue. In this project the system proposed of Cloud Armor, a reputation-based
trust management system to deliver Trust as a Service(TaaS), which includes I) a novel convention to demonstrate the
credibility of trust feedbacks and save users' privacy, Il) a versatile and robust credibility model for measuring the
credibility of trust feedbacks to protect cloud services from malicious users and to analyze the dependability of cloud
services, and I11) an availability model to deal with the accessibility of the decentralized usage of the trust management
service. The contribution work is to combine different trust management techniques such as reputation and
recommendation to increase the trust results accuracy. Performance optimization of the trust management service is
main challenging issue. The achievability and advantages of our methodology have been tried by a model and test
studies utilizing a collection of true trust feedbacks on cloud services. The approaches have been validated by the
prototype system and experimental results.

KEYWORDS: Availability, Cloud Computing, Collusion Attacks, Credentials, Credibility, Feedbacks, Privacy,
Reputation, Security, Sybil Attacks, Trust Management, ZKC2P.

I.INTRODUCTION

The highly dynamic, distributed, and non-transparent nature of cloud services introduces several challenging
issues such as privacy, security, and availability.Consumers’ feedback is an excellent source to assess the overall
trustworthiness of cloud services. Severalresearchers have known the significance of trust management and proposed
solutions to assess and manage trust based on feedbacks collected from participants. In reality, it is not unusual that a
cloud service experiences malicious behaviors e.g., collusion or Sybil attacks from its users.

This paper focuses on improving trust management in cloud environments by presenting novel ways to ensure
the credibility of trust feedbacks. In particular, we distinguish the following key issues of the trust management in
cloud environments. The adoption of cloud computing raises privacy concerns. Customers can have dynamic
interactions with cloud providers, which may involve sensitive information. There are several cases of privacy breaches
such as leaks of sensitive information e.g., date of birth and address or behavioral information e.g., with whom the
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consumer interacted, the kind of cloud services the consumer showed interest etc. Undoubtedly, services which involve
consumers’ data e.g., interaction histories should preserve their privacy.

It is not unusual that a cloud service experiences attacks from its users. Attackers can disadvantage a cloud
service by giving multiple misleading feedbacks or by creating several accounts. Indeed, the detection of such
malicious behaviors’ poses several challenges. Firstly, new users join the cloud environment and old users leave around
the clock. This consumer dynamism makes the detection of malicious behaviors a significant challenge. Secondly,
users may contain multiple accounts for a particular cloud service, which makes it difficult to detect Sybil attacks.
Finally, it is difficult to guess when malicious behaviors occur.

In CloudConsumers Credibility Assessment Framework for Reputation-Based Trust Management in Cloud
Services we review as, trust is main factor where TMS spans several distributed nodes to managefeedbacks in a
decentralized way. CloudArmor exploitstechniques to identify credible feedbacks from maliciousones. The salient
features of CloudArmor are:Zero-Knowledge Credibility Proof Protocol, our credibility model and availability model
respectively.

Il. REVIEW OF LITERATURE

Several researchers have recognized the significance of trust management and proposed solutions. One of the
techniques among them is detection of reputation attacks to allow consumers to effectively identify trustworthy cloud
services [1], [8]. Another category is Monarch’s architecture generalizes too many web services being targeted by URL
spam, accurate classification hinges on having an intimate understanding of theSpam campaigns abusing a service [2].
Additionally there is multi-faceted Trust Management (TM) system architecture. It is used for cloud computing
marketplaces and related approaches [3], [4]. Also an additional approach based on the use of high-level identity
verification policies expressed in terms of identity attributes, zero-knowledge proof protocols, and semantic matching
techniques. It uses efficient cryptographic protocols and matching techniques to address heterogeneous naming [9],
[10].

A. REPUTATION ATTACKS DETECTION FOR EFFECTIVE TRUST ASSESSMENT OF CLOUD SERVICES:

Talal H. Noor et al. [1], proposed the detection of reputation attacks to allow consumers to effectively identify
trustworthy cloud services. The detection of reputation attacks involves several issues including

i) Consumers Dynamism where new users join the cloud environment and old users leave around the clock
which makes the detection of feedback collusion a significant challenge,

ii) ii) Multiplicity of Identities where users may have multiple accounts for a particular cloud servicel which
makes it difficult to detect whether a Sybil attack is performed because multiple identities can be used to give
misleading information ,

iii) iii) Attackers Behaviors where it is difficult to predict when such malicious behaviorstake place either in a
long or short period of time (i.e., strategic vs. occasional behaviors), and iv) Consumers’Privacy where the
detection of attacks can make users subject to privacy breaches especially when the interactions involve
sensitive information.

Talal H. Noor, presented novel techniques thathelp in detecting reputation attacks to allow consumers to effectively
identify trustworthy cloud services. We introduce a credibility model that not only identifies misleading trust feedbacks
from collusion attacks but also detects Sybil attacks no matter these attacks take place in a long or short period of time
(i.e., strategic or occasional attacks respectively).

B. TRUST MANAGEMENT OF SERVICES IN CLOUD ENVIRONMENTS: OBSTACLES AND SOLUTIONS:

J. Yu et al [2] present an overview of the cloud service models and we survey the main techniques and
research prototypes that efficiently support trust management of services in cloud environments. We present a generic
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analytical framework that assesses existing trust management research prototypes in cloud computing and relevant
areas using a set of assessment criteria. Open research issues for trust management in cloud environments are also
discussed.

In this work, the main techniques, frameworks, and research prototypes on trust management in cloud
computing and it’s most relevant areas. They propose a generic framework that considers a holistic view of the issues
related to the trust management for interactions in cloud environments.

In particular, they differentiate the trust managementperspectives and classify trust management techniques
into four categories. Then compare thirty representative trust management research prototypes in cloud computing and
the relevant research areas are using the proposed analytical framework. The framework consists of three layers and for
each layer identify a set of dimensions (i.e., assessment criteria), which are used as a benchmark, to study these
research prototypes. Several major cloud service providers are also compared.

Cloud Service modelhave three different models
1. including Infrastructure as a Service(laaS),
2. Platform as a Service (PaaS),
3. Software as a Service (SaaS) based on different Service Level Agreements (SLAS) between a cloud service
provider and acloud service consumer [Brandic et al. 2010; Grance2011].

Software as

a Service (5aa5s)

Platform as a Service (PaaS)

Infrastructure as a Service (laas)

Fig.1. Cloud Service model

Figure 1 depicts the structured layers of cloud services:

— Infrastructure as a Service (laaS): This model represents the foundation part of the cloud environment where
a cloud service consumer can rent the storage, the processing and the communication through virtual machines
provided by a cloud service provider. In this model, the cloud service provider controls and manages the
underlying cloud environment, whereas the cloud service consumer has control over his/her virtual machine
which includes the storage, the processing and can even select some network components for communication.

— Platform as a Service (PaaS): This model represents the integration part of the cloud environment and resides
above the laaS layer to support system integration and virtualization middleware. This allows a cloud service
consumer to develop his/her own software where the cloud service provider provisions the soft-ware
development tools and programming
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— Software as a Service (SaaS): This model represents the application part of the cloud environment and resides
above the (PaaS) layer to support remote accessibility where cloud service consumers can remotely access
their data which is stored in the underlying cloud infrastructure using applications provided by the cloud
service provider.

C. TOWARDS A TRUST MANAGEMENT SYSTEM FOR CLOUD COMPUTING:

In order to support customers in reliably identifying trustworthy cloud providers, this system propose a multi-
faceted Trust Management (TM) system architecture for cloud computing marketplaces and related approaches. This
system provides the means for identifying trustworthy cloud providers in terms of different attributes, e.g., compliance,
datagovernance, information security.In this system, the first realization of their proposed TM systemusing the
Consensus Assessment Initiative Questionnaire (CAIQ), initiated by the Cloud Security Alliance(CSA), as one of the
sources of trust information. In particular, the proposed approach contributes to thechallenge of extracting trust
information from CAIQs completed by cloud providers.

This paper provides the first realization of proposed TM system for cloud computing marketplaces. This
system aims to reflect the multifaceted nature of trust assessment by considering multiple attributes, sources, and roots
of trust. It also aims to support customers in identifying trustworthy services providers, as well as service providers in
standing out. We contribute to the approach by extracting trust information from CAIQs completed by cloud providers.
Also the implementation of the required components of the proposed TM system that is used to assess the
trustworthiness of cloud providers based on the extracted trust information from the CAIQ.

In addition implementation includes an intuitive graphical interface for the cloud providers, allowing for
convenient and faster input than the current approach for filling out the CAIQ. The graphical interface also allows
consumers to navigate through the different domains and check thedetailed assessment results under each domain of the
CAIQ.

CAIQ BASED TRUST MANAGEMENT:

The CAIQ includes 11 domains (e.g., Compliance (CO), Data Governance (DG)) which are aligned with the
CSA guidelines for moving IT resources to the cloud. Each of the domains consists of several controls that resemble
specific requirements to comply with the corresponding domain. There are,in total, 98 controls under 11 domains in the
CAIQ framework. Each of those controls has one or morequestions that are designed to query about cloudproviders'
capabilities and competencies regarding different attributes (e.g., audit planning, securitypolicies, risk assessments).

Domains ' a u NA N Resulting Final

Oipinion Assessment
(t.e, ) (ke 1 E

oo 16 0|0 0 LG (1,1,0.99)

Do 16 1] 0 0 16 [1,1.0.99)

FS O o 0 0 9 (1,1,0.99)

HS 1 o 0 0 { (1,1.0.99)

IS 75 o 0 0 TS {1,1,0.99)

L 1 0|0 0 ! (1,1.0.99) (1,1,0.8953); E=1

OM 9 o 0 0 9 (1,1.0.99)

R 14 | o |0 il 14 | (1,1.0.99)

RM G 0 0 0 G {1,1.0.099)

RS 12 0|0 a 12 (1,1,0.99%

g4 33 0| 0 0 3z (1,1.0.99)

Table I. Cloud Control Assessment for Cloud "X': Best case
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This system evaluated (i.e., CCA tool) using three cases (i.e., best, practical, customised). Shown in Table I and Table
I1.For the best case, it is assumed that the cloud provider “X' provides all positive assertions when filling out the CAIQ.
In the practical (or real world) case, use assertions from the cloud-based service providers published in the STAR
hosted by CSA. For the customised case, assume that the customers might have individual preferences on selecting
domains (e.g., CO, DG, SA) when assessing the capabilities of cloud providers.

Domains r & i MNA e Resulting Final
Crpinion Assessment
(£, f) (¢, e, fHE
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HS | ] 0 1] i (1.1,0.99)
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OM 1 3 0 2 T (0.5714.1,0.99)

RI 12 | 1 0 14 (0.9231.0.9891,0.99)
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54 23 L 0 10 2 (1.1,0.09)

Table I1.Cloud Control Assessment for Cloud “Y': Practical case

1. Best case: Table Il shows the positive assertions in the evidence space and their resulting opinions (t; c; f). The last
column of the table shows the final assessment based on the aggregation of all resulting opinions using the AND
operator.

2. Practical case: The STAR repository has several sets of completed questionnaires from different cloud providers. We
choose two sets of CAIQs completed by Cloud "A' and "B' to evaluate the identities of the cloud providers are
anonymized due to STAR's usage restrictions.

D. PRIVACY- PRESERVING DIGITAL IDENTITY MANAGEMENT FOR CLOUD COMPUTING:

S. Pearson et al [10], Proposes this new computing paradigm is referred to as cloud computing.Examples of
cloud computing applications are Amazon’s Simple Storage Service (S3), Elastic Computing Cloud (EC?2) for storing
photos on Smugmug an on line photo service, and Google Apps for word-processing.Cloud services make easier for
users to access their personal information from databases and make it availableto services distributed across Internet.
Users have typically to establish their identity each time they use a new cloud service, usually by filling out an online
form and providing sensitive personal information (e.g., name, home address, credit card number, phone number, etc.).
This leaves a trail of personal information that, if not properly protected, may be misused. Therefore, the development
of digital identity management (IdM for short) systems suitable for cloud computing is crucial.

An important requirement is that users of cloud services must have control on which personal information is
disclosed and how this information is used in order to minimize the risk of identity theft and fraud. Another major issue
concerning IdMin cloud platforms is interoperability. Interoperability issues range from the use of different identity
tokens, such those encoded in X.509 certificates and SAML assertions, and different identity negotiation protocols,
such as the client-centric protocols and the identity-provider centric protocols, to the use of different names for identity
attributes.

An identity attribute encodes specific identity information about an individual, such as the social-security-
number; it consists of an attribute name, also called identity tag, and a value. The use of different names for identity
attributes, that we refer to as naming heterogeneity, typically occurs whenever users and cloud service providers use
different vocabularies for identity attribute names.
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In this case, whenever a cloud service provider requests from a user a set of identity attributes to verify the
user identity, the user may not understand which identity attributes he/she has to provide. To address the problem of
privacy-preserving management of digital identity attributes in domains with heterogeneous name spaces, we propose a
privacy-preserving multi-factor identity attribute verification protocol supporting a matching technique based on look-
up tables, dictionaries, and ontology mapping techniques to match cloud service providers and clients’ vocabularies.
The protocol uses an aggregate zero knowledge proofs of knowledge (AgZKPK) cryptographic protocol to allow
clients to prove with a single interactive proof the knowledge of multiple identity attributes without the need to provide
them in clear.
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V. CONCLUSION

The paper presents the different trust management techniques like novel techniques that help in detecting
reputation based attacks and allowing users tooeffectively to find trustworthy cloud services. Next establishment is
credibility model that not only identifies misleading trust feedbacks from collusion attacks but also detects Sybil attacks
no matter these attacks take place in a long or short period of time. And also another one an availability model that
maintains the trust management service at a desired level. Trust is one of the most concerned obstacles for the adoption
and growth of cloud computing.
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