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ABSTRACT: The Internet of Things is transforming our physical world into a complex and dynamic system of
connected devices on an unprecedented scale. Advances in technology are making possible a more widespread
adoption of IoT, from pill-shaped micro-cameras that can pinpoint thousands of images within the body, to smart
sensors that can assess crop conditions on a farm, to the smart home devices that are becoming increasingly popular.
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I. INTRODUCTION

The field has evolved due to the convergence of multiple technologies, including ubiquitous
computing, commodity sensors, increasingly powerful embedded systems, and machine learning. Traditional fields
of embedded systems, wireless sensor networks, control systems, automation (including home and building
automation), independently and collectively enable the Internet of things. In the consumer market, IoT technology is
most synonymous with products pertaining to the concept of the "smart home", including devices and appliances (such
as lighting fixtures, thermostats, home security systems and cameras, and other home appliances) that support one or
more common ecosystems, and can be controlled via devices associated with that ecosystem, such
as smartphones and smart speakers. The [oT can also be used in healthcare systems.

There are a number of concerns about the risks in the growth of IoT technologies and products, especially in the areas
of privacy and security, and consequently, industry and governmental moves to address these concerns have begun,
including the development of international and local standards, guidelines, and regulatory frameworks.

I[I. TECHNOLOGIES FORIOT

There are many technologies that enable the IoT. Crucial to the field is the network used to communicate between
devices of an IoT installation, a role that several wireless or wired technologies may fulfill:

ADDRESABILITY

The original idea of the Auto-ID Center is based on RFID-tags and distinct identification through the Electronic
Product Code. This has evolved into objects having an IP address or URL.An alternative view, from the world of
the Semantic Web focuses instead on making all things (not just those electronic, smart, or RFID-enabled) addressable
by the existing naming protocols, such as URI. The objects themselves do not converse, but they may now be referred
to by other agents, such as powerful centralised servers acting for their human owners. Integration with the Internet
implies that devices will use an IP address as a distinct identifier. Due to the limited address space of IPv4 (which
allows for 4.3 billion different addresses), objects in the IoT will have to use the next generation of the Internet protocol
(IPv6) to scale to the extremely large address space required.Internet-of-things devices additionally will benefit from
the stateless address auto-configuration present in IPv6,as it reduces the configuration overhead on the hosts, and
the IETF 6LoWPAN header compression. To a large extent, the future of the Internet of things will not be possible
without the support of IPv6; and consequently, the global adoption of IPv6 in the coming years will be critical for the
successful development of the IoT in the future.

A. APPLICATION LAYER

e ADRCdefines an application layer protocol and supporting framework for implementing IoT applications.
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B. SHORT-RANGE WIRELESS

e  Bluetooth mesh networking — Specification providing a mesh networking variant to Bluetooth low energy (BLE)
with an increased number of nodes and standardized application layer (Models).

Light-Fidelity (Li-Fi) — Wireless communication technology similar to the Wi-Fi standard, but using visible light
communication for increased bandwidth.

e Near-field communication (NFC) — Communication protocols enabling two electronic devices to communicate
within a 4 cm range.

e Radio-frequency identification (RFID) — Technology using electromagnetic fields to read data stored in tags
embedded in other items.

e Wi-Fi— Technology forlocal area networking based on the IEEE 802.11 standard, where devices may
communicate through a shared access point or directly between individual devices.

e ZigBee — Communication protocols for personal area networking based on the IEEE 802.15.4 standard, providing
low power consumption, low data rate, low cost, and high throughput.

e Z-Wave — Wireless communications protocol used primarily for home automation and security applications

C. MEDIUM-RANGEWIRELESS

e LTE-Advanced — High-speed communication specification for mobile networks. Provides enhancements to
the LTE standard with extended coverage, higher throughput, and lower latency.

e 5G - 5G wireless networks can be used to achieve the high communication requirements of the IoT and connect a
large number of IoT devices, even when they are on the move.

D. LONG-RANGE WIRELESS

e Low-power wide-area networking (LPWAN) — Wireless networks designed to allow long-range communication at
a low data rate, reducing power and cost for transmission. Available LPWAN technologies and
protocols: LoRaWan, Sigfox, NB-IoT, Weightless, RPMA.

e Very small aperture terminal (VSAT) - Satellite communication technology using  small dish
antennas for narrowband and broadband data.
E. WIRED

o FEthernet— General purpose networking standard using twisted pair and fiber optic links in conjunction
with hubs or switches.

e Power-line communication (PLC) — Communication technology using electrical wiring to carry power and data.
Specifications such as HomePlug or G.hn utilize PLC for networking IoT devices.

II1. APPLICATIONS

The extensive set of applications for IoT devicesis often divided into consumer, commercial, industrial, and
infrastructure spaces.

I. Consumer applications

A growing portion of IoT devices are created for consumer use, including connected vehicles, home
automation, wearable technology, connected health, and appliances with remote monitoring capabilities.'*!

SMART HOME

IoT devices are a part of the larger concept of home automation, which can include lighting, heating and air
conditioning, media and security systems and camera systems.
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ELDER CARE

One key application of a smart home is to provide assistance for those with disabilities and elderly individuals. These
home systems use assistive technology to accommodate an owner's specific disabilities. Voice control can assist users
with sight and mobility limitations while alert systems can be connected directly to cochlear implants worn by hearing-
impaired users.

II. Organizational applications
Medical and healthcare

The Internet of Medical Things (IoMT) is an application of the IoT for medical and health related purposes, data
collection and analysis for research, and monitoring. The IoMT has been referenced as "Smart Healthcare",as the
technology for creating a digitized healthcare system, connecting available medical resources and healthcare services.

The application of the IoT in healthcare plays a fundamental role in managing chronic diseases and in disease
prevention and control. Remote monitoring is made possible through the connection of powerful wireless solutions.
The connectivity enables health practitioners to capture patient's data and applying complex algorithms in health data
analysis.

Transportation

The IoT can assist in the integration of communications, control, and information processing across
various transportation systems. Application of the IoT extends to all aspects of transportation systems (i.e. the
vehicle,the infrastructure, and the driver or user). Dynamic interaction between these components of a transport system
enables inter- and intra-vehicular communication, smart traffic control, smart parking, electronic toll collection
systems, logistics and fleet management, vehicle control, safety, and road assistance.

V2X communications

In vehicular communication systems, vehicle-to-everything communication (V2X), consists of three main components:
vehicle to vehicle communication (V2V), vehicle to infrastructure communication (V2I) and vehicle to pedestrian
communications (V2P). V2X is the first step to autonomous driving and connected road infrastructure.

Building and home automation

IoT devices can be used to monitor and control the mechanical, electrical and electronic systems used in various types
of buildings (e.g., public and private, industrial, institutions, or residential) in home automation and building
automation systems. In this context, three main areas are being covered in literature:

e The integration of the Internet with building energy management systems in order to create energy-efficient and
IOT-driven "smart buildings".

e The possible means of real-time monitoring for reducing energy consumption and monitoring occupant behaviors.

e The integration of smart devices in the built environment and how they might be used in future applications.

III. Industrial applications

Also known as IIoT, industrial IoT devices acquire and analyze data from connected equipment, operational technology
(OT), locations, and people. Combined with operational technology (OT) monitoring devices, IIoT helps regulate and
monitor industrial systems. Also, the same implementation can be carried out for automated record updates of asset
placement in industrial storage units as the size of the assets can vary from a small screw to the whole motor spare part,
and misplacement of such assets can cause a percentile loss of manpower time and money.

Manufacturing

The IoT can connect various manufacturing devices equipped with sensing, identification, processing, communication,
actuation, and networking capabilities. Network control and management of manufacturing equipment, asset and
situation management, or manufacturing process control allow IoT to be used for industrial applications and smart
manufacturing. IoT intelligent systems enable rapid manufacturing and optimization of new products, and rapid
response to product demands.
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Agriculture

There are numerous IoT applications in farming such as collecting data on temperature, rainfall, humidity, wind speed,
pest infestation, and soil content. This data can be used to automate farming techniques, take informed decisions to
improve quality and quantity, minimize risk and waste, and reduce the effort required to manage crops. For example,
farmers can now monitor soil temperature and moisture from afar, and even apply loT-acquired data to precision
fertilization programs. The overall goal is that data from sensors, coupled with the farmer's knowledge and intuition
about his or her farm, can help increase farm productivity, and also help reduce costs.

Maritime

IoT devices are in use monitoring the environments and systems of boats and yachts. Many pleasure boats are left
unattended for days in summer, and months in winter so such devices provide valuable early alerts of boat flooding,
fire, and deep discharge of batteries. The use of global internet data networks such as Sigfox, combined with long-life
batteries, and microelectronics allows the engine rooms, bilge, and batteries to be constantly monitored and reported to
a connected Android & Apple applications for example.

IV. Infrastructure applications

Monitoring and controlling operations of sustainable urban and rural infrastructures like bridges, railway tracks and on-
and offshore wind-farms is a key application of the IoT. The IoT infrastructure can be used for monitoring any events
or changes in structural conditions that can compromise safety and increase risk. The IoT can benefit the construction
industry by cost-saving, time reduction, better quality workday, paperless workflow and increase in productivity.

Metropolitan scale deployments

There are several planned or ongoing large-scale deployments of the IoT, to enable better management of cities and
systems. For example, Songdo, South Korea, the first of its kind fully equipped and wired smart city, is gradually being
built, with approximately 70 percent of the business district completed as of June 2018. Much of the city is planned to
be wired and automated, with little or no human intervention.

Energy management

Significant numbers of energy-consuming devices (e.g. lamps, household appliances, motors, pumps, etc.) already
integrate Internet connectivity, which can allow them to communicate with utilities not only to balance power
generation but also helps optimize the energy consumption as a whole.

Environmental monitoring

Environmental monitoring applications of the IoT typically use sensors to assist in environmental protection by
monitoring air or water quality, atmospheric or soil conditions, and can even include areas like monitoring
the movements of wildlife and their habitats.

V. Military applications

The Internet of Military Things (IoMT) is the application of IoT technologies in the military domain for the purposes of
reconnaissance, surveillance, and other combat-related objectives. It is heavily influenced by the future prospects of
warfare in an urban environment and involves the use of sensors, munitions, vehicles, robots, human-wearable
biometrics, and other smart technology that is relevant on the battlefield.

IV. CONCLUSION AND FUTURE WORK

IoT can connect devices embedded in various systems to the internet. IoT is everywhere. It delivers smart, connected
and secure customer experience. Physical Object+Controller, Sensor and Actuators+Internet=IOT.
Gather+Enrich+Stream+Manage+Aquire+Organise and Analyse=IoT. IoT communication is quite different from the
traditional human to human communication using internetinfrastructure.By 2030 the number of connected IoT
appliances will rise to 125 billion. There is an expectation that in 2021, IoT and analytics income will rise to $520
billion. In between 2020-2025, the IoT industries will develope very fast. The future of 10T is very sharp and soon we
will see the result.
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