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ABSTRACT : Distributed computing is dependable and strong framework to store their information and clients can get 
to the information from cloud servers. This diminishes capacity and keeps cost of the information owner. In the 
meantime, the information owner loses the physical control and ownership of information which brings out  numerous 
security dangers. Along these lines, reviewing administration to check information trustworthiness in the cloud is 
fundamental. This issue has turned into a test as the ownership of information should be confirmed while keeping up the 
protection. To address these issues this work proposes a safe and productive protection safeguarding provable 
information ownership (SEPDP). Further, we stretch out SEPDP to help numerous owners in getting correct 
information. 
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I. INTRODUCTION 
 

Cloud computing and storage provides users with capabilities to store and process their data in third-party data 
centers.Organizations use the cloud in a variety of different service models (with acronyms such as SaaS, PaaS, and IaaS) 
and deployment models (private, public, hybrid,and community).Security concerns associated with cloud computing fall 
into two broad categories: security issues faced by cloud providers and security issues faced by their customers 
(companies or organizations who host applications or store data on the cloud).The responsibility is shared, however. The 
provider must ensure that their infrastructure is secure and that their clients’ data and applications are protected, while the 
user must take measures to fortify their application and use strong passwords and authentication measures. 
When an organization elects to store data or host applications on the public cloud, it loses its ability to have physical 
access to the servers hosting its information. As a result, potentially sensitive data is at risk from insider attacks. 
According to a recent Cloud Security Alliance report, insider attacks are the sixth biggest threat in cloud 
computing.Therefore, cloud service providers must ensure that thorough background checks are conducted for employees 
who have physical access to the servers in the data center. Additionally, data centers must be frequently monitored for 
suspicious activity. 
 
The deterministic guarantee based schemes verify each block of data and therefore require a significant amount of storage 
and computation. Alternative kind of schemes called provable data possession (PDP) include use probabilistic checking 
method, in which a few blocks are randomly selected to detect manipulation. PDP is introduced in that uses random 
sampling of a few blocks for integrity verification designed two different integrity verification mechanisms. . Moreover, 
as signatures of the data blocks contain index number of the corresponding blocks, if one block is updated 
(inserted/modified/deleted), the corresponding verification meta-data (signature) of all other blocks need to be updated. 
  

II. LITERATURE SURVEY 
 

R.F. El-Gazza: On-demand self-service, where the consumer can unilaterally provision computing capabilities, such 
as server time and network storage, as needed automatically without requiring human interaction with each service 
provider; 2.Broad network access, where the capabilities are available over the network and accessed through 
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standard mechanisms that promote use by heterogeneous thin or thick client platforms (e.g., mobile phones, tablets, 
laptops, and workstations); 3.Resource pooling, where the provider’s computing resources are pooled to serve 
multiple consumers using a multitenant model, with different physical and virtual resources dynamically assigned and 
reassigned according to consumer demand. 
Hansen's :Customers are only allowed to get access to data concerning themselves. Hence, they are not able to analyze 
complete protocols of administrative operations in the system since this could include other client's information. EU 
Directive 95/46/EC states that a provider is only allowed to process a client's data after he has been given instructions 
for this operation. As Cloud servers usually store data of different clients it is difficult for the provider to comply with 
the needs of a single customer without contradicting the requirements of another client [21]. Hypothetically, the 
provider is obligated to obtain permission every time he is about to process customer's data, which obviously leads to 
difficulties in practice considering information overflow  
 

III. PROPOSED SYSTEM 
 

Remote data integrity checking protocols can be broadly categorized into two kinds. The deterministic guarantee based 
schemes verify each block of data and therefore require a significant amount of storage and computation. One uses 
pseudo-random function (PRF) which fails to provide public verifiability, while the other one uses. Both the schemes 
support blocklessverification but fail to provide privacy of the DO’s data. Blockless verification requires linear 
combination of sampled blocks which gives a clue to TPA to extract the data. As a result, TPA can simultaneously 
perform multiple auditing requests from different DUs. But, all these schemes fail to support data dynamics. This 
scheme fails to support batch auditing property extended their previous technique to support data dynamics proposed an 
efficient and secure dynamic auditing protocol that achieves all essential features of public auditing. Also it consumes 
lesser computation and communication cost.  
 

IV. SYSTEM  MODEL 
 

 
 

Fig 1.1 System model PDP -based remote data auditing 
 

Service Request to TPA: 
User will send request to Third Party Authenticator(TPA) for registration. 

TPA Policy Creation: 
TPA provides the rules and regulations to be followed by Creator, Reader and Writer. 
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User File Upload or file creator: 
File creator after getting proper authentication uploads his files in the cloud. 

KDC Key generation 
Key Distribution Centers which are decentralized generate different keys to different types of user after getting 

tokens from users.  
Key revocation 

Whenever there is misbehavior detected upon a user his key is revoked and user can neither use or re-enter the 
cloud environment.  
Cloud Admin: 

Cloud admin has the list of key distribution centers and TPA. Admin sets the norms to be followed by TPA 
and KDC. It monitors the key generation policies and informs ubnormal behaviors. 

 
V.RESULT 

 
Fig 2.1 Home Page 

 

 
 
 
This is the user login page where the exisiting user can login with their username and password  with token that is 
generated to them. If the username and password doesn’t match the user will   not be authorized 
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Fig 2.2 Send registration request to Cloud  Trusty 
 

 
 

In this data owner and data user made a request for registering an account in cloud environment by entering details. 
 

Fig 2.3Third Party Login 
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In this Third Party member will login and used to verify whether the data given by owner and the user.  
 

Fig 2.4 Waiting for verification 
 

 
 

In this once the data has been submitted by the user it will be under verification . If the user is authorized one he will be 
permitted to access the environment otherwise access will be denied. 

 
Fig 2.5 File upload Request 
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In this user will sent a request to the key center for uploading a file to cloud. And also specify in which format like if 
user select it as public it will available to all otherwise private is  meant for restriction only within the user. 

 
Fig 2.6 File download with slave key 

 

 
 

In this files are downloaded  with slave key. Slave key is meant for activators/Transponder Readers they are associated 
with. 
 

VI. CONCLUSION 
  
We extend our previous work with added features which enables to authenticate the validity of the message without 
revealing the identity of the user who has stored information in the cloud. In this version we also address user 
revocation. We use attribute based signature scheme to achieve authenticity and privacy. our scheme is resistant to 
replay attacks, in which a user can replace fresh data with stale data from a previous write, even if it no longer has valid 
claim policy. This is an important property because a user, revoked of its attributes, might no longer be able to write to 
the cloud. 
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