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ABSTRACT: Picture encryption is quickly expanded as of late by the expanding utilize of the web and 

communication media. Sharing imperative pictures over unsecured channels is obligated for assaulting and stealing. 

Encryption methods are the appropriate strategies to ensure pictures from assaults. Slope cipher algorithm is one of the 

symmetric methods, it features a basic structure and fast computations, but weak security since sender and collector 

have to be utilize and share the same private key inside a non-secure channels. A unused picture encryption procedure 

that combines Elliptic Curve Cryptosystem with Slope Cipher (ECCHC) has been proposed in this paper to change 

over Slope Cipher from symmetric strategy to asymmetric one and increment its security and proficiency and resist the 

programmers. Self-invertible key framework is used to generate encryption and unscrambling mystery key. So, no have 

to be discover the converse key framework within the decryption process. A mystery key network with measurements 4 

× 4 will be utilized as an case in this study.Entropy, PSNR, and MSEare analyzed to survey the grayscale picture 

encryption proficiency and compare the scrambled picture with the first picture to evaluate the execution of the 

proposed encryption procedure. 
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I. INTRODUCTION 

 
Cryptography is one of the scientific procedures that are utilized to ensure pictures from foes and increase the 

security of communications. Encryption is done by the sender to change over the first grayscale image to scrambled 

picture some time recently sending it through the web to the other client (beneficiary). Decoding is done by the 

recipient to return the ciphered picture back to the first picture. Symmetric (private key) and asymmetric (open key) 

encryption procedures are two bunches of cryptography. In symmetric encryption, the same key (private key) is utilized 

for both encryption and decoding forms, though in asymmetric encryption the sender employments a private key 

diverse than the receiver’s private key and each party generates the open and mystery key independently after 

concurring on the elliptic bend space parameters [1] [2]. Both sender and recipient are trading their open keys, which 

are not mystery by utilizing Elliptic Bend DiffieHellman technique (1976).  

 

Elliptic bend cryptography (ECC) is one of the compelling open key cryptography procedures, it proposed 

independently by Mill operator [4] and Koblitz [5]. The hardness of fathoming the Elliptic Bend Discrete Logarithm 

Issue (ECDLP) from the foes is one of the ECC advantages. ECC works on a little key estimate with a small sum of 

memory and moo control compared to other systems like RSA [6][7][8][9]. Slope cipher calculation is one of the 

symmetric methods; it has tall throughput, high speed, and straightforward structure, but frail security since both sender 

and collector ought to utilize and share the same key (private key) through unsecured channels [10][11]. 

 

A part of analysts attempted to create Slope Cipher strategy and make strides its security. Ismail, et al. (2006) 

proposed a modern Slope cipher (HillMRIV) that altering the encryption key and employing a distinctive key for each 

plaintext piece rather than utilizing one key network for all squares and increasing the security of Slope algorithm, but 

it contains a downside when the plaintext piece contains as it were zeroes [12]. Bibhudendra, et al. (2009) solved the 

unscrambling issue in case the converse key network that does not exist by proposing a novel progressed Hill algorithm 

(AdvHill) that employments the same involutory key framework for encryption and unscrambling and eliminates the 
computations required by the beneficiary to discover the converse key matrix, additionally expanded the cipher 
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randomization which expanded the effectiveness of the calculation compared with the initial Slope cipher [11]. 

Hamissa, et al. 

 

(2011) upgraded the first Slope cipher calculation security by utilizing calculated outline chaotic functions and 

proposing a unused encoder-decoder procedure (ChaoEncoDeco) for pictures encryption [13]. Panduranga, et al. (2012) 

presented an approach that comprises of three stages counting Slope cipher to improve the entropy of the scrambled 

picture. Firstly, each pixel esteem in two input pictures is changed over to eight double bits and k bits are pivoted and 

switched. Following, the lower snack of the pixels of the pictures are exchanged. At long last, Slope cipher calculation 

is executed on the pixel values [14]. Nordin, et al. (2013) proposed a modern Slope calculation (Slope++) that 

computed a arbitrary framework key based on the past blocks as an additional key for encryption and stood up to all 

zeroes plaintext squares, it combined Slope cipher with the affine cipher and delivered an calculation that expanded 

assault resistance [15]. 

 

Agrawal& Gera (2014) produced a modern strategy for encryption by utilizing Slope cipher calculation to 
begin with to deliver the ciphertext numerical values, and after that change over it to focuses on the ECC by utilizing 

scalar increase. This method increased the security but too expanded the time of computations since scalar duplication 

devoured a long time [16]. Sharma &Chirgaiya (2014) proposed a strategy to fathom the Slope cipher decryption 

problem if the key framework isn't invertible, they recommended utilizing setting balanced esteem one in case the 

determinant of a matrix is zero and counterbalanced esteem -1 in case the determinant is negative [17]. 

 

Mahmoud &Chefranov (2014) proposed an viable alteration for the Slope cipher (HCM-PRE) that stands up to 

known plaintext-ciphertext attack by utilizing pseudo-random eigenvalues and changing key lattice for each square 

powerfully to make the proposed method quicker than other alterations [18]. Rajput &Gulve (2014) proposed a 

framework that consists of three stages; the primary organize partitions the picture into n squares, at that point performs 

XOR between blocks, the pixel esteem of the picture is converted into 8-bit twofold within the moment organize, and 

within the final arrange the image is scrambled by utilizing the expanded slope cipher [19]. 

 

A unused encryption strategy has been proposed in this paper to combine Elliptic Bend Cryptosystem (ECC) 

with Slope Cipher (HC) method to reinforce the security and create a modern approach (ECCHC) comparable in rule to 

the work proposed in [20]. The modern approach employments ECC to create the private and public keys, and after that 

both sender and recipient have the capacity to create the mystery key with no require to share it through the web or 

unsecured communication channel. One of the most downsides in Hill cipher calculation is that the converse of the key 

network does not continuously exist.So, on the off chance that the key lattice is not invertible, the decoding prepare 

cannot be done, and the recipient cannot get the first information. This paper avoids this issue by utilizing the self-

invertible key lattice (the key framework is self-invertible on the off chance that = ) which decreases the computational 

handle needs amid the unscrambling prepare to compute key matrix inverse [21]. Both sender and recipient build the 
self-invertible key lattice and utilize it for encryption and decryption with no have to be create the converse of the key 

lattice. The modern strategy will be implemented and tried on the grayscale pictures. 

 

The effectiveness and execution of the modern strategy will be assessed by utilizing a few security measures 

like Entropy, PSNR, and MSE. It is simulated in MatLab 2013a with core i3 processor.The rest of this paper is 

organized as takes after. A presentation to elliptic bend work is displayed in Section 2. Segment 3 depicts the first 

Slope Cipher calculation. Area 4 clarifies the proposed hybrid encryption approach. An execution case of the proposed 

approach is given in Segment 5. Security Analysis for a few measures is clarified in Area 6. At last, the conclusion and 

the focal points of the proposed approach are appeared in Section 7. 

 

1. ELLIPTIC CURVE FUNCTION AND HILL CIPHER 
We use Elliptic curve function to generate key using public key cryptography. A finite field is defined and 

private key, generator point is randomly chosen in that finite field. Generation of key is given in proposed 

system. After key generation, Encryption and Decryption are done using Hill Cipher. Mathematically 

expression for encryption and decryption for Hill Cipher technique is given below. 

C=MK mod 256 

M=CK-1 mod 256 

Where, 

C is the cipher image 

M is the original image 
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K, and K-1 are Key and inverse of Key respectively. 

 

2. PROPOSED SYSTEM 
We have taken color image of size 256x256 and our proposed system is implemented in MatLab.  For this 

color image is represented in matrix format of size 256x256x3. It consists of three components called R, G, B 

and each are represented with dimensions 256x256. In our proposed system each components are individually 

encrypted and fused to produce cipher image. In receiver, RGB components are separated again and decrypted 

individually. Finally all three decrypted RGB components are fused to produce the decrypted image. 

The proposed system consists of the following set of procedures. 

a. Initializing  key parameters 

b. Key generation and exchange between sender and receiver 

c. Encryption by sender 

d. Decryption by receiver  

 
a. Initializing  key parameters 

 

We decided to use Elliptic curve cryptography as it has more security and cryptanalysis by attacker is 

practically impossible.  Elliptic curve over a finite field Fz 

is considered for key generation. The generator point over the finite field G is shared between sender and 

receiver. 

Mathematical expression of Elliptic curve is as follows. 𝑦2 ≡ 𝑥3 + 𝑎𝑥 + 𝑏 𝑚𝑜𝑑 𝑧 

In order to use the above cryptographic curve for our system, it must satisfy the following condition. 4𝑎3 + 27𝑏2 ≢ 0 𝑚𝑜𝑑 𝑧 
 

b. Generating key  from sender side 
1. Sender selects a private key Prs over the field Fz 

2. Sender computes public key Pus=Prs . G 

3. The public key of sender Pus is shared with receiver 

4. Computes the primary keyKp= Prs. Pur= (x,y)  

5. Computes the values for matrix. 𝐾1 = 𝑥. 𝐺 = (𝑘11 , 𝑘12) and 𝐾2 = 𝑦. 𝐺 = (𝑘21 ,𝑘22) 
6. Generates the key matrix 𝐾 = [𝑘11 𝑘12𝑘21 𝑘22] 

2.1.2 Key generation at receiver 
1. Receiver  selects a private key Prr over the field Fz 

2. Sender computes public keyPur=Prr . G 
3. The public key of receiverPur is shared with sender 

4. Computes the primary keyKp= Prr. Pus= (x,y)  

5. Computes the values for matrix. 𝐾1 = 𝑥. 𝐺 = (𝑘11 , 𝑘12) and 𝐾2 = 𝑦. 𝐺 = (𝑘21 ,𝑘22) 
6. Generates the key matrix 𝐾 = [𝑘11 𝑘12𝑘21 𝑘22] 

c. Encryption by sender 
Once the key is generated, that key is used by sender for encryption. We use Hill cipher to encrypt our color 

image with the generated key ‘K’. Let us assume, M is the matrix which is taken from image pixel values. The 

pixel values in the matrix M is multiplied with the generated key ‘K’ to produce cipher. It is explained as 

follows. 

[C] = [M][K] mod 256 

Where, [C]is the pixel values of the cipher image. For color image, cipher matrix is obtained for all R, G, B 

components and  it is integrated to produce the cipher image, 

d. Decryption by sender 
The pixel values in the matrix C is multiplied with the inverse of the key ‘K’ to produce cipher. It is explained 

as follows. 

[D] = [C][K-1] mod 256 

Where,[D]is the pixel values of the decrypted image. For color image, cipher matrix is obtained for all R, G, B 

components and  it is integrated to produce the final decrypted  image, 
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IV. RESULTS AND DISCUSSION 
 

Original Lena Image Encrypted Image Decrypted Image 

Figure 4.1: Original Image, encrypted image, and decrypted image 
 
4.1 Histogram 

Histogram of an image is the graphical representation of the tonal distribution of the image which is to be 

analyzed. The number of pixels for each tonal value is represented in the histogram by plotting the tonal 

variations versus the number of pixels in that particular tone. It is also used to check the correctness of the 

image details after image processing. 

 

Original Lena Image Encrypted Image Decrypted Image 

 
  

Figure3: Histogram of original, encrypted, and decrypted  image 

 
4.2 Entropy 

Entropy of a cipherimage is defined as the mean amount of information generated at the time of 

encryption. Theoretically it is proved that entropy value near to 8 achieves a better 

encryption.Mathematically, entropy of a cipher image is calculated as 

E = ∑Pi x log2 Pi 

 

Where, 𝑃𝑖 = 𝐹𝑟𝑒𝑞𝑢𝑒𝑛𝑐𝑦 𝑜𝑓 𝑡ℎ𝑒 𝑝𝑖𝑥𝑒𝑙 𝑖𝑇𝑜𝑡𝑎𝑙 𝑛𝑢𝑚𝑏𝑒𝑟 𝑜𝑓 𝑖𝑚𝑎𝑔𝑒 𝑝𝑖𝑥𝑒𝑙𝑠 
Our obtained entropy forcipher  image is 7.9986 

 

Entropy Red channel Green channel Blue channel 
Proposed 7.9894 7.9924 7.9904 

Ref. [1] 7.9886 7.9896 7.9892 

Ref. [8] 7.98710 7.98810 7.98780 

Ref. [9] 7.98970 7.98770 7.98960 

Table2: Entropy for proposed system and comparison 

 

4.3 MSE 
MSE stands forMean Square Errorand it is used to measure the difference between the original and cipher 

image. Mean Square Error of original and cipher images are calculated as 

MSE=
1𝑛 × 𝑛 ∑ ∑(𝑀𝑖,𝑗 − 𝐶𝑖,𝑗)2𝑛

𝑗=1
𝑛

𝑖=1  

Where, 𝑚 × 𝑚represents the dimension of the image 
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𝑀𝑖,𝑗is the original image 𝐶𝑖,𝑗isthe cipher image 

The MSE obtained for our system and other comparison is shown in Table 3. 

 

Component Red Green Blue 
MSE 10197 8400.2 6518.6 

Table3: MSE of proposed system 

 

4.4 Peak Signal to Noise Ratio (PSNR) 
PSNR is the parameter related to error and it is evaluated as follows. 𝑃𝑆𝑁𝑅 = 10 log10 (𝑀𝑎𝑥)2𝑀𝑆𝐸  

Where, Max is the maximum pixel value 

MSE is Mean Square Error value obtained in the above section.. 

PSNR obtained in our system is shown in Table 4. 

 

Component Red Green Blue 

PSNR 8.0461 8.8879 9.9892 

Table4: PSNR of proposed system 

 

V. CONCLUSION 
 

The proposed system  is implemented in three phases namely key generation, encryption, and decryption. Our key is 

generated using ECC over a finite field. Encryption and decryption  are implemented with Hill Cipher. Our proposed 

work is simulated using Matlab and various parameters are studied. We achieved entropy of 7.9894 for Red channel, 

7.9924, and 7.9904 for Green, and Blue channel. It indicates that better result is achieved for the color image. Other 

parameters are also analyzed like MSE and PSNR. As it is implemented in ECC with Hill cipher, our system is more 

secured from different attacks. 
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