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ABSTRACT : Classical PIN entry mechanism is broadly used for authenticating a user. It is a popular scheme because 

it properly balances the usability and safety aspects of a organism. However ,if this scheme is to be used in a public 

system then the design might endure since accept surfing attack. In this attack, an unauthorized user can completely or 

partially watch the login session .Even the activities of the login gathering can be recorded which the attacker can use it 

soon after to get the actual PIN. In this paper  ,we suggest an intelligent user interface, known as Color Pass to oppose 

the accept surfing attack so that any authentic user can enter the session PIN without disclosing the authentic PIN. The 

Color Pass is based on a partially noticeable attacker model. The experimental analysis shows that the Color Pass 

interface is secure and simple to use even for novice users. 

 

KEYWORDS : Color PIN, Shoulder Surfing Attack, User Interface, Password, Partially Observable. 

 

I. INTRODUCTION 

 

In a recent report [1], the number of Internet users has been reported as around 2.4 billion world wide, and from 2000 

to 2012, it is a staggering 566.4% increase. This huge number of users consists of both valid users and malevolent 

users. So software applications which deal with sensitive and personal information, must supply a sound  

 

protection to the system so that authentic and malicious users can be recognized accurately. In computer security, 

authentication is such a method by which the system identifies the authentic users. Among several authentication 

schemes, password based authentication is still one of the broadly established solution for its ease of use and cost 

effectiveness [2]. Though conventional PIN entry mechanism is broadly renowned for ease of usability, but it is prone 

to shoulder surfing attack [3] in which an attacker can record the login procedure of a user for an whole session and can 

get back the user original PIN. 

 

Based on the information available to the attacker, secure login methods can be classified into two broad categories 

completely observable and partially observable. In the first one, the attacker can completely observe the whole login 

procedure for a particular session and in the second one, the attacker can partially watch the login procedure. Our 

proposed methodology falls into second category and users are compulsory to remember four colors instead of 

conventional four digit PINs. 
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II. PROPOSED METHODOLOGY 

 

The proposed Color Pass methodology implements onetime pass paradigm. Thus corresponding to four color PINs, the 

user gets four challenges and enters four responses with respect to each challenge. The main objective of Color Pass 

scheme is that it is easy to use and does not require any special prerequisite knowledge. In addition to the resistance 

against shoulder surfing attack, it also provides equal password potency as compared with the conventional PIN entry 

scheme. 

 

The rest of the paper is organized as follows- Section II is about some existing methodologies proposed for partially 

observable system. In Section III, the proposed Color Pass scheme has been discussed in detail. The user interface for 

Color Pass has been described in Section IV. Some of the important features and usability analysis of Color Pass have 

been illustrated in Section V. Finally we conclude in Section VI and give future direction of our work. 

 

The proposed Color Pass interface is based on partially observable attacker model in which an attacker cannot see the 

challenge values generated by the system but can only see the response known by the user. Thus it is not mentioned 

that the media through which user get the challenge should ensure security next to man-in-middle attack. In this section 

we first discuss about the characteristic of user chosen PIN followed by user login process for a session. Then we give 

details about the structure and characteristics of tables used in implementing Color Pass. And then we discuss about 

PIN entry mechanism using our proposed methodology. 

 

While implement user interface we have assigned unique colors to each ( i varies from 0 to 9) (shown in TABLE XIV). 

Ten colors is chosen in such a way so that each color is clearly distinguishable from other. The actual interface. For 

convenience we have marked each table number by white font to distinguish it from other digits (which are marked 

using black font) in the table. As the color cell’s position in each table is fixed so user can locate the desired colored 

cell quite quickly. This contributes in getting faster login time. The tables are designed in such a way so that the user 

interface does not look too clumsy and also the screen space is used in an optimum manner. similarity flanked by 

keypads in Color Pass, as shown in and classical PIN entry method makes our methodology more user friendly. Only 

the two extreme keys at the bottom row are kept unused. If user chooses Yellow Pink Violate Grey and receives 

challenge values 6 3 5 6 then seeing the interface in user will enter 5 3 7 2 using the key board showing at. 

 

III. SECURITY AND EVALUATION STUDY OF COLOR PASS 

 

Some of the salient features of the proposed Color Pass scheme is described in the followings. Mainly two broad 

aspects - security and usability are discussed next. 

 

3.1 Security Analysis 

 

As the scheme is partially observable so the attacker cannot see the challenge values received by the user. Only the 

responses by the user are visible to the attacker. Thus to ensure security, the attacker should not able to guess the PIN 

just by seeing the responses. Suppose user has chosen color C5 as one of his secrete PIN and he gets a challenge 4 to 

retrieve the original color chosen by user. This makes Color Pass robust against shoulder surfing attack. 

 

In terms of guessing attack, it has equal strength compared to a 4 digit PIN scheme. The probability of guessing during 

a session is 1/104 as for each color there are ten possibilities. The co-relation between user chosen color can not be 

guessed by an attacker which is an obvious advantage of Color Pass over SSSL. 

Side channel attack  is another possible attack where human users are concerned. Some variation of this attack is found 

in. In this attack, the attacker tries to guess from the time the user takes to execute a particular operation. If the attacker 

can record the user’s reaction time, then SSSL is sensitive for such an attack. In the proposed Color Pass scheme, the 

user response time is expected to improve with each session as the orientation of the Feature Tables are fixed. So with 

each session user gradually gets familiar with the system and thus reply time also improve. This makes side channel 

attack quite challenging for the Color Pass system. 
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matching to that PIN digit. So a valid response from user will be 8 as per the Feature Tables described earlier. Now as 

attacker does not know the challenge value 4 and as digit 8 is printed upon all ten colors of all ten tables so attacker will 

not be able  

 

 

 
 

Fig. 2: User Interface On Screen 

 

 
Fig. 3: User Interface for Entering Response 

 

3.2 Usability Evaluation 

 

System implement for use in public domain requires user sociability along with mechanism to protect sensitive details 

of the users. In our proposed method, we have found it efficient against attack like Shoulder Surfing or guessing the 

password. Our evaluation of usability and criticism from users also appear acceptable. We have perform our trial using 

the succeeding work station with configuration 4 GB 

 

RAM, i3 core processor and processing speed of 2.40 GHz. We take help of 20 users to perform our experiment. First 

we give a broad overview about how the method works. The standard time taken by users to be aware of our means is 

about 10 minutes (mins). And the criticism we got from most of the users is that − our style is very easy to understand. 

It be theoretical to be well-known that we only give the users lecture about how to use the system. Our lesson does not 

comprise safety psychiatry of our outlook system. Each lesson age is about 5 mins. We chose the users from the student 

(12 students) and other people from the civilization (8 people). 

 

IV. CONCLUSION 

 

 In this paper we have future a novel scheme to legalize a user using color PINS. The plan is identified as Color Pass 

scheme which provides an clever boundary for users to login into system in a public domain. In this scheme, the user 

remembers four colors as his PIN. The scheme works on the scaffold of incompletely apparent aggressor model. From 
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sanctuary point of view the scheme is quite strong against some promising attacks such as carry surfing, guess 

password, side channel attack, etc. And from usability point of view the scheme is user sociable and takes very less 

time for login. Also the tender can be used by both math and non-math sloping people. The planned slant shows trivial 

low error rate in login system. In occasion we will explore how to widen this scheme for fully obvious enemy model. 
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