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ABSTRACT: In the Internet of Vehicles (IoV), vehicles com- municate wirelessly with other vehicles, sensors,
pedestrians, and roadside units. IoV is aimed at improving road safety, driving comfort, and traffic efficiency.
However, IoV is exposed to a range of threats to security and privacy. The presence of dishonest and misbehaving
peers in the system is of a major concern, which may put lives in danger. Thus, establishing trust among these probable
untrusted vehicles is one of the most significant challenges of such a network. The critical pitfalls of existing and
traditional mechanisms are scalability, a single point of failure, maintaining the quality of service, verification, and
revocation and dealing with sparsity, consistency, availability, efficiency, robustness, privacy concerns are some of the
biggest challenges to be addressed. Blockchain technology, with its great success in applications like cryptocurrencies
and smart contracts, is considered as one of the potential candidates to build trust in IoV. In this paper, we propose a
blockchain-based decentralized trust management scheme using smart contracts. Specifically, we introduce the concept
of blockchain sharding for reducing the load on the main blockchain and increasing the transaction throughput. Our
proposal has two key contributions: blockchain to maintain and update reliable and consistent trust values across the
network and incentive scheme to encourage peers to perform well. We also conduct extensive experiments, which
demonstrate the implementation feasibility of proposed mechanisms in the real world.

I. INTRODUCTION

THE Internet-of-Vehicles (IoV) is now on the verge of deployment in the real world because of various advance- ments
in radio access, core network, and automotive technologies . Vehicles nowadays are equipped with powerful sensors,
communication, storage, and computational capabili- ties. The three main radio access technologies, which are being
integrated with the vehicles are Dedicated Short Range Communication (DSRC), cellular and Wi-Fi .DSRC is the key
radio technology used for vehicular communication in the USA and Europe [5]. Cooperative Intelligent Transportation
Systems (C-ITS) [6] in Europe and Wireless Access in Vehicle Environments (WAVE) [7] in the USA are two well-
known protocol stacks developed for vehicular communications and use DSRC at the physical layer [8]. IoV allows
communication not only between Vehicle-to-Vehicle (V2V) but also between Vehicle-to-Infrastructure (V2I) and
facilitates a variety of safety and non-safety applications. The safety applications can be of type collision warning, spot
warning, intersection movement assistant, work-zone warning, etc. It also allows vehicles to share information about
traffic and road condi- tions with their neighbors. The non-safety applications are mainly related to mobility (route
guidance, traffic updates, navigation, etc.), and infotainment (streaming, VoIP, media download, etc.)

All the messages related to safety applications are broad- casted over the control channel (CCH) of the DSRC via V2V
communication, which can be of type periodic bea- cons or event-based alarms. Cooperative Awareness Message
(CAM) in Europe and Basic Safety Message (BSM) in the USA are the two popular safety messages which are broad-
casted periodically for safety and awareness [10]. The decentralized environmental notification message (DENM) [11]
is an event- driven message which is transmitted to notify some hazards or warning such as road accidents. In IoV,
when a vehicle receives a DENM for some incident, it uses the information to avoid an unwanted situation such as
accident, congestion, or some dangerous situation by effectively reacting to it. Consequently, the reliability and
trustworthiness of the received messages are of paramount significance as the
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Fig. 1. Example scenarios of misbehavior in IoV.

system’s acceptance and efficacy depend on them because they can affect driving decisions, and any wrong decision
can have disastrous consequences.

Fig. 1 demonstrates misbehavior scenario in IoV. A mali- cious or misbehaving vehicle in low visibility conditions can
send a fake message (using the protocol semantics) to other vehicles and conveys that the road ahead is clear while
there is a road accident. Similarly, it can also generate a fake message claiming that there is traffic congestion ahead.
Such misbehaviors can lead to catastrophic situations, reduce traffic efficiency, and as a whole lower the trust level on
IoV.

Trust management in IoV implements the reputation of vehicles based on both the trust value scored from its past
behavior (reputation) and neighbors opinion about the received message broadcasted by the alarmer vehicle for an
event. Trust management can also facilitate incentives mechanism for the peers who behave well in the system and
have earned a better trust score. There can be punishments forthe dishonest or misbehaving peers in terms of trust score
reduction and revocation after a certain limit of misbehavioris crossed or defined threshold has been reached .

Different trust management systems proposed for IoV fall into the following two classifications: centralized and decen-
tralized. There are a fair amount of works available in both categories, which are discussed in Section II. However, the
key pitfalls of existing works in these categories are as follows. In the centralized approach, trust management is done
on the central server; therefore, scalability, single point of failure, maintaining the quality of service, verification, and
revocation are some of the most significant challenges. In the decentralized approach, trust management is performed
either at the vehicular plane or the roadside unit (RSU) plane. However, dealing with sparsity, consistency, availability,
efficiency, robustness, privacy concerns [13], and faults at the RSU plane remain open issues in the decentralized
approach. The blockchain is one of the disruptive technology in the financial industry, first proposed as the underlying
technology for

Bitcoin by Satoshi Nakamoto in 2008 [14]. Blockchain hasbecome one of the driving forces of industrial IoT or Indus-
try 4.0 [15], [16]. It is attracting a lot of attention from indus- tries, academia, and research organizations. Its
remarkable features such as high security (Merkel tree, hash function), decentralization, consensus (Proof of Work
(PoW)), consis- tency, and reliability make it one of the potential candidates for establishing and managing the trust
model in IoV [17].

In the literature (Section II), there are blockchain-based works proposed for solving trust management and privacy-
related issues in IoV. However, addressing the scalability issue of the blockchain used remains a significant concern
while implementing it in IoV. Our work is an extension of existing work, where we introduce the concept of sharing to
solvethe scalability problem while managing trust in the IoV. Our framework is adaptive because it can be integrated
with various existing misbehavior detection strategies (discussed in the literature) for trust management and also
establish the process of revocation of misbehaving vehicles in IoV.

In this paper, we propose a blockchain-based decentralized trust management system for IoV. The primary goal of the
proposed mechanism is effective trust establishment and man- agement in a distributed fashion. The main contributions
of this paper are as follows:

We propose a scheme for trust management at the edge, i.e., at the roadside units (RSU) plane of IoV, which is
decentralized in nature and based on the blockchain technology. RSUs at the edge collaboratively maintain vehicle trust
values that are updated, reliable, and consistent, helping to accomplish our objective in a decentralized manner.
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We incorporate the idea of shards for reducing the work- loads from the main maintained blockchain. We use an open-
source platform, Ethereum block- chain [18], that facilitates smart contracts to demonstrate the feasibility of
implementation and strength of our proposed decentralized trust management strategy. The outline of the rest of the
paper is as follows. Section II present the survey on various techniques of trust management used in a vehicular
network. Section III presents the detail of the system framework consisting of the architecture and system model. In
Section IV, we discuss the details of our basics of the blockchain platform of trust management in IoV. Experiment
details, case study algorithms are present in Section

The obtained results and discussion about it are present in Section VI. Finally, Section VII presents the final
conclusion.

II. SYSTEM MODEL

We formalize the [oV architecture in this section and discuss the key entities of the system.

Architecture

Fig. 3 shows the oV architecture having three vital planes [45]: vehicular plane, set of RSUs as Edge Computing plane
(to facilitate blockchain), and central services plane. Thecentral services plane includes certificate authority (CA), ITS
services, Internet services, cloud-based services [46], etc.

Key Entities

Roadside Units (RSUs):

In our proposed scheme, we considered the flourished stage of IoV, where RSUs are equipped with powerful
computing and storage capacity, reliable and secured backhaul links to service plane, sensors, and secure wireless
communication technologies for V2I/I2V con- nectivity. We can refer to it as the edge node, which can facilitate
required caching, storage, communication, and computation to our proposed blockchain-based mecha- nism. It is also
responsible for updating vehicle categories based on their sensing capacity, profile, and past behavior.

Vehicles: Vehicles in the IoV are equipped with an on- board unit (OBU) that runs WAVE protocol stacks for
vehicular communication. OBUs of the vehicles have communication, computation, storage, and navigation
capabilities. We call them intelligent vehicles.

Traffic Authority (TA): TA is the supreme authority and plays a crucial role in IoV as doing the registration of the
vehicles and deployment of the Regional Authorities. TA collects the information from the vehicles and issues them
certificates via the Certificate Authority. It also assigns initial trust value to the registered vehicles.In any system, there
is always a hierarchy of trust levels. Vehicles can earn trust value by performing well. Vehicles who behave badly in
the network are put into the Misbehaving Vehicle (MV) category.

Certificate Authority (CA): CA uses the collected credentials and information of the vehicles by the TA registration
and issues them certificates (certified keys) for communications security and privacy. The role of CAis defined in detail
in [47].

Regional Authority: The entire vehicular environment is divided into a number of regions based upon the geo-
locations. RA works in accordance with the TA and is responsible for deploying and maintaining the infrastructure in
its territory. RA is also responsible for providing vehicles entering its territory with a set of short term keys for
communications within the territory.

Note: The trust value is dynamic and may increase or decrease based on their behavior in the network.

III. FRAMEWORK FOR TRUST MANAGEMENT

Vehicles at the vehicular plane participate in a number of events at the vehicular plane. For each event, a vehicle
exchanges a number of messages with its peers. A vehicle checks for the integrity and authenticity of each message
received for an event. If any inconsistencies in the messages are detected, it is reported to the RSU for action. The
RSUsare edge nodes in our IoV framework and are capable of running a distributed consensus of blockchain for trust
man- agement. Based on the smart contract logic that we deployed, RSUs execute the operation and update the trust
score of vehicles depending on their behavior. More details about the mechanism, platform, implementation are given
in subsequent sections.
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Blockchain Platform for Trust Management

A blockchain is a decentralized, distributed, unalterable,and append-only ledger that guarantees transparency in the
chain’s transactions. Blockchain can be used as a platform to build trust among untrusted parties. It facilitates storing
the state in a distributed fashion among nodes of the network and continues to exist as long as a network of nodes exists
[48]. We propose a decentralized system for trust management inloV, taking into account the core concepts of the
blockchain. The core contribution of our work is designing, implementing, and evaluating an application using smart
contracts for trust management in IoV. Before providing details of implementa- tion, we provide an abstract overview
of the smart contract, and ethereum platform and discuss some key features of the blockchain.

Sharding in Blockchain

The current blockchain-based system with Proof-of-Work as the consensus mechanism faces the problem of scalability.
The two most popular public blockchain platform Bitcoin and Ethereum has an average transaction throughput of

8 txps(transactions per second) and 15 txps, respectively. In contrast, its counterpart VISA offers transaction
throughputof around 1700 txps. Blockchain sharding is an upcom- ing blockchain research domain that aims at
improving the blockchain scalability in terms of transaction throughput by dividing the transaction loads on the full
blockchain into several sub blockchains where each sub blockchain main- tains a localized set of transactions. In
blockchain sharding,the entire blockchain network is divided into some shards.A shard is a sub blockchain maintained
by a subset of nodes, also known as the committees from the global blockchain network. Each shard collects and
processes a disjoint set of transactions. A shard is maintained by a committee of k members. Generally, k is
significantly small in number as compared to the participants in the global blockchain network.Having a smaller k
facilitates to execute BFT based consen- sus algorithms; however, challenge-response based consensus algorithms can
also be used here. Smaller k also facilitates better use of network bandwidth for propagating the blocks as the
committee members are mostly localized.

Smart Contract

A smart contract is a component of blockchain 2.0 that extends the capability of the earlier use-case specific
blockchain, by allowing code snippets defining business logic to be deployed on top of the blockchain. The smart
contract ensures fraud-free contract execution without any trusted third party. It is a programmed logic having a
predefined set of rules [49]. It enables users to execute a script in a verifiable manner on a blockchain network and
enables several issuesto be solved in a way that minimizes the need for trust. In essence, smart contract functions as an
autonomous entity on the blockchain and can execute logic deterministically asa function of the data provided to the
blockchain.

Ethereum Platform

Ethereum is an open-source blockchain platform that sup- ports smart contracts. The platform facilitates the use of vari-
ous programming languages to write the smart contract [18]. These smarts contracts can be converted into bytecode
andare executed on Ethereum Virtual Machine (EVM). Ethereum facilitates the execution of its private and
permissioned blockchain instance. In such an instance, only peers that are allowed to enter the network can view
transaction data. Among those, only nodes that are granted special rights can participate in the mining.

Ethereum Blockchain Accounts: An entity holding an internal state is associated with an account in Ethereum.
Ethereum distinguishes between two kinds of accounts, accounts owned externally and contract accounts. An exter-
nally owned account contains a private key making it a personal account. The key owner can send transactions to
otherexternally held accounts or contract accounts from his/her account.

Features

Decentralization: Decentralization is one of the primary objectives of blockchain technology. Blockchain inherently
keeps its data stored in multiple copies over multiple geo- graphical locations making it highly available and lowering
any successful attempts to the modification of on chained data.lt will require a malicious entity to have a hold on at
least 51%of computing power in the blockchain network to execute a data alteration attempt successfully .
Irreversibility and Immutability: Transactions once recorded in the blockchain cannot be reversed. The immutabil- ity
property of the transactions recorded on the chain increases with each successive block being added in the chain. Once
committed, the transactions can not be altered.

Digital Signature: Digital Signature is a facility provided by Public Key Infrastructure(PKI) that allows a party to
prove the authenticity of data. Data is digitally signed by the sender party with their private key and is verified by the
receiving party by the globally available public key of the sender. Each transaction in the blockchain network is
digitally signed by the executor’s private key and is verified by the miners with the available executor’s public key
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ensuring non-repudiation against the execution of the transaction. The elliptic curve digital signature algorithm

(ECDSA) is the standard algorithm used in blockchain .IoV. The maintenance and control of a territory’s infrastruc-
ture is the exclusive responsibility of the Regional

IV. RESULTS AND DISCUSSION

The performance of the blockchain testbed is presented in this section. We show the average throughput and execution
time of our decentralized approach that uses a smart contract
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on Ethereum Blockchain for trust management at RSU plane of IoV.

A. Performance Evaluation of Blockchain Framework

Values collected for each transaction in order to assess the performance of our configured private blockchain are as
follows. Transaction (Tx) Deployment Time (t1): Unix time when transactions were deployed. Transaction (Tx)
Comple- tion Time (t2): Unix time when the blockchain confirmed transactions. The transaction completion time was
collected through web3.js APIs that returns transaction details.

We choose transaction execution time and throughput as parameters for evaluating our set up the private blockchain.

Execution Time: The execution time is the total amount of time (seconds) during which all transactions in the dataset
were executed and confirmed by the blockchain. It is the dura-tion of time elapsed when the first transaction was
deployedto the time when the last transaction is mined.

Throughput: It is defined as the number of successful transactions per second from the first deployment time of the
transaction. Average throughput is the average over execution time.

Comparing Average Execution Time: The performance is compared to the differences in execution time of vary-ing
transactions with three distinct sets of miners: 1, N/2, and N

(in our case, N 4), as =shown in Fig. 9a, Fig. 9b,and Fig. 9c, respectively. The execution time grows as the number of
transactions in the dataset increases. For a batchof 1000 transactions, the blockchain takes 80.05, 86.44, and

87.21 seconds with 1, N/2 and N miners.
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Comparing Average Throughput: Fig. 10a, Fig. 10b, and Fig. 10c shows the average throughput plot for varying sets

of transactions with 1, N/2, and N miners, respectively. For a batch of 1000 transactions, the average throughput is
found to be 12.49, 11.568, 11.466. Besides, one can see that as the number of transactions in a set increases, the rate of
throughput increase decreases. Thus, for a huge set of transactions, the average throughput will become some constant
value.

Discussion: As we can see from the average execution time plot and the average throughput plot, increasing the number
of miner nodes does not have a significant impact on improving system performance. However, an increased number of
miner nodes will definitely help in making the system decentralized in a true manner, which comes at the cost of higher
power consumption.

What We Achieved?: Through our proposed mechanism for trust management using blockchain, we achieved the
following goals.

Encourage to behave well: We introduced an incentive mechanism for vehicles behaving well and helping in
detection of misbehavior and reporting of true informa- tion to RSU. The incentives scored can be redeemedfor various
services such as insurance premiums, main- tenance, etc.

Revocation: Authorized peers who misbehave continu- ously will lose their reputation in terms of trust score and will
eventually be removed from the system. However, the TA can do the root cause analysis for misbehavior, and if it finds
that it was intentional, then appropriate action must be taken.

Decentralized Approach: In the proposed mechanism, most of the tasks such as verification, computation, result
calculation, proof of work, mining, etc. are done at the edge level of IoV in a decentralized manner, i.e., in a distributed
fashion at the RSU plane. This approach will minimize the delay incurred in communication between vehicle and CA
or TA, maximize scalability, reliability, and can deal with fault tolerance.

Consistency: The distributed RSUs executing blockchain technology maintains a consistent trust database. Any
changes made in the database at any RSU propagated across all other RSUs via the blockchain in the network.
Availability: The consistent information about the trust and its reward is always available at the edge of the IoV.
Vehicles requesting that information can easily access them.

V. CONCLUSION

In this paper, we proposed mechanisms that manage trust using blockchain in IoV. We have provided a survey of
existing works available in this increasingly important area. We proposed a blockchain-based decentralized approach in
which CA/TA deployed the smart contract, and all RSUs workin a distributed manner to maintain consistent vehicular
trust database and enhance reliability, availability, and consistency. We introduced the idea of maintaining sharded
blockchains, that will not only reduce the propagation delay of transactions but will also increase the throughput and
efficiency of the entire system. We also introduced incentive strategy for the vehicles participating in event detection,
i.e., their contribution in the detection of a true event and its accurate reportinghelps them to get rewards, which they
can redeem for various services and payments. The proposed incentive mechanism encourages participating peers to
perform well and get wallet points. However, if they do not perform well, they can be revoked from the system. We
demonstrated the performance of our framework in terms of average throughput and execution time by deploying the
private blockchain on the testbed, thus demonstrating its feasibility.

In this work, we have not considered the misbehavior detection and local detection checks using plausibility fac- tors,
filters, consistency (position, speed, heading), beacon frequency, etc. at the vehicular plane of IoV. As future work, we
will try to integrate the misbehavior detection processand the privacy part. We will look for the role of Al in the
misbehavior detection and efficient consensus algorithms in the RSU plane of IoV for decentralized trust management.
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