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ABSTRACT: The following decade will witness a surge in remote health-monitoring systems that are based on body-
worn monitoring devices. These Medical Cyber Physical Systems (MCPS) will be capable of transmitting the acquired 
data to a private or public cloud for storage and processing. Machine learning algorithms running in the cloud and 
processing this data can provide decision support to healthcare professionals. There is no doubt that the security and 
privacy of the medical data is one of the most important concerns in designing an MCPS. In this paper, we depict the 
general architecture of an MCPS consisting of four layers: data acquisition, data aggregation, cloud processing, and 
action. Due to the differences in hardware and communication capabilities of each layer, different encryption schemes 
must be used to guarantee data privacy within that layer. We survey conventional and emerging encryption schemes 
based on their ability to provide secure storage, data sharing, and secure computation. Our detailed experimental 
evaluation of each scheme shows that while the emerging encryption schemes enable exciting new features such as 
secure sharing and secure computation, they introduce several orders -of-magnitude computational and s torage 
overhead. We conclude our paper by outlining future research directions to improve the usability of the emerging 
encryption schemes in an MCPS. 
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I. INTRODUCTION 

The coming decade will witness an explosive growth in systems that monitor a patient through body -worn 
inexpensive personal monitoring devices that record multiple physiological signals, such as ECG and heart rate [1], or 
more sophisticated devices that measure physiological markers such as body temperature, skin resistance, gait, posture, 
and EMG [2]. The emergence of these devices combined with user awareness for their importance in personal health 
monitoring even emerged trends to make such devices fashionable [3]. 

 
The unstoppable momentum in the development of such devices enabled the construction of complete patient 

health monitoring systems that can be clinically used. The medical data that is acquired from patients by a distributed 
sensor network can be transmitted to private [4], or public cloud services.A set of statistical inference algorithms 
running in the cloud can determine the correlation of the patient data to known disease states [5]. These correlations 
could be fed back to healthcare professionals as a means to provide decision support. Such systems, termed Medical 
Cyber-Physical Systems (MCPS), signal the beginning of a new Digital-Health (D-Health) era and a disruptive 
technology in human history. 

 
Establishing MCPSs will require overcoming technological hurdles in building the architectural components 

of the MCPS such as sensors, cloud computing architectures, fast Internet and cellular phone connections. Additionally, 
assuring the privacy of the personal health information during the transmission from the sensory networks to the cloud 
and from the cloud to doctor’s mobile devices will necessitate the design of a sophisticated cryptographic architecture 
for a MCPS. While this design implies only secure storage using conventional encryption sc hemes, emerging 
encryption schemes provide options for secure data sharing and secure computation. Establishing MCPSs will require 
overcoming technological hurdles in building the architectural components of the MCPS and assuring the privacy of 
the personal health information during the transmission from the sensory networks to the cloud and from the cloud to 
doctor’s mobile devices. Designing a MCPS involves survey on different encryption schemes and improvement of the 
usability of these schemes to provide secure storage, secure data sharing, and secure computation 
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II. LITERATURE SURVEY 

In 2015, N. Powers et al [1], presented a mobile-cloudlet-cloud architecture to perform real-time face 
recognition by executing this application in three distinct steps: Face Detection (FD), Projection (PJ) and Searching 

(S).We observed that, due to their separability, these three steps can be executed in different hardware components: 
Mobile device (M), Cloudlet (CL), and Cloud (C). 

In 2014, A.F. Hani, I. V. Paputungan, M. [2], presented a private cloud storage design and prototype 

development within an organization to solve such issues. Leveraging on the ability of cloud computing is shown meet 

to the system requirements. The prototype is implemented on OwnCloud cloud sto rage framework. The complete 
functionality of OwnCloud made it an ideal platform to develop and deploy this kind of cloud -based system. 

OwnCloud can keep images in different file formats and share such images to other. 

In 2014, S. X. et al [3]  described experimental and theoretical approaches for using ideas in soft 

microfluidics, structured adhesive surfaces, and controlled mechanical buckling to achieve ultralow modulus, highly 
stretchable systems that incorporate assemblies of high-modulus, rigid, state-of-the-art functional elements. The 

outcome is a thin, conformable device technology that can softly laminate onto the surface of the skin to enable 
advanced, multifunctional operation for physiological monitoring in a wireless mode.  

In 2014, A. Page et al [4], proposed a system that couples health monitoring techniques with analytic methods 

to permit the extraction of relevant information from patient data without compromising privacy. The proposal is based 

on the concept of fully homomorphic encryption (FHE). Since the technique is known to be resource-heavy, the papers 
develop a proof-of-concept to assess its practicality. Results are presented from proposed prototype system, which 

mimics live QT monitoring and detection of drug induced QT prolongation. 

In 2014, A. Benharref and M. A. Serhani [5], proposed a framework to collect patients ’ data in real time, 

perform appropriate non-intrusive monitoring, and propose medical and/or life style engagements whenever needed and 
appropriate. The framework, which relies on Service Oriented Architecture (SOA) and the Cloud, allows a seamless 

integration of different technologies, applications, and services. It also integrates mobile technologies to smoothly 
collect and communicate vital data from a patient’s wearable Biosensors while considering the mobile devices ’ limited 

capabilities and power drainage in addition to intermittent network disconnections. Then data is stored in the Cloud and 

made available via SOA to allow easy access by physicians, paramedics or any other authorized entity.  

In 2014, N. Cao et al [6], defined and solved the challenging problem of privacy -preserving multi-keyword 
ranked search over encrypted data in cloud computing (MRSE). The proposed papers establish a set of strict privacy 

requirements for such a secure cloud data utilization system. Among various multi-keyword semantics, the paper 

choose the efficient similarity measure of “coordinate matching,” i.e., as many matches as possible, to capture the 
relevance of data documents to the search query. In further use “inner product similarity” to quantitatively evaluate 

such similarity measure. paper first propose a basic idea for the MRSE based on secure inner product computation, and 
then give two significantly improved MRSE schemes to achieve various stringent privacy requirements in two different 

threat models. 

In 2013, S. Babu et al [7], Proposed Open Geo-Spatial Consortium (OGC) standard based remote health 

monitoring system that allows integration of sensor and web using standard web-based interface. The aim is to provide 
the data in an open & interoperable manner, and reduce data redundancy. Fixed specification is used for exchange of 

sensor data globally for all sensor networks. OGC SWE is applicable to different sensor systems includ ing medical 

sensor networks. A standard format is used to document sensor descriptions and encapsulate data. Sensor data is ported 
on to cloud which provides scalability, centralized user access, persistent data storage and no infrastructure 

maintenance cost for heavy volumes of sensitive health data. Decision tree pruning algorithm with high confidence 
factor is proposed for automatic decision making. 
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In 2013, C. O. Rolim et al [8], proposed a solution to automate this process by using “sensors” attached to 
existing medical equipment that are inter-connected to exchange service. The proposal is based on the concepts of 

utility computing and wireless sensor networks. The information becomes available in the “cloud” from where it can be 
processed by expert systems and/or distributed to medical staff. The proof-of-concept design applies commodity 

computing integrated to legacy medical devices, ensuring cost effectiveness and simple integration.  

In 2012, D. Kim et al [9], Advances  in materials, mechanics, and manufacturing now allow construction of 

high-quality electronics and optoelectronics in forms that can readily integrate with the soft, curvilinear, and time -
dynamic surfaces of the human body. The resulting capabilities create new opportunities for studying  disease states, 

improving surgical procedures, monitoring health/wellness, establishing human -machine interfaces, and performing 

other functions. Above review summarizes these technologies and illustrates their use in forms integrated with the 
brain, the heart, and the skin. 

In 2012, T. Soyata et al [10], designed and implemented the MOCHA Architecture: mobile devices interact 

with the cloudlet and the cloud via multiple connections and use dynamic partitioning to achieve their QoS goals (e.g., 
latency, cost). 

III. RESEARCH METHODOLOGY 

With the above problem statement in order to overcome the privacy problem, the following objectives have been 

framed. 

 The application is used to monitor the patient data and send that data on the cloud. 

 To provide secure computation and storage requirements using AES in an MCPS.  

 To provide privacy-preserving processing in a public cloud using advanced homomorphic encryption schemes. 

 To facilitate decision support in cloud for healthcare professionals by applying critical syst em to the acquired 
data and predicting patient health condition. 

 

Modules formalized 

 

 DATA PRIVACY  

According to the Health Insurance Portability and Accountability Act (HIPAA), data privacy must be 

protected within every layer of an MCPS. Individual encryption schemes ensure that medical data is accessed 

by only the authorized parties, thereby providing data privacy on isolated data blocks. However, ensuring 
system level security requires designing a crypto-architecture for the MCPS as a whole. 

 

 Key Management Techniques 

Regardless of the type of encryption scheme, communicating parties must agree on key(s) to encrypt/decrypt messages. 

In the public-key cryptography, sender uses the public key of the receiver to encrypt messages and the receiver uses 
his/her private key to decrypt encrypted messages. Every user in the system has a dedicated public and private key pair 

generated by a Public-Key Infrastructure (PKI) [6]. PKI is a trusted third party such as a certificate authority that 

authenticates the key pairs by binding them to the identity of users. 
For symmetric key cryptography, both sender and receiver must share the same secret key to encrypt/decrypt messages. 

Both parties perform a key-exchange protocol, such as Diffie- Hellman key exchange, to generate the secret key. Once 

both parties share the same key, they can use symmetric key cryptography to securely transfer the data.  

The preparation of an assembly of methods, procedures, or techniques united by regulated interaction to form 
an organized whole is termed as Systems design. It is the process of defining the architecture, components, modules, 

interfaces, anddatafor a system to satisfy specified requirements. 
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Systems design could be seen as the application of systems theory to product development. The design process 
translates the requirements into a representation of the software that can be assessed for quality before coding begins. 

Once the requirements have been collected and analysed, it is necessary to identify in detail how the s ystem will be 
constructed to perform the necessary tasks.  

The system design transforms a logical representation of what a given system is required to be in to physical 

specification. Design starts with the system’s requirement specifications and converts it into a physical reality during 
the development. Various design features are followed to develop the system. The design specification describes the 

features of the system, the components or elements of the system and their appearance to end users.  

 
4.1 DATA FLOW DIAGRAMS  

 A data flow diagram (DFD) is a graphical representation of the "flow" of data through an  information system, 

modelling its process aspects. Often they are a preliminary step used to create an overview of the system which can 
later be elaborated. DFDs can also be used for the visualization of data processing (structured design).  

A DFD shows what kinds of information will be input to and output from the system, where the data will 

come from and go to, and where the data will be stored. It  does not show information about the timing of processes, or 
information about whether processes will operate in sequence or in parallel. 

 

4.1.1 Data Flow Diagram for Admin Module 

The Level 1 DFD shows how the system is divided into sub-systems (processes), each of which deals with one 
or more of the data flows to or from an external agent, and which together provide all of the functionality of the system 

as a whole. It also identifies internal data stores that must be present in order for the system to do its jo b, and shows the 

flow of data between the various parts of the system.  

Here Admin login with the id and password. After login Admin can add the location, add trusted user, view 

the patient details and also can change the password. The DFD for admin module  is given in Fig 4.1.1. 

 

Fig 4.1.1: Data flow diagram for Admin Module. 

4.1.2 Data flow Diagram for Trusted User Module: 
Trusted user login with the user id and password. After login Trusted User can add the Patient Details, 

ambulance details and view the patient recording if the data is critical sends the message to the ambulance and also can 

change the password. The DFD for Trusted User module is given in Fig 4.1.2. 
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Fig 4.1.2: Data flow diagram for Trusted User module 

4.1.3 DFD for Android: Patient Module 
Patient login with the user id and password. After login Patient can start entering the data and also can change 

the password. The data flow diagram for Patient is given in Fig 4.1.3. 

 

 

Fig 4.1.3: Data flow diagram for Patient. 

V. AES ENCRYPTION ALGORITHM 

 

AES is one of the most widely used symmetric key encryption algorithms and is accepted as an industry and a 

government applications standard. AES is optimized for speed, low memory footprint and energy efficiency. Its low 
resource intensity allows AES to run on a wide range of hardware platforms ranging from 8-bit microcontrollers to 

high-end desktops and servers. 

ALGORITHM: 

Cipher(byte in[16], byte out[16], key_array round_key[Nr+1])  

Begin 

                 byte state[16]; 
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                  state = in; 

               AddRoundKey(state, round_key[0]); 

 for i = 1 to Nr-1 stepsize 1 do 

        SubBytes(state); 

        ShiftRows(state);  

        MixColumns(state);  

        AddRoundKey(state, round_key[i]); 

 end for  

       subBytes(state); 

        ShiftRows(state); 

       AddRoundKey(state, round_key[Nr]); 

 End 

VI. EXPERIMENTAL RESULTS 

 

6.1 Patient Login Page 

 

Fig : Patient Login Page 

Fig  is the Patient Login page. Here patient can login with username and password.  

 Patient Profile Details  

 

Fig: Patient Profile Details  
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In Fig patient can view the profile details and also can edit the details if required. 

 Data Monitoring Page 

 

Fig 7.3.3:  Data Monitoring Page 

Fig is the data entering page. Here Patient can enter the details such as, pulse rate, blood sugar, body temperature and 

blood pressure.  

VII. CONCLUSION 

The purpose this project is to save the life of critical stage patients and the authorized user can able to monitor 
the patient’s details and their health condition continuously. Patient locality and health details are only visible for 
authorized users. Secure computation and storage requirements provided using AES encryption. The decision support is 
facilitated for healthcare professionals by applying critical system to the acquired data and predicting patient health 
condition. If the patient is in critical health condition or the patient feels abnormal condition then the authorized users 
can gives the first aid, send the SMS to their relatives, and Authorized user will send the SMS to amb ulance driver to 
pick up the patient. 
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