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ABSTRACT: WSN comprise of large number of sensor devices which are resource limited. The WSN could integrate
with loT for developing real world smart applications in the future. Managing such a large scale sensor device network
is challenging, it is not possible to configure and deploy sensor devices manually. Maintaining massive amount of
devices in real time is again challenging, specially the sensor devices. The sensor devices are resource constrained and
need special device management entities to monitor and control device functionality remotely. Different web service
architecture can be helpful in such scenarios. Choosing one of them depend on the application to be developed. This
paper focuses on the different approaches to manage the constrained 10T devices. It mainly aimed at studying solutions
involving open source technologies.
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I. INTRODUCTION

Internet of Things (1oT) became a popular term in recent years. The concept of 10T [1] varies from application to
applications. In general 10T consists of the uniquely identifiable physical devices, which are connected via intenet. The
devices in 10T can either communicate with each other or can send data to the remote server[2]. A traditional WSN is a
wireless sensor network of the sensor devices that can collect sensor data from the environment and send it to the base
station for further processing over the data.

WSN is now seen as a key component of the 10T environment yielding a distributed network of intelligent sensor
devices. Recent WSN application include sensor nodes deployed in environments near to humans and focused on
facilitating applications such as building automation, industrial automation etc. These sensor devices are resource
limited in many aspects such as with limited storage and processing capabilities, limited energy in the form of battery
which is energy prone, and are connected through low power lossy links, vulnerable radio conditions, no direct human
interaction [3].

The future loT applications would be IP based. Whereas IP is not suitable for the constrained devices [4][5].
However, IP offers interoperability, scalability, ease of programming, has ready to use hardware, eliminates the need of
complex gateways and IPv6-based solution is a promising to manage the constrained devices in WSN. With these
advantages, IPv6 over low-powered Personal Area Network (6LOWPAN) is standardized [6]. The 6LoWPAN
technology comes in picture to support the integration of 10T infrastructure with sensor networks [7]. There are recent
works focusing on the use of 6LoWPAN technology for building the 10T applications. By ensuring the interoperability
for both WSN and 10T, 6LoWPAN facilitate to use IP and manage the resource-constrained sensor devices efficiently.

The emerging device management standards such as TR-069 [8], ISO/IEC 14543-3 [9] cannot be used directly for
constrained 10T devices.

Many device management solutions use specially designed IETF standard constrained application protocol (CoAP)
[10]. Device management in 10T, in order to manage the large scale WSNs, should be able to provide a reliable and
efficient way to monitor and control sensor devices remotely and it should not consume the significant resources.
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Il. RELATED WORK

Recent trend in web services (WS) technologies are classified into Big WS and RESTful WS [11]. The Big WS and
RESTful WS are similar in principal level but differ in technological level. Thus in general the approaches for
managing the constrained devices can be categorized into three parts: Big WS approach, RESTful approach and on top
of CoAP approach.

A. BIG WS APPROACH:

The Big-WS architectural design style consists of the big Web services technology stack, which may include
technologies like SOAP, WSDL, WS-Addressing, WS-Reliable Messaging, WS Security [11] etc. Big WS, also
referred as WS-*, provides interoperability features for both the Remote Procedure Call (RPC) and messaging
integration styles.

As WSN comprise of huge amount of sensor nodes, it is not feasible to configure and deploy each and every sensor
node manually. Use of SOA interface at such nodes increases the capability to provide various services. In [12] authors
have used SOAP based WS. Authors have deployed it directly on the nodes instead of using gateways. This approach
provides easy integration of sensor nodes with IT system. It supports heterogeneous devices. However, this solution
only suitable for applications where the sensor data can be heavily aggregated and transmitted over relatively long
periods, for example energy management domain.

In industrial automation introduction of new technologies such as embedded system, Ethernet, zigbee, WIFI, SOAs
raises many problems like real time support and QoS requested by the client. In [13] authors described the enhanced
service oriented architecture, which is capable of solving both above issues. Authors have used SOAs to solve the
problem related to identification, discovery and communication between networked elements and extend the WS-
agreement protocol for supporting real-time & QoS aspects for managing the resources in industrial automation
domain.

However, both above literatures prefer the WS-* architecture, which may bring extensive overheads for resource-
constrained devices.

In [14] authors compared Big WS and RESTful WS architectures based on architectural principals and decisions.
With the help of these two competing methods authors argued that RESTful WS can be used for simple and ad-hoc
integration scenario over web. And it is advisable to use WS-* WS architecture for professional enterprise application
development which requires longer device lifespan and advanced QosS.

B. RESTFUL WS APPROACH:

It is important to use the web services in 10T communication for network application in order to grow the industrial
applications. Alternative to Big WS solution, RESTful WS architectural design style has been brought forward for
developing remote procedure calls over the Web.

REpresentational State Transfer (REST) is architectural design style used to build the large-scale distributed
hypermedia applications. Rather it is an abstract form which indicates the scalability feature of HTTP 1.0 [15]. The
term REST often used in conjunction with HTTP. The constrained RESTful WS approach provides a simple yet
flexible communication stack with some features used to deploy it on the constrained devices. In addition to this using
RESTful architecture on devices could not require any special application programming interface thus provides the
easy data access of the wireless sensor devices from the server. As it provides the facility to abstract all devices as the
resources it is possible to access those resources over the internet with the help of some standard lightweight protocol.

In [16] authors presented a RESTful web service architecture in support to the energy constrained WSNs, which

enable the collection of sensor data from sensor devices remotely. For this authors have implemented
6LOWPAN/IPv6/RPL/UDP/CoAP protocol stack over IEEE802.15.4 radio platform. Authors argued that IP-based
solution is promising one to loT development. Authors also suggested that device management and sensor device
controlling can be possible using RESTful methods.
In [17] authors have described two ways to integrate the devices to the web using RESTful approach. One of the way
proposes direct integration based on technological advancement in embedded devices. Whereas second way isto use a
smart gateway for resource limited devices. It is found that RESTful approach facilitate the creation of new prototypes
and cyber physical mashups.
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However, the embedded devices used in [17] [18] are not IP based which requires a multi-protocol gateway, and
protocol translation may increase the overhead on constrained devices including the conversion of different routing
logics and mechanisms, offering QoS and the security provided.

Different from above two RESTful approaches, in [19] authors have developed an efficient and lightweight device
management framework by extending the CoAP protocol for WSN [20], that does not consume extra resources.
Authors have proposed five major device management functions: 1) Registration, 2) Provisioning, 3) Management
service, 4) Observing and 5) Application data transmission applicable for WSN [1]. All functions share common
resources on one sensor device. These resources are then abstracted as parameters, status and data. The devices can
interact with the 10T client by triggering these resources via GET, PUT, POST and DELETE methods [21] of the CoAP
protocol. The solution is simple, efficient and promising to drive the 10T development.

The evaluation of CoAP protocol with respect ot RPL [22] and LPL is given in [23], and it is found that RPL gives
better performance compared to LPL. In [24] authors implemented the CoOAP protocol on contiki operating system to
evaluate the duty cycle mechanism to reduce the energy consumption. Contiki is an open source operating system, it is
highly portable, designed for embedded devices [25]. Contiki provides many hardware drivers for each supported
device thus reduces the development time and provides code portability.

C. ON TOP OF COAP

Many other papers have focused on developing the new technology or protocol over the CoAP protocol in order to
provide a multi-protocol gateway that in-turn provides the interface for all technologies.

In [26] authors have presented an integration approach of building automation system in the 1oT. Authors used an
IPv6 enabled service-oriented architecture that allows integration of heterogeneous technologies into a large scaled
distributed control system and discussed the IPv6 multi protocol gateway concept. Finally authors have proposed the
dedicated application protocol, oBIX, on top of CoAP for mapping the application functions, since CoAP is not capable
of providing the flexibility for mapping the application functionality.

In [27] authors have utilized synchronization markup language over CoAP and experiment with different message
formats such as Core link format, EXI and protocol buffer, and argued that EXI is easy to implement. In prior work
authors have used synchronization markup language and Hypertext Transfer Protocol in OMA-DM. Wheras in [27]
authors have used two approaches: one is use of OMA-DM from prior work for device management and use of CoAP
protocol efficiently with different message formats. OMA-DM is the open mobile alliance device management protocol
which is developed to manage scalability of the large set of mobile devices.

In [28] author have described network management interface for constrained devices by adapting COMI from
RESTCONF protocol. This is the working draft of IETF. The Constrained Application Protocol (CoAP) is used for
accessing data from the management resources. CoMI use the YANG to CBOR mapping and encodes YANG names to
reduce payload size.

All these approaches either build management functionalities on top of COAP or need to support multiple protocols
simultaneously, which may bring extra overhead for resource constrained devices.

I11. DISCUSSION

In this paper the various approaches for maintaining the constrained IoT devices based on the use of web service
architectural design style are presented. The Internet of Things (l1oT) is a revolutionary paradigm and IoT technologies
are rapidly developing in the wireless telecommunications platform. WSN offers processing, sensing and peer-to-peer
communication platform. Various applications emerge from the integration of loT with WSN are discussed in [29].

The choice among the WS-* and RESTful approaches is depend on the type of application to be built. RESTful WS
approach is simple to implement compare to the implementation of the complex WS-* protocol stack, no need to
considering much more further architectural decisions in case of RESTful.

WS-* could be preferred in the scenario where the devices have long lifespan and the service need to support the
client requested QoS. Basically WS-* well suited to the professional enterprise application development. The WS-*
architectural design style may increase the overhead on constrained devices. So it is not good to use WS-* approach for
managing the large scale resource constrained devices [30].

The lightweight RESTful approach as discussed in [19] mapped the CoAP methods to the device management
functions. Authors have used the open technologies to tackle the management of resource constrained sensor devices in

Copyright to JIRCCE DOI: 10.15680/IJIRCCE.2016. 0412097 21013


http://www.ijircce.com

l11TRCCE)

ISSN(Online): 2320-9801
ISSN (Print): 2320-9798

International Journal of Innovative Research in Computer
and Communication Engineering
(An 1SO 3297: 2007 Certified Organization)

Website: www.ijircce.com
Vol. 4, Issue 12, December 2016

loT. Authors also have introduced the IPv6 protocol stack using IETF’s CoAP at application layer for resource
constrained networks.

IV.CONCLUSION

Various solutions for managing the resource limited devices are mentioned in this paper. The solutions are
classified according to the web service architectural design style used for device management solutions.

Recently the solutions are focusing on the use of RESTful WS architecture using the open technologies such as
the work done to standardize the communication protocol by the Internet Engineering Task Force. The incorporation of
CoAP protocol, which is specially designed for resource constrained devices, with the special device management
entities on IPv6 sensor nodes facilitate to overcome this issue. The CoAP based device management is found to be a
promising solution for 10T application development in future.

However, such solutions lack in the implementation of the security and privacy features as well as real time
management is also a challenging issue to be considered.
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