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ABSTRACT: Cloud computing is a standard in which information is placed over the internet on the virtual servers 
which is extracted by the users at the front end. It is one of the today’s most enticing technology areas which is efficient 
in cost as well as flexible. Cloud Computing promotes sharing of resources as one does not need to install a particular 
software or hardware to access the information from the cloud. Companies provide the services of cloud computing 
which will charge by the users and they subscribe via internet. Due to certain features such as low cost, low 
maintenance and easy access, various organizations store their data on the cloud or not. In this paper, we deal with all 
the security concerns in order to promote the common level of understanding between the users, organizations which 
must be considered by them before adopting cloud services. 
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I. INTRODUCTION 
 

Cloud computing is the latest technology and a new prototype for solving complex and large scale problems. This 
technology is acquired its due importance in a very short period of time. This provides unlimited infrastructure to store 
and execute customer data and program. As customers you do not need to own the infrastructure, they are merely 
accessing or renting or consume resources as a service and paying instead for what they use. 
The biggest security concern with Cloud computing is the issue of Trust [10]: 

1. How do you know for certain that the key people who manage your data and applications on the cloud are 
completely trustworthy? 

2. Who else besides you has access to sensitive information? 
As we all know that our data is shared on local networks with servers that may be clustered and sharing storage. This 
approach is having time to stable its architecture and provide decent redundancy when it is deployed. Cloud services 
are alike known as Grid services, these services are used to solve large scale problems is various fields such as Science 
and technology. These services are less capable of implementing enterprises services. In terms of technologies, the   
vision of cloud computing and grid computing is same as they both have same goals such as reduction in cost, increase 
reliability and increase flexibility but this is not a new idea however the solution is changed according to the 
requirement of new massive data.  
 

1) Security and privacy 
  
Concerns[2] such as data protection, operational integrity, vulnerability management, business continuity (BC), disaster 
recovery (DR), and identity management (IAM) make up the list of security issues for cloud computing[1]. Privacy is 
another key concern — data that the service collects about the user (e.g., event logs) gives the provider valuable 
marketing information, but can also lead to misuse and violation of privacy. 
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2) Conformity 
 

Data privacy and business continuity are two big items for compliance. Specific issues such as geo-location of data 
centers, incident response procedures, rediscovery support, and proper handling of logs and audit trails all come to 
focus here. 
 

3) Legal and agreement issues 
 

 Legal issues are the least well-understood areas of cloud computing. Though I will not be giving out legal advice, I 
will be looking at what legal issues may arise in the context of cloud computing. 
For instance, liability and intellectual property are two examples of legal issue that often being discussed. Other 
contractual issues include end-of-service support — when the provider-customer relationship ends, customer data and 
applications should be packaged and delivered to the customer and any remaining copies of customer data should be 
erased from the provider’s infrastructure, etc. 
 

II. CLIENT’S PERTAIN 
 

According to Gartner, while assessing the Security Risks of Cloud Computing following Subsequent concerns should 
be well justified in case of client: 
 

A. Honoured User Access 
The important and confidential information [3] which is processed outside the organization on the cloud is involved 
with a lot of risks, because it has no direct control over it. All the information is in the hands of administrators that are 
hired by the cloud service provider organization and we have no idea about those people. 
 

B. Regulatory Compilance 
Customers are only responsible for the security and integrity of their own data, even when it is held by a service 
provider. External audits and security certifications are subjected by traditional service providers. According to Gartner, 
Cloud computing providers who refuse to undergo this scrutiny are "signaling that customers can only use them for the 
most trivial functions”.   
 

C. Data Location 
Users have no clue at all where they have stored their data and do not have any idea about the geo-location of his 
information. So in this case they have to depend on service provider if it agrees on processing and storing information 
according to some local privacy requirements. 
 

D. Data Seperation 
Data is present on the loud in an environment that is shared by all the customers. It is one of the great concerns 
according to the user what is done for the segregation of the data. In this case some proofs should be given by some 
service provider that the encryption scheme is designed and tested thoroughly by experts. 
 

E. Recovery 
In case of disaster or damage to the cloud or if there is a total failure of infrastructure  then the provider should tell any 
method for complete recovery of data and how much time will it take. 
 

F.  Long Term Feasibility 
According to the ideology, client’s confidential and important data should not disclose by the service provider to any 
other person or organization. And the clients must be sure that the data will remain available in case of disaster. Client 
should ask the providers about the security of their information in such a manner. 
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III. SECURITY ISSUES 
 

There is a number of security concerns associated with cloud computing but these concerns fall into two broad 
categories: Security issues faced by cloud and security issues faced by their customers. In most cases, the provider must 
ensure that their infrastructure is secure and that their client’s data and applications are protected while the customer 
must ensure that the provider has taken the proper security measures to protect their information. 
Security concerns are arising because both customer data and program are residing in provider premises. 

 
 
 
 
 
 
 
 
 
 
 
 
 

Figure 1 
 

No. Of Data Back-ups 
We deal with the case where the server stores a given number of redundant copies of the client’s data for the purpose 
of data backup and efficient retrieval. The problem is to verify at the client with a high probability that the server is 
actually storing the number of copies of the client’s data in its database all the time, for which it is charging the client. 
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a) Attacker Model 
A malicious server tries to fake the fact that it is storing a larger number of copies of the client’s data than it actually 
does. 
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b) Assumptions 
We assume that each data backup site has a TPM installed whose private key is certified by a trusted third party. We 
assume that there is software with the functionality described below and which is trusted by the client, run on all the 
back-up machines all the time. We also assume that the server cannot launch any sophisticated hardware 
modifications to the storage locations which can make the system clock go at a significantly faster rate. We also 
assume that the BIOS and RAM at the backup sites have not been tampered with. 
 

c) Analysis 
We observe that the effort spent by the client in verification is O (N*b) where N is the number of times for hash was 
Calculated by the trusted software during the billing period and b is the number of chunks. We must choose the values 
of b and N in order to ensure a high probability of collision of randomly chosen words at the client and trusted 
software, and low periods of uncertainty between two consecutive hash Calculations, while at the same time having 
the client effort for Verification to be reasonably low. We show that probability of at least one collision of randomly 
chosen words at client and rusted software is 

P = (1 - (a - 1)/a) b) N,  
where a is the size of a chunk in unit of words (32 bit) b is the number of chunks and N is the number of hashes in the 
Billing period. 
 

IV. CONVENTIONAL SECURITY 
 

These concerns involve computer and network infringement or strikes that will be made possible or at least easier by 
moving to the cloud. Cloud purveyors respond to these concerns by debating that their security principles and processes 
are more mature and tested as compared to those of the average company. Another argument, made by the Jericho 
Forum is: "It could be easier to lock down information if it's administered by a third party rather than in-house, if 
companies are worried about insider threats… In addition, it may be easier to enforce security via contracts with online 
services providers than via internal controls." 
 

A. Third Party Control 
The legal suggestions of data and applications being held by a third party are multifaceted and not well understood. 
There is also a major lack of transparency and control when a third party holds the data. Part of the hype of cloud 
computing is that the cloud can be implementation independent, but actually regulatory compliance needs transparency 
into cloud. All this is publicizing some companies to make up private clouds to prevent such issues and thereby, retain 
some of the benefits of cloud computing.  
 

B. Assortments In Security 
The attractiveness of cloud computing for a broad range of users may require differing approaches for use and security. 
At the one extreme, low-end users, such as start-ups, can use clouds for just about everything. The cloud provider's 
security and reliability generally exceeds that of a small enterprise. At the other extreme, high-end users such as large 
enterprises are more likely to employ a hybrid model. For legal and risk management reasons, they will keep especially 
sensitive data and applications in-house and may use an internal cloud. In between, mid-size enterprises can use clouds 
for many purposes including compute cycles for R&D projects, online collaboration, partner integration, social 
networking, new business tools and more. 
 

V. NEW PATH FOR ENHANCED SECURITY 
 

With the emergence of cloud, the cloud provider also controls the user's data. In this way there is always a risk of 
security and authenticity of data. So to avoid this problem, some services or features must be added to improve the 
services of the cloud and to limit the control of cloud service provider. The aim here is to increase the benefit and 
reliability of the cloud for the users. 
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A. Intelligent Data Security 
As in the present scenario, a client enterprise has to depend on the cloud provider for the security of the entire 
information. So to increase the control over the data the enterprise needs to have to adopt a different strategy for the 
data security. In this, we make the data intelligent so that it saves itself from potential threats. We call this approach of 
data and information protecting itself as Intelligent Data Security. The data in this type of approach is saved over the 
cloud in an encrypted form and a policy for its usage is applied over it. The data is made so intelligent and self 
dependent in this way so that it is not relied on any other scheme, no matter how tough is the environment is that in 
which it is used. When data is accessed, it should check its usage policy and a secure-virtual environment should be 
created by the data around itself .Information should be revealed only if the environment is verified as trustworthy 
(using Trusted Computing). Intelligent Data Security will lead towards a hassle-free protection of data. 
 

B. High-Assurance Remote Server Attestation 
In the cloud computing the method of storing and accessing information over the cloud is not very secure. These 
security constraints prohibit the enterprises to utilize the services of cloud. There is a lack of transparency in this 
phenomenon. The enterprises wants there to have a 24X7 check on their data, to find how is it handled at the cloud and 
to get a satisfaction that it is not altered or modified in any way, or it is not intercepted by spies. They wish their data to 
be in the same state as it was at the time of sending to the cloud.   Currently the customers see for the manual auditing 
procedures like SAS-70 provided by the cloud service providers. 
An approach which can handle this problem effectively is Trusted Computing. With Trusted Computing, the computer 
will consistently behave in expected ways, and those behaviors will be enforced by hardware and software. Trusted 
Computing uses cryptography to help enforce a selected behavior. The main functionality of TC is to allow someone 
else to verify that only authorized code runs on a system [4]. (Imagine a trusted monitor installed at the cloud server 
that can monitor or audit the operations of the cloud server. The trusted monitor can provide “proofs of compliance” to 
the data owner, stating that certain access policies have not been violated. To ensure integrity of the monitor, Trusted 
Computing also allows secure bootstrapping of this monitor to run beside (and securely isolated from) the operating 
system and applications. The monitor can enforce access control policies and perform monitoring/auditing tasks. To 
produce a “proof of compliance”, the code of the monitor is signed, as well as a “statement of compliance” produced by 
the monitor. When the data owner receives this proof of compliance, it can verify that the correct monitor code is run 
and that the cloud server has complied with access control policies). 
 

C. Privacy-Enhanced Business Intelligence 
As suggested above to increase the control of an enterprise over its information encryption should be used. Only the 
encrypted information should be stored over the cloud. But this encryption has a limiting factor on the usage of data. It 
is obvious that searching an encrypted data by unencrypted keywords is a difficult task. As in general, if the data is 
stored in simple text, anyone can search by using some specific keywords. But this is not possible with the encrypted 
text because, the operation and computation will be done on the encrypted text. But the cryptography has a solution to 
this problem. A new encryption scheme is invented which allows operation and computation on the cipher text. 
For example:  (predicate encryption) is a keyword-searchable encryption scheme, which allows a user to extract even 
the encrypted data containing the particular keywords over a remote server. This scheme has proved to be very 
important in solving security problems of confidential data and information. However, most existing schemes support 
only a single keyword for searching, but do not allow for Boolean combinations of keywords.  
 

D. Computation Over Encrypted Data 
Computation over the encrypted is information is not an easy job. So there is need to decrypt the information and then 
perform computation, but again it is not safe. So to remove this limitation we have some other encryption techniques 
that can be of great use in maintaining security over the cloud. These are homo-morphic encryption and Private 
Information Retrieval (PIR). 
Homo-morphic encryption scheme [5] provides us the facility to perform computations over the cloud without 
decrypting the information. This encryption technique has limitations that it can be used only in cases where 
computation is simple. For example, the popular encryption scheme ROT (13) is partially homomorphism. The 
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calculations can be performed over the encrypted information and if we decrypt the results, we get the result as it would 
have come if the operation was performed on simple plain information. 
 Let us encrypt two strings, concatenate them and decrypt the result. In pseudo-code, this is: 
Var   v1 = Encrypt(13,"AFU"); 
 // v1 = OFNVGZ 
Var v2 = Encrypt(13,"FARIDABAD"); //v2=SNEVQNONQ                       
Var v3 =  Concat (v1, v2); 
//v3 =OFNVGZSNEVQNONQ  
Var z  = Decrypt (13, v3);       
// z = AFUFARIDABAD 
Because it was not necessary to first decrypt the two fragments of cipher text before performing the concatenation 
operation, we can say that rot-13 is homomorphism with respect to concatenation.  In other words, it is possible to take 
two pieces of cipher text and perform an operation on them which results in the cipher text of the concatenation of the 
two respective pieces of plaintext. 
 

E. Private Information Retrieval 
In cryptography, a private information retrieval (PIR) protocol [6] allows a user to retrieve an item from a server 
without revealing which item she is retrieving. It is also required that the user should not get information about other 
database items. In PIR, receiver receives one of the inputs (and possibly more), without sender getting to know what 
receiver asked for. As these encryption techniques are in emerging state, so in the near future they may open up new 
possibilities for cloud computing security. 
 

VI. CONCLUSION 
 

Cloud computing is most up-to-date development that provides straightforward access to high performance computing 
resources and storage infrastructure through web services. Cloud computing delivers the potential for efficiency, cost 
savings and improved performance to governments, organizations, private and individual users. It also offers a unique 
opportunity to developing countries to get closer to developed countries. In this paper we have discuss the issues 
related to hidden and encoded clouds access with anonymous access. 
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