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ABSTRACT: Today reversible data hiding in encrypted images by reserving room before encryption is a very
important technique is use in various application of security. Where data security is primary very important. This
mechanism are primary use in inelegancy agency. Sometime when we deal with a data and that data is observed ob
third party user and that situation you want to hide data in particular mechanism that time we can use this reversible
data hiding in encrypted images by reserving room before encryption technique. In this paper, we propose a novel
method by reserving room before encryption with a traditional RDH algorithm, and thus it is easy for the data hider to
reversibly embed data in the encrypted image. The proposed method can achieve real reversibility, that is, data
extraction and image recovery are free of any error. Experiments show that this novel method can embed more than 10
times as large payloads for the same image quality as the previous methods, such as for PSNR dB.
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1. INTRODUCTION

This is technique which can use to recover original image without any data loss. we can put cover on original image
and extract this cover ant get a original data. Now we can introduce about the system. This is a technique in which we
can recover original image after the embedded message is extracted. This is use in medical imagery, military imagery
and law forensics, where no distortion of the original cover is allowed. Since rest introduced, RDH has attracted
considerable research interest.

Thus , technique of reversible data coloring is on encrypted data is preferred. Suppose a medical image database is
stored In a data center, and a server in the data center can embed notations into an encrypted version of a medical image
through a RDH technique. With the notations, the server can manage the image or verify its integrity without having
the knowledge of the original content, and thus the patient’s privacy is protected.

In this Existing System, since losslessly vacating room from the encrypted images is relatively difficult and sometimes
inefficient, why are we still so obsessed to find novel RDH techniques working directly for Encrypted Images? The
method in compressed the encrypted LSBs to vacate room for additional data by finding syndromes of a parity-check
matrix, and the side information used at the receiver side is also the spatial correlation of decrypted images. All the
three methods try to vacate room from the encrypted images directly. However, since the entropy of encrypted images
has been maximized, these techniques can only achieve small payloads generate marked image with poor quality for
large payload and all of them are subject to some error rates on data extraction and/or image restoration.

Disadvantage:

Low error rate

Data extraction and image restoration problem
Required time to extract data

Its lengthy process
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1. RELATED WORK

In theoretical aspect, Kalker and Willems established a rate-distortion model for RDH, through which they proved
the rate-distortion bounds of RDH for memoryless covers and pro- posed a recursive code construction which,
however, does not approach the bound. Zhang et al. improved the recur- sive code construction for binary covers and
proved that this construction can achieve the rate-distortion bound as long as the compression algorithm reaches
entropy, which establishes methods mentioned above rely on spatial correlation of original image to extract data. That
is, the encrypted image should be decrypted first before data extraction.

To separate the data extraction from image decryption, Zhang emptied out space for data embedding following the
idea of compressing encrypted images Compression of encrypted data can be formulated as source coding with
side information at the decoder [14], in which the typical method is to generate the compressed data in lossless
manner by ex- ploiting the syndromes of parity-check matrix of channel codes. The method in compressed the
encrypted LSBs to vacate room for additional data by finding syndromes of a parity-check matrix, and the side
information used at the receiver side is also the spatial correlation of decrypted images.

All the three methods try to vacate room from the encrypted images directly. However, since the entropy of encrypted
images has been maximized, these techniques can only achieve small payloads or generate marked image with poor
quality for large payload and all of them are subject to some error rates on data extraction and/or image restoration.
Al- though the methods in can eliminate errors by error- correcting codes, the pure payloads will be further consumed.
Hong et al. reduced the error rate of Zhang’s method by fully exploiting the pixels in calculating the smoothness of
each block and using side match. The extraction and recovery of blocks are performed according to the descending
order of the absolute smoothness difference between two candidate blocks and recovered blocks can further be used to
evaluate the smooth- ness of unrecovered blocks, which is referred to as side match.

I1l.  PROPOSED TECHNIQUE

Proposed technique is very simple method of reversible data hiding and extracting original data.
In proposed method can achieve real reversibility, that is, data extraction and image recovery are free of any error. If
we reverse the order of encryption and vacating room, i.e., reserving room prior to image encryption at content owner
side, the RDH tasks in encrypted images would be more natural and much easier which leads us to the novel
framework, “reserving room before encryption (RRBE)”
Advantage
Not only does the proposed method separate data extraction from image decryption but also achieves excellent
performance in two different prospects:

v Real reversibility is realized, that is, data extraction and image recovery are free of any error.

v" For given embedding rates, the PSNRs of decrypted image containing the embedded data are
significantly improved; and for the acceptable PSNR, the range of embedding rates is greatly
enlarged.

MODULES
1. Encrypted Image Generation
a) IMAGE PARTITION
b) SELF REVERSIBLE EMBEDDING
2. Data Hiding In Encrypted Image

3. Data Extraction and Image Recovery
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4. Data Extraction and Image Restoration
MODULES DESCRIPTION:

ENCRYPTED IMAGE GENERATION
In this module, to construct the encrypted image, the first stage can be divided into three steps:
a) IMAGE PARTITION,

b) SELF REVERSIBLE EMBEDDING followed by image encryption.

At the beginning, image partition step divides original image into two parts and then, the LSBs of are reversibly
embedded into with a standard RDH algorithm so that LSBs of can be used for accommodating messages; at last,
encrypt the rearranged image to generate its final version.

a) IMAGE PARTITION

The operator here for reserving room before encryption is a standard RDH technique, so the goal of image partition.

b) SELF REVERSIBLE EMBEDDING

The goal of self-reversible embedding is to embed the LSB-planes of into by employing traditional RDH algorithms.
We simplify the method in to demonstrate the process of self-embedding.

DATA HIDING IN ENCRYPTED IMAGE

In this module, a content owner encrypts the original image using a standard cipher with an encryption key.
After producing the encrypted image, the content owner hands over it to a data hider (e.g., a database manager) and the
data hider can embed some auxiliary data into the encrypted image by losslessly vacating some room according to a
data hiding key. Then a receiver, maybe the content owner himself or an authorized third party can extract the
embedded data with the data hiding key and further recover the original image from the encrypted version according to
the encryption key.

DATA EXTRACTION AND IMAGE RECOVERY

In this module, Extracting Data from Encrypted Images to manage and update personal information of images
which are encrypted for protecting clients’ privacy, an inferior database manager may only get access to the data hiding
key and have to manipulate data in encrypted domain. When the database manager gets the data hiding key, he can
decrypt and extract the additional data by directly reading the decrypted version. When requesting for updating
information of encrypted images, the database manager, then, updates information through LSB replacement and
encrypts up dated information according to the data hiding key all over again. As the whole process is entirely operated
on encrypted domain, it avoids the leakage of original content.

DATA EXTRACTION AND IMAGE RESTORATION

In this module, after generating the marked decrypted image, the content owner can further extract the data and recover
original image.
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Fig 1:System Architecture
IV. IMPLEMENTATION OF RRBE

The figure 2 gives the data user room before encryption process in this stage the user will provide the information the
image and encrypted key to the RRBE. The RRBE will process the user input will complete the encryption process this
things can observe in the figure 3. The figure 4 and 5 will gives after RRBE of the user data, the user should register to
the service provider, the service provider will hides the data by applying the service provider data hiding algorithms or
also called as service provider encryption process.
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Fig 3: The Encryption process completion message displayer.
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Fig 4: Data hiding by service provider.
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Fig 5: Data Hiding SU(FESS by Service Provider.

V.  CONCLUSION

In reversible data hiding method we can learn that data can be recover lossless if you can use a right technique. Data is
a very important and integral part of any field and the secrecy of that is also very important in an medical and
government and military operation. So this approach provides a very important approach to hide and get data with
easily anywhere without loss. The proposed method can take advantage of all traditional RDH techniques for plain
images and achieve excellent perfor- mance without loss of perfect secrecy.
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