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ABSTRACT: In the last few years, cloud computing has grown from being a promising business concept to one of the 
fastest growing segments of the IT industry. Now, recession-hit companies are increasingly realizing that simply by 
tapping into the cloud they can gain fast access to best-of-breed business applications or drastically boost their 
infrastructure resources, all at negligible cost. But as more and more information on individuals and companies is 
placed in the cloud, concerns are beginning to grow about just how safe an environment it is. This paper discusses 
security issues, requirements and challenges that cloud service providers (CSP) face during cloud engineering. 
Recommended security standards and management models to address these are suggested for technical and business 
community. 
 
KEYWORDS: Cloud computing security, SaaS, PaaS, Iaas, Security Challenges 
 

I.   INTRODUCTION 
 
Cloud computing is a technology that uses the internet and central remote servers to maintain data and applications. 
It is a marketing term for technologies that provide computation, software, data access, and storage services that do 
not require end-user knowledge of the physical location and configuration of the system that delivers the services. 
Cloud enhances  collaboration,  agility,  scaling,  and  availability,  and  provides  the  potential  for  cost  reduction  
through optimized and efficient computing. Cloud computing allows consumers and businesses to use applications 
without installation and access their personal files at any computer with internet access. All the users or consumers 
need is to get the benefits of using the software or hardware of the computer like sending emails etc. Just to get this 
benefit why should a consumer buy a software /hardware? Cloud computing is broken down into three segments: 
"application" "storage" and "connectivity." Each segment serves a different purpose and offers different products for 
businesses and individuals around the world. 
Cloud computing environments are likely to suffer from a number of known vulnerabilities, enabling attackers  
either to obtain computing services for free (attack against cloud providers), steal information from cloud users (attack 
against cloud customers data), or penetrate the infrastructure remaining in client premises through cloud 
connections (attack against cloud customer infrastructures). Typical examples of these attacks today are VoIP free 
calls, SQL injection, and drive by downloads [1]. Cloud networking will not change the fact that vulnerabilities will 
continue to exist and that attackers will continue to exploit them [2]. 
Big IT giants like Google, Amazon, and salesforce.com are providing computing facility like storage, computation 
and application by pay as per usage through Infrastructure as a Service (IaaS), Platform as a Service (PaaS) and 
Software as a Service (SaaS) cloud service models. Since cloud computing supports distributed service oriented 
architecture, multi- users and multi-domain administrative infrastructure, it’s more prone to security threats and 
vulnerabilities. Security issues are of more concern to cloud service providers who are actually hosting the services. 
The rest of the paper is organized as follows: in section 2, Cloud Computing Architecture has been described. We 
have discussed few security challenges with its solutions in section3. In section 4 we have concluded the paper. 
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II. CLOUD COMPUTING ARCHITECTURE 
 

Cloud Service Models [3, 4] simply mean what type of services can be provided to customers.  Cloud * as a 
Service, where * can be replaced by any one of the following: Desktop, Security, Data, Software, Platform, 
Infrastructure, IT, Testing, Hardware, Computing, Database, Storage etc. 
 

  
Figure 1: Cloud Computing Architecture 

 
Cloud Computing can be broadly classified into three categories, i.e., three layers of Cloud Stack, also known as 
Cloud 
Service Models or SPI Service Model: 

  
Figure 2: Cloud Service Models 

 
2.1 SAAS 
SAAS is a software model provided by the vendor through an online service. It provides network-based access 
to commercially   available   software. User   interface   powered   by   "thin   client"   applications;   cloud   
components; communication  via (Application Program Interfaces (APIs); stateless; loosely coupled; modular; 
semantic interoperability. This will avoid capital expenditure on software and development resources; reduced Return 
On Investment (ROI) risk; streamlined and iterative updates. On the contrary, Centralization of data requires 
new/different security measures. Examples of SaaS include Netflix, Intuit QuickBooks Online, Gmail, and Google 
Docs. The four major advantages of Saas are:- 
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� Increased speed of deployment 
� Increased user adoption 
� Reduced support requirements 
� Lowered cost of implementation and upgrades 
 
2.2 PAAS 
 
PaaS  enables  companies  to  develop  applications  more  quickly  and  efficiently  in  a  cloud  environment  
using programming languages and tools supported by the provider. The defining factor that makes PaaS unique is that 
it lets developers build and deploy web applications on a hosted infrastructure. It consumes cloud infrastructure. Every 
centralized  system  requires new/different security measures. Common  examples of platforms include 
Windows™, Apple Mac OS X, and Linux for operating systems; Google Android, Windows Mobile, and Apple iOS 
for mobile computing; and Adobe AIR or the Microsoft .NET Framework for software frameworks. 
 
2.3 IAAS  
This is the base layer of the cloud stack. It serves as a foundation for the other two layers, for their execution. 
The keyword behind this stack is Virtualization. Usually platform-independent; infrastructure costs are shared and 
thus reduced; service level agreements (SLAs); pay by usage; self-scaling. Avoid capital expenditure on 
hardware and human resources; reduced ROI risk; low barriers to entry; streamlined and automated scaling but 
disadvantages are Business efficiency and productivity largely depends on the vendor's capabilities; potentially 
greater long-term cost; centralization requires new/different security measures. With , a company can rent 
fundamental computing resources for deploying and running applications or storing data. IaaS enables fast 
deployment of applications, and improves the agility of IT services by instantly adding computing processing power 
and storage capacity when needed. 
 
2.4 CLOUD Deployment Models 
Regardless of the service model utilized (SaaS, PaaS, or IaaS) there are four deployment models for cloud services: 
�  Public Cloud: The cloud infrastructure is made available to the general public or a large industry group and is 
owned by an organization selling cloud services. Means where the infrastructure resides totally outside of the tenant / 
enterprises? 
� Private Cloud: The cloud infrastructure is operated solely for a single organization. It may be managed by the 
organization or a third party, and may exist on-premises or off premises. IT services are mounted on top of large-scale 
accumulated and virtualized infrastructure within enterprise firewall and consumed in “per transaction” basis. 
�  Community Cloud: The cloud infrastructure is shared by several organizations and supports a specific 
community that  has  shared  concerns (e.g.,  mission,  security requirements,  policy,  or  compliance.  
considerations).  It  may be managed by the organizations or a third party and may exist on-premises or off-premises. 
�  Hybrid Cloud: The cloud infrastructure is a composition of two or more clouds (private, community, or public) that 
remain  unique  entities  but  are  bound  together  by  standardized  or  proprietary technology that  enables  data  
and application portability (e.g., cloud bursting for load-balancing between clouds). Here, the infrastructure and 
business processes reside partly within the enterprise and partly consumed from third party. 
In the 2009 year, according to IDC survey, cloud security was revealed as the top most challenge/ issue of cloud 
computing among others like availability of services, performance, lack of interoperability standards and so on. 
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Figure 3: Graphical presentation of challenges/issues of Cloud computing 

 
 
The most challenging threat in cloud computing is security issues. Security can be compromised in terms of 
hacking the available data, by disturbing some issues to slow down the server (i.e. Performance) etc. (Figure 3) 
We recognize that there are three major groups involved in cloud security: 
First group is the providers of Public and Hybrid clouds. Second group is the individuals / organizations which 
use cloud services - either by migrating and hosting their applications binaries / data to cloud, or by having an 
interface or a “pipe” connected to an external cloud to do some activities (like downloading cloud public data/ 
modules or to route messages through cloud). 
The Third group is the Government and other third-party regulatory entities that may have fiduciary roles 
(audit, forensic etc.). 
While some cloud security works [5] focus on legal and jurisdictional risks, some institutions provide valuable 
recommendations for increasing cloud security [6, 7] from a more technical point of view. 
 

III. CLOUD COMPUTING SECURITY ISSUES 
 
In clouds rather than other issues security is the biggest issue. Due to this issue users are hesitating to use the clouds. 
According to a survey mentioned in [8] which is done in 2011 shows that 36% lack of cloud computing usage is due 
to security concerns. By Securing the Saas, PaaS and IaaS security issues indirectly we can secure the cloud 
system. Enough or adequate security can be achieved by solving these issues. Information security, Virtualized 
environment security issue  and  Communication  security issues  are  some  related  issues.  Information  security is 
related  to the important aspects of Availability, Confidentiality, and integrity. Rather than these issues, Trust, 
Governance, Legal and Virtual Machine security issues are also should be in focus. 
 
3.1 Information Security Issues (SaaS, PaaS, IaaS) 
3.1.1 Availability 
Availability means to ensure that users can use these services at any time at any place. It means availability of 
the infrastructure, software, or the data. All the Cloud computing systems like SaaS, PaaS, IaaS etc allows their 
users to access the cloud at anytime any place, to achieve this, cloud services should be available all the time. 
Virtual machines have capability to provide on demand services in terms of users. Most of the cloud computing 
systems provide cloud infrastructures and platforms based on virtual machines e.g. Amazon, S3, Xen so on.  
Amazon is using the virtual machines to rend resources (e.g. CPU cycles, storage capacity, memory etc.) [9]. 
The availability of the provided infrastructure can be enhanced by solidifying the security controls strategies such 
as offering the ability to block and filter traffic based on IP address and port only to secure their systems such 
strategies are offered by current cloud computing system vendors like Amazon, skytab [9]. 
Redundancy is another technique to provide the availability of the cloud. It means having multiple copies of the same 
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data. Redundancy enhances the availability of the data or the system. Amazon and Google use this policy to 
provide availability [9]. 
 
3.1.2. Confidentiality and Privacy 
It means the data belongs to a particular user and it should not be revealed to any unauthorized party. It means 
only authorized parties or the systems can access to the data. As cloud systems have web-native nature and it is 
business oriented in which resources are shared which increases the risk of data compromise.  It can be easily 
correlated to user authentication. 
One option for enhancing the confidentiality is encryption of the data. Encrypted data will be more secure rather than 
unencrypted. A health care company TC3 is successfully using this approach [9]. A Homomorphic cryptography 
(HC) can meet encryption challenge. Homomorphic Cryptography ensures that operations performed on an 
encrypted text results in an encrypted version of the processed text. But till date it is having just a theoretical value [1]. 
Encryption technique works while data is in transit mode. One question arises that what about the security of the data 
stored on the data storage device at the cloud provider. A good solution for this question has been given by [10] 
is Tokenization. Tokenization means replacing sensitive data by dummy token. Translation of the token can be 
done at the client endpoint or at separate cloud provider. 
 
Privacy: Privacy is a desire of a person to disclosure of personal information. In clouds the data is stored on 
service provider’s server which can be anywhere in the world and it has to follow or obey the privacy and 
confidentiality laws of that country where the server is placed [11]. Privacy can be affected by hacking users’ account, 
erroneous manipulations, data stolen, phishing, deletion of data. Cloud computing is often prone to malicious insiders 
either by account hacking or through service. 
Easily less compromised, stronger, more secure than a static password is a Two-Factor authentication solution. 
Two factors typically are ‘something you know like pin code or password’ and ‘something you have like hardware 
token, mobile phone, and finger print etc’. It includes like One-Time password (OTP), a digital certificate and 
biometric verification [12]. 
Weak authentications can  be the cause of breach in privacy. If the users identification is done electronically 
and presented to an information system can establish confidence in user identities [11]. 
As said in [8] the vertica has used Virtual Private Network (VPN) and firewall for its data lose security rather than 
VPN port and Software they blocked off all external communication. 
 
3.1.3. Integrity 
Integrity means modification of data, referring of data, software and hardware. Integrity can be done only by 
authorized parties and in an authorized ways. Integrity is a key aspect of security in cloud computing systems. It is 
also related to data loss and data stolen.   As cloud systems are based on virtual machines, access points and 
number of entities is increased and due to this integrity assurance and accuracy becomes crucial. One prominent 
solution discussed in [11] is using of Zetta systems of storage which implements the Rain-6. Rain-6 is capable of 
recovering network failure, hard disk failure or corruption, power supply shortage etc it is able to tolerate three 
simultaneous failures (e.g. three disks failure or even a three entire nodes failure). Adding digital signature to the 
data enhances the data integrity (e.g. GFS (Google file system) and HDFS use this technique). 
Software integrity is also needed in cloud systems and it can be achieved by handing over to the software’s owner 
or administrator. Same the hardware also have to protect from unauthorized access and this issue should be addressed 
to cloud providers. 
A company which is using cloud to host their data can achieve the data integrity by giving rights or privileges to 
its users or employees. Privileges for modification, deletion and fabrication [11]. If a user is having the privilege to 
view 
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the data means it can’t do any changes in data. By providing such kind of privileges to users, the system can achieve 
greater confidence in data and system integrity. 
Instead  of     following  the  solutions  of  the  issues  in  data  confidentiality,  integrity,  authenticity  of  data  
and communications individually one solution can be used for all that is trusted third part. It provides secure 
interactions between two parties who both trust this third party [11]. The trusted third party from [11] can be relied 
upon for: 
�   Low and high level confidentiality. 
�   Server and client authentication. 
�   Creation of security domains 
�   Cryptographic separation of data 
�   Certificate based authorization 
 
SaaS application’s functionality is based on APIs. Ws-Transaction and WS-Reliability standards are available for 
managing data integrity with web services ,but these services are not yet matured and not many vendors have 
implemented these [13]. Architects, developers and cloud providers should make sure that they do not compromise 
data integrity in their eagerness to move the cloud computing [13]. 
 
3.2. IAAS 
The security issues in Infrastructure as a Service are just can be addressed as physical security, environmental 
security and virtualization security. IaaS in public cloud poses the major risk whereas private cloud seems to have 
lesser impact. IaaS is prone to have various degrees of security. Infrastructure is also pertains to the transmission path 
including the hardware where data is stored. There is a high possibility that data can be routed through an intruder’s 
infrastructure, because in cloud environment data is transmitted through umpteen number of third party 
infrastructure devices [13]. The security concerns which are threatening the internet also threaten the cloud because 
cloud computing system uses the same normal underlying internet technology to transmit the data. According to 
[13] a robust set of policies and protocols are required to help secure transmission of data within the cloud. 
Security can be affected through Virtual Machines (VM) and it can be happen during communications between 
VMs and host, communication between VMs, VMs mobility and Denial of Service (DoS). While sharing resources, 
applications transfer between VMs a malicious VM can exchange data. 
The system administrator or any authorized party who has a privilege to monitor the virtual machines like start, 
shutdown, pause, restart of the machine etc, resource modification etc can misuse the privilege. A solution for this is 
Xenaccess, a tool which allows system administrator to run a user level process in Dom0 (a privileged domain in Xen) 
, Amazon EC2 and Citrix are examples [ 14]. In clouds virtual machines can transfer the data between virtual 
machines and hosts, attackers can use this feature to exchange data between cooperating malicious programs in virtual 
machines. Trusted virtual Datacenters (TVDC) implements management prototypes that demonstrate isolation 
constraints and integrity check [14]. 
DoS is critical threat to VMs and it can be happen do to wrong or miss configuration of hypervisor. Due to this threat 
a single VM can  consume all the resources. Automatic restart of the VM can  help the hypervisor to take 
suitable solutions. 
 
3.3. PAAS 
In  PaaS provider  might  give same control  to the people on  the top  of platform but host and network 
intrusion prevention  will still be in the scope of the provider and provider should give the assurance that data 
remains in accessible between applications. Various malicious activities over cloud platform can cause network 
intrusion [8]. This problem can be solved by using Multi Protocol Label Switching (MPLs), Virtual Private Network 
(VPNs) and Virtual- Area Networks (VLANs) same of the best strategies. This process ensures that the devices can 
only access a virtually secured network that is free of possible intrusions [8]. 
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Virtualization environment security issues are related to PaaS and are like isolation of virtual machines; 
information theft through malicious use of hypervisor, distrusted hypervisor, distrusted virtual machines. [1]. 
Solutions for these issues are selection of the right hypervisor can solve isolation of virtual machines. Encrypting a 
virtual machine is a potential solution [1]. 
Rather than all these issues discussed above we can’t forget to mansion the trust, governance, legal and virtual 
environment aspects and legal intercepts. They might pass legal borders due to the fact that virtual components 
can move to arbitrary physical cloud networking infrastructure. 
 
3.3.1. TRUST 
Trust means users have reliability over the cloud providers that they will act exactly as expected and required and 
their data is safe on the cloud. Users are lacking trust over cloud computing systems and even cloud providers are 
getting failed to make users trust them. Due to increased level of abstraction perceived by cloud consumers, loses 
visibility. The users are unknown of what is happening with their data, because of multi tenancy there is also limited 
control over how resources are shared practically it is very difficult to provide traditional client audits or reviews to 
provide the expected level of assurance. 
Use of third parties will be helpful for gaining trust of the users on cloud computing systems [11]. 
 
3.3.2 GOVERNANCE 
Governance means keeping control and oversight over policies, procedures and standards for application development. 
Basic issues of governance in cloud computing is related to identification and implementation of appropriate 
organizational structures ,process and controls to maintain effective information security governance, risk 
management compliance [15]. 
This problem can be solved by including security metrics and standards in Service Level Agreements (SLA) and 
contracts.  While  a  SLA  is  going  to  establish,  security  department  should  be  engaged  to  ensure  that  security 
requirements are contractually enforced [15]. 
 
3.3.3 LEGAL ISSUES 
Geographical locations are not fixed for any resources in the clouds. They may migrate between the physical 
locations due to the different factors and reasons. Because of the migration they may come under multiple legal 
jurisdictions and these jurisdictions may have conflicting rules about security issues such as intrusion and data 
protection [16]. 
Make sure that the migration rules, country location restrictions are defined and enforced or mentioned in SLA or 
contract. SLA is the only legal agreement between the service provider and the client. Providers should assure 
customer that their data is safe, authentic. They should have mutual understandings between them. Rules should be 
mentioned in SLA regarding expected or unexpected transmission of contract. Legal intercepts are not classical 
attacks but they might violate security goals [1]. 
 

IV. CONCLUSION 
 
In this paper we surveyed the major issues and challenges for cloud computing. We classified the security challenges 
according to the three cloud service models: SaaS, PaaS, and IaaS. Furthermore, we analyzed existing solutions 
and provide some direction for how to handle the security threats. There are lots of issues related to security out of 
which we focused on information security, virtual machine security, and environmental security. We also 
highlighted the trust, governance and  legal  issues relevant  to cloud computing field. By solving these issues 
cloud computing can  get adequate security and user trust. 
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