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ABSTRACT: This paper presents a new cryptographic technique for secure key exchange. For information resource
transactions cryptosystem plays an important role in encrypting and decrypting the messages which are sent on secure
communication channels for protecting from eavesdroppers. In this research study, the DTMFG key exchange (a new
cryptographic key exchange technique) has been introduced for secure network communication. The DTMFG key
exchange depends primarily on DTMFG (Dual Tone Multi Frequency Generator) for both key generation and key
exchange.

Every telephone key has a unique frequency associated with it. Thus, every key generates a specific sound note and this
tone can be used to identify the value of the key. The telephone key generator used in this project works exactly
in the same way. Written in Python language, the DTMFG replicates the exact unique tone associated with the key. The
DTMFG generates the tone and stores it in a .wav file which can then be decoded later. The idea is use to these
frequency tones (which can be set) to wuse in the field of cryptography in key exchange.

KEYWORDS: Dual tone, Cryptography, Key Exchange, Multi frequency, telephone, high-frequency, frequency
generator
I. INTRODUCTION

Key exchange is a technique in cryptography by which the secret keys are exchanged between senders and
receivers for the purposes of encryption and decryption of messages respectively. In the communication world, various
key exchange techniques are being used for secure key exchange to protect from eavesdroppers. If encryption of
messages is vulnerable, then eavesdroppers can gain full information over communication channels.
In this research study, a new approach is introduced for efficient and secure key exchange which is named as DTMFG
key exchange technique.DTMF (dual tone multi frequency) is the signal to the phone company that you generate
when you press an ordinary telephone's touch keys. DTMF was first developed in the Bell System in the United States
where it's known as "Touchtone™ phone (formerly a registered trademark of AT&T). DTMF has generally replaced
loop disconnect (“pulse™) dialing.

DTMEF is standardized by ITU-T Recommendation. With DTMF, each key you press on your phone generates two
tone of specific frequencies. So that a voice can't imitate the tones, one tone is generated from a high-frequency group
of tones and the other from a low frequency group. These signals are used in touch-tone telephone call signaling as well
as many other areas such as interactive control applications, telephone banking, and pager systems. Each of these tones
is composed of two pure sine waves of the low and high frequencies superimposed on each other. These two
frequencies explicitly represent one of the digits on the telephone keypad.
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Fig.1a-DTMF Generator Circuit
The generated signal can be expressed mathematically as follows:
f(t)=AHsin(2nfHt)+ ALsin(2nfLt) ... (1)
Where AH, AL are the amplitudes & fH, fL are the frequencies of high & low frequency range.
Properties of DTMF tone frequencies are:

¢ No frequency is an integer multiple of another
e The difference between any two frequencies does not equal any of the frequencies
e The sum of any two frequencies does not equal any of the frequencies
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Figure 1 Phone keypad for DTMF generation [10]

Tablel Tone frequency associated with a particular key resulting

Button Low High Key
Frequency | Frequency | Frequency
1 697 1209 1906
2 697 1337 2034
3 697 1477 2174
4 770 1209 1979
5 770 1337 2107
6 770 1477 2247
1 852 1209 2061
8 852 1337 2189
9 852 1477 2329
0 941 1209 2150
4 941 1337 2278
# 941 1477 2418

Fig 1a - Phone Keypad Frequencies of AT&T

Copyright to IJIRCCE DOI: 10.15680/1JIRCCE.2015. 0311102 11670



ISSN(Online): 2320-9801
(I”RCCE ISSN (Print): 2320-9798

International Journal of Innovative Research in Computer

and Communication Engineering
(An ISO 3297: 2007 Certified Organization)
Vol. 3, Issue 11, November 2015
ILLITERATURE SURVEY

Key-exchange protocols are mechanisms by which two parties that communicate over an adversarially-controlled
network can generate a common secret key. Key exchange protocols are essential for enabling the use of shared-key
cryptography to protect transmitted data over insecure net works. As such they are a central piece for building secure
communications or secure channels, and are among the most commonly used cryptographic protocols (contemporary
examples include SSL, IPSec, SSH, among others).

The design and analysis of secure key exchange protocols has proved to be a non-trivial task, with a large body of
work written on the topic, including [1,2,3,4,5,6] and many more. In fact, even today, after two decades of research,
some important issues remain without satisfactory treatment. One such issue is how to guarantee the adequacy of key
exchange protocols for their most basic application: the generation of shared keys for implementing secure channels.
Providing this guarantee (with minimal requirements from key exchange protocols) is the main focus and objective of
this work.

A. Diffie —Hellman Session Key Agreement

Diffe-Hellman session key agreement is the first key exchange protocol, proposed by Diffie and Hellman [7]. Diffie-
Hellman key exchange by itself achieves perfect forward secrecy because no long-term keying material exists at the
end of the session to be disclosed. However, it does not provide authentication of the communicating parties; hence it is
vulnerable to a man-in-the-middle attack.

B. Station-To-Station (STS) Protocol

In order to fix the security flaw in the Diffie-Hellman protocol, the Station-To-Station (STS) protocol was proposed in
[8]. To add authentication, the STS protocol requires both the parties to have a pair of public keys for signature
generation and verification, and to know a publicly released symmetric key encryption. In contrast, note that the Diffie-
Hellman protocol does not have these assumptions. These assumptions can be included into the protocol by sending
public key certificates if the keys are not known in advance. In the STS protocol, STS protocol uses signatures to
authenticate the communicating parties. It encrypts the signatures with the session key subsequently to show the
knowledge of this session key. However, signatures and certificates cause the messages to increase considerably in
size.

C. Secure Socket Layer (SSL)

SSL [9] involves negotiating and establishing secure connections, and securing the data transmission. SSL handshake
uses certificates and PKI [10] for mutual authentication and key exchange. PKI binds public keys with particular user
identities by means of a certificate authority (CA). The CA is the trusted entity that signs and issues digital certificates
[11] to other parties. A digital certificate contains a public key and the identity of the owner and the validity period of
the certificate. Therefore, authentication is performed through sending and verifying certificates which involve a great
overhead. SSL key exchange can use an RSA algorithm, an asymmetric technique for session key exchange which
encrypts the session key from the client to the server. A Diffie-Hellman key exchange can also be used which is more
secure since both parties agree on the session key without having to send the key across the wire.

D. ID-based Authenticated Key Agreement

Many protocols were proposed for ID-KEX [12] [13]. Paterson and Price[14] noted that the aim in designing a good
ID-KEX protocol is to achieve all the properties of the best usual key agreement protocols while trying to maximize
efficiency. The public key can be chosen by any client in the system as it is generated from public information (email
address or network address). Each party, then contacts the trusted authority (TA) once to authenticate and get the
required private key. Therefore, there is no earlier distribution of keys between individual participants. Yuan and Li
[15] proposed an efficient ID-KEX Protocol. A key agreement protocol is said to be authenticated if it offers the
guarantee that only the participating parties of the protocol can compute the agreed key. Therefore, this ID-KEX
protocol is authenticated because it uses public and private keys to generate a shared secret.
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I1.LRELATED WORK

In[1, 2, 3, 4,5, 6] The design and analysis of secure key exchange protocols with a large body of work is written on the
topic. In [7] it is mentioned that Diffe-Hellman session key agreement is the first key exchange protocol, proposed by
Diffie and Hellman. In [8] to fix the security flaw in the Diffie-Hellman protocol, the Station-To-Station (STS) protocol
was explained. In [9, 10, 11] it is explained how SSL connection is established and how the handshake is made along
with details about the security certificates. In [12, 13, 14] Paterson and Price proposed a new ID-KEX protocol to
maximize the efficiency and in [15] Yuan and Li did the same to increase the efficiency further. In [16, 17, 18, 19] as
explained by Ylonen and Lonvick SSH is a secure transmission and user authentication protocol and its working is
explained. In [28, 29] it is explained how the DTMF tones and their frequencies could be generated and how it can be
implemented.

Il. METHODOLOGY

A. HISTORY OF KEYS

The engineers had envisioned telephones being used to access computers, and automated response systems. They
consulted with companies to determine the requirements. This led to the addition of the number sign (#, "pound" or
"diamond" in this context, "hash", "square” or "gate" in the UK, and "octothorpe" by the original engineers) and
asterisk or "star" (*) keys as well as a group of keys for menu selection: A, B, C and D. In the end, the lettered keys
were dropped from most phones, and it was many years before the two symbol keys became widely used for vertical
service codes such as *67 in the United States of America and Canada to suppress caller ID.

Select Create Set : Qutput
Key Input Freq. Encode Waveform Store WAV Paramelers Write Frames wav file
Fig 2a — Flowchart of the Encoding Program
| [} St Crevesoc] " Crut T
—malie | Readwav | BSLpd Decoder | ONCOME - Obtain Keys — Bl

Fig 2b — Flowchart of the Decoding Program
Public payphones that accept credit cards use these additional codes to send the information from the magnetic strip.

Present-day uses of the A, B, C and D signals on telephone networks are few, and are exclusive to

network control. For example, the A key is used on some networks to cycle through different carriers at will. The A, B,
C and D tones are used in radio phone patch and

repeater operations to allow, among other uses, control of the repeater while connected to an active phone line.

The *, #, A, B, C and D keys are still widely used worldwide by amateur radio operators and commercial two-way
radio systems for equipment control, repeater control, remote-base operations and some telephone communications
systems.
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770Hz |4 5 6 B
852 Hz |7 8 9 C
941 Hz | * 0 # D

Fig 3c -16 keys- Keypad Frequencies used in the project

B. SIGNAL GENERATION

The DTMF signal for a key is the sum of two sinusoidal waves, one at each frequency. The rows of the matrix shown in
Table 1 represent the low frequencies while the columns represent the high frequency values.
For example, this matrix shows that digit 5 is represented by a low frequency of fy = 770 Hz and a high frequency of fa
= 1336 Hz. The two frequencies are transformed to a DTMF signal using equation 1:

f (t) = Aa* sin (2= fat) + Ab*sin(2= fbt)) ...(1)
where the ratio between the two amplitudes should be:
Ab/Aa=K ; 07<K<09 ...(2)
1. FUNCTIONALITY

The DTMF generation code for encoding and decoding is prepared in the python script by importing the wave
package. The inbuilt as well as custom made functions used in the project are explained in this paper.

encoder()

Function is used for encoding the key tones. It checks which key is selected from the key matrix and apply it to the
frequency equation scaled to the frame rate of 44000 and store in the .wav file. The encoder( ) gives a call to the
store_wav( ) function in which the Most significant bit and the Least Significant Bit are updated and the updated values
are written into audio frames. We create data for every 44000 frames and store it in the audio .wav format file using the
following equation:

data -> scale+(sin(p*f1*P12)+sin(p*f2*P12))/2*scale
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Fig 4a-Flow chart of the Encoding Algorithm Fig 4b-Flow chart of the Decoding Algorithm

decoder()

Function is used for decoding the audio signal to key values. The read_wav( ) function calculates the number of frames
in the file and reads the data for each frame. It gets the MSB and LSB from the file and returns the data obtained from
44000 frames.

S -> scale+scale*(sin(p*f1*P12)+sin(p*f2*P12))/2
The above equation is used to scale the frequency and match it with the frequency ranges to get appropriate key value.
IV. DTMF KEY EXCHANGE

For a simple illustration, let us consider a very basic encryption technique.
Encryption
1) Input key which will be stored in abc.wav
2) Null byte is appended at the end
3) Length of the new file is calculated
4)d =length/n
5) Get random numbers R[]
6) for i=0 to n-1
Calculate inverse of R[i] mod 16
Put key[i] on R[i]
7) Send inverse(R[i]) AND abc.wav
8) Receiver can then decode

V. RESULTS

The figure 7a shows the voltage to time graph of the keytone ‘1°. The key ‘1’ is assigned the higher frequency as 1209
Hz and lower frequency as 697 Hz. Similarly, we can see that for different keys, unique keytone frequencies generate a
unique graph. The figure 7b shows the graph for the keys ‘3°, ‘#” and ‘B’ respectively.
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Fig 7a-1209 Hz on 697 Hz to make the ‘1’ tone Fig 7b-O/P generated by the DTMFG

Thus, we can observe that each key generates its own unique assigned tone.
VI. CONCLUSION

In this research study, a new key exchange technique, DTMFG key exchange, has been introduced for efficient and
secure key exchange between two parties. The DTMFG key exchange technique used the DTMF for the purpose of key
generation. Powers of accepted frequency components were theoretically set as if they were a pure sine function.
Actually, the generated signals contain noise: as a result, DTMF components would be less powerful. Thus, there are
approximate calculations made for the wave generation. However, DTMFG can be used for various different fields. The
distinct unique tone associated with each key allows for development of various applications in cryptography itself.
This paper gives a very basic example of key exchange using DTMF. However, when applied with the new modern
techniques, DTMF can prove very useful in the field of cryptography leading to stronger encryption techniques as it
adds one more level of security to the current techniques used in key exchange.
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