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ABSTRACT: Mobile Ad Hoc Networks (MANETS) are a popular form of network for data transfer due to the fact that
they are dynamic, require no fixed infrastructure, and are scalable. However, MANETS are particularly susceptible to
several different types of widely perpetrated cyber attack. One of the most prevailing hacks aimed at MANETS is the
Black Hole attack, in which particular node within the network displays itself as having the shortest path for the node
whose packets it wants to intercept. Once the packets are drawn to the Black Hole, they are dropped rather than relayed,
and the communication of the MANET is thereby disrupted, without knowledge of the other nodes in the network. Due
to the sophistication of the Black Hole attack, there has been a lot of research conducted on how to detect it and prevent
it. In this paper format title provide their research results on providing an effective solution to Black Hole attacks,
including introduction of new MANET routing protocols that can be implemented in order to improve detection
accuracy and network parameters such as packet delivery ratio, end-to-end delay and throughput.
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. INTRODUCTION

A MANET [1], [2] is a multi-hop temporary communication network of mobile nodes equipped with wireless
transmitters and receivers without the aid of any current network infrastructure. A MANET is an emerging research
area with practical applications. However, A MANET is particularly vulnerable due to its fundamental characteristics
[3], [4], such as open medium, dynamic topology, distributed cooperation, and constrained capability. Routing plays an
important role in the security of the entire network. Thus operations in MANETS introduce some new security
problems in addition to the ones already present in fixed networks. The nodes communicate by sending packets to other
nodes in its radio range. The ad hoc network is characterized by a number of attributes like self organization, self-
configuration, dynamic topology, restricted power, temporary network, lack of infrastructure, etc. These attributes
make the ad hoc network applied in various areas, such as disaster recovery operations, smart building, military
operations etc. Application fields like military operations are sensitive and prone to security attacks.

1. AODV ROUTING PROTOCOL

In proactive and reactive routing protocol, there must be good co-operation among the nodes so that the data can be
routed successfully from source to destination. If nodes have good co-operation between them then there will be no
packets dropping or modification in the content. If there is no co-operation between the nodes, then there are high
possibilities that an attacker take the advantage of situation and perform the malicious function. AODV routing
protocol provides such situation when source node want to send the message to destination node which is not directly
in contact with the source node then a route discovery process is initiated by broadcasting the RREQ message in the
network. Now malicious node will take the advantage of this RREQ message and immediately send the RREP message
to source node of having the route to the destination node without checking its routing table. This RREP message has
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the large sequence number and minimal hop count. When source node starts transmitting the data, the malicious nose
will drop the packet rather than forwarding it to the destination node.

1. BLACK HOLE ATTACK

In a Black hole attack, a node which is called malicious node will absorb all the network traffic towards them and
discard all the packet. If we want to catch the black hole attack, when malicious node checking its routing table it
directly send a fake RREP with largest sequence number and smallest hop count to prove that it has the minimum path
to reach the destination. By this way we can catch the black hole node in the network. Source node gets the more than
one RREP from the different node but it is choose the RREP from the malicious node because that has a largest
sequence number. The source node ignores the RREP which are not coming from the malicious node and then
malicious node drops all the packets rather better to forward further to the destination node. [4]

The malicious node takes all the route towards them and attack all the RREQ packet. Malicious node generates the
fake RREP and that will be delivered to the source node that it does know the path for destination. By this way source
node assumes that it is the next node to reach the destination so it will send the packet to the malicious node and
malicious node will be remove all the packets which are comes from the source node. [11]

Destination

RREQ ——-—RREP == == Nalicious RREP

Figure:-1 Black Hole attack

Single black hole attack and Collaborative black hole attack are two types for the black hole attack. [8] In the network
if all the network traffic is switched to single node, it is called single black hole attack which is malicious node and it
will drops all the packets. In collaborative black hole attack, there are many malicious nodes which are work together
to switch normal routing information towards the malicious node and assemble that route according to them. Some
researchers had work on black hole attack and provide methods to detect malicious nodes but that is not sufficient to
solve the black hole problem and the more detection method should be initiated to solve the black hole attack. [5]

(AVA PROBLEM DOMAIN

In black hole attack, a node uses its routing protocol in order to broadcast itself for having the shortest path to the
destination node or to the packet it wants to intercept. This hostile node advertises its availability of fresh routes
irrespective of checking its routing table. In this way attacker node will always have the availability in replying to the
route request and thus intercept the data packet and retain it. In protocol based on flooding, the malicious node reply
will be received by the requesting node before the reception of reply from actual node; hence a malicious and forged
route is created. When this route is establish, now it’s up to the node whether to drop all the packets or forward it to the
unknown address.
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V. IMPLEMENTATION

This work implemented i.e. Creation of MANET Scenario in NS-2 and then to analyze AODV routing protocols with
malicious node and detect using trust based algorithm on the basis of various performance matrices Like Packet
Delivery Ratio, End to End delay and Overall Throughput. In this work firstly created scenario file for IEEE 802.11
standard which has to be used along with TCL Script than created a TCL script consist of various routing protocols in
our case these are AODV, Black Hole AODV & Secure AODV than a particular MANET scenario which consist of
various node density based scenarios for static nodes work with two ray ground model. Implementation consists of
typical installation process of ns-2 complexity of topography creation 2000*2000 meter area.

Tablel:- Simulation scenario

Simulation TOOL Network Simulator-2.35
IEEE Scenario MANET(802.11)
Mobility Model Two Ray Ground
No. Of Nodes 25, 50, 70, 90, 120, 170, 200
Node Movement speed static
Traffic Type CBR
Antenna Omni Directional Antenna
MAC Layer IEEE 802.11
Routing Protocols AODV, BAODV, SAODV
Queue Limit 50 packets
Simulation Area(in meter) 2000*2000
Queue type Droptail
Channel Wireless Channel
Simulation Time 100 sec.

VI. PERFORMANCE METRICS

The following metrics are used in this work for the detection and prevention of the node replication attack with AODV
routing protocol.

a. Packet Delivery Ratio

This is the fraction of the data packets received by the destination to those sent by the source. This classifies the ability
of the protocol to discover routes.
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Figure:-2 Packet Delivery Ratio under AODV, RAODV and SAODV
b. End to End Delay
This is the average delay between the sending of the data packet by the source and its receipt at the corresponding
receiver. This includes all the delays caused during route acquisition, buffering and processing at intermediate nodes.
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Figure:-3 End to End Delay under AODV, RAODV and SAODV

¢. Throughput
It is the rate at which the packet delivered successfully, measured in Kbps.
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Figure:-4 Throughput under AODV, RAODV and SAODV
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VII. CONCLUSION

This work carried out the detailed analysis of Black Hole attack prevention and its detection through the trust
mechanism with AODV routing protocol which is simulated by NS-2 for MANET on the basis of different
performance metrics viz. packet delivery ratio, end to end delay and average throughput. These performance metrics
are analyzed for the AODV, Black Hole AODV and Secure AODV routing protocols by varying the node density for
fixed network. Simulation of routing protocols provides the facility to select a good environment for routing and gives
the knowledge how to use routing schemes in attack network. Simulation results show that, as the density of nodes
increases in the network, the performance of the routing protocols decreases. Attacker nodes affect the performance of
routing protocols most as path break increases. According to simulation results as the Black Hole AODV prevent
through the Secure AODV, the packet delivery ratio, Throughput and End to End delay of routing protocol increases as
compare to the detection of Black Hole AODV through the Secure AODV.
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