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ABSTRACT: Nowadays, attacks bring extreme threat and challenge to the information security, based on analysis of 
big data technique. The growing popularity and development of data mining technologies bring serious threat to the 
security of individual's sensitive information. In recent years challenges of Big Data IT are management of large 
amounts of heterogeneous information and providing its availability. In this paper we will study Big Data protection 
against unauthorized access and corruption (keeping its confidentiality and integrity) as well as availability 
maintenance form the key research priorities in this field. 
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I. INTRODUCTION 
 
As a production of factor big data is being intensively integrated with development of various organizations. The 

consequent security issues concern with personal information which becomes increasingly severe. Using the 
technology of Big Data collecting and mining increased significantly over the past decade. This is due to the fact that a 
large amount of data is generated in the daily activities of the various organizations and, hence, the volume of 
organizational information resources grows dramatically.  

The processing of Big Data by its nature exceeds the capabilities of computing resources available to the 
organizations and conventional information management methods. Decreasing the cost for centralized storage and 
appropriate handling would allow organizations to collect more information about the various aspects of their business. 
Information is inevitable in all kinds of entrepreneurial activities, and must be therefore protected as assets. Information 
security may be assured in various ways, including related policies, processes, procedures, organizational structures, 
software programs and hardware equipment able to eliminate many sources of safety jeopardizing such as espionage, 
computer fraud and deceit, sabotage, vandalism, fire or water.  

Requirements for information security should cover three areas: risks to the organization, including its strategy and 
objectives, its potential vulnerability and the likelihood of adverse events; legislation, statutory, regulatory and 
contractual requirements that the organization and its contractors must comply with; principles, objectives and business 
requirements for processing the information, that the organization must develop in order to refrain from business 
failures and to support its activities. With the depending of Internet applications, social networks and internet of things 
generates a large amount of data, which we called big data.  It makes the analysis and application of the data more 
complex, and difficult to manage. These data, including text, images, audio, video, Web pages, e-mail, microbe logging 
and other types, among them, 20% are structured data, 80% are semi-structured and unstructured data. Big data is large 
and complex, so it is difficult to deal with the existing database management tools or data processing application [1], 
[2], [3].  

 
Why do we collect and analyze big data?  
-Because we can get the benefit from it.  
(1) To Acquire Knowledge. Because of big data holds a large number of unique information, big data analysis can 

effectively get rid of individual differences, to help people through the phenomenon, more accurately grasp the law 
behind the things.  

(2) To Presume the Trend. Using the knowledge, we can more accurately predict the natural or social phenomenon. 
Google foretold the presence trend of flu around the world, through the statistics of search for flu information. 
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(3)  To Analyze Personality Characteristics. Commercial enterprise collect information on all aspects of customers for 
a long time, to analyze the user behavior law, more accurately portray the individual   Characteristics, to provide 
users with better individualized good and services, and more precise advertising suggested. For example, e-
commerce sites now use Big Data technology record customer browsing and purchasing history, to guess his 
interest, and recommend products for him, this may be his interest.  

(4) To Discern Truth by Analyzing. In the network, data sources are distinct, type is rich, so the authenticity can’t be 
conferred. At the same time, the spread of information on the Internet is more convenient, so the damage caused by 
false information on the Internet is greater. Due to the enormous amount of data in the big data environment, to a 
certain range, it can help discern truth by analyzing the data. Big data bring the benefits to us, but also bring the 
questions of data security and privacy protection, since the emergence of big data technology, a large number of 
security incidents have been occurred, and these incidents sounded the alarm for the society. 

 

II. RELATED WORK 
Theoretical Background 

A. Risk Assessment in Information Security  

Risk assessment must include assessment of the risks size (risk analysis) and its comparison with the determined 
criteria. This work must be repetitive owing to the possible changes in the conditions of the company operation or with 
regard to the possible acceptability of risks. The outcome of the risk assessment may involve:  limitation of the risk 
occurrence; acceptance of risk and limitation of its occurrence reduction of the activities related to a given risk; 
delegation of the risk to another organization (insurance, suppliers). Management of the organization must define 
information security policy in compliance with the requirements of the organization, applicable laws and regulations. 
The policy has to be officially approved, published and communicated to all employees and interested parties. At 
planned intervals, the policy must be reviewed and communicated to all stakeholders, especially if there have been 
changes that might threaten its suitability, adequacy and effectiveness. As in figure 1 shows the overview of risk 
assessment in information security. Here the external monitoring entails the collecting the information from data 
sources and gives the intelligence context. The internal monitoring maintains information of awareness of state of 
organization network where the planning and risk assessment look’s out the over information of security program also 
accomplished by identifying and planning ongoing information security activities that further reduce the risk [2]. 

  
Fig. 1. Overview of risk assessment in information security 
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The primary goal of vulnerability and remediation is to report the status of vulnerability. Ensuring the proper level 
of management is involved. Communicating vulnerability information to owners of vulnerable systems.. 
 
B. Security Technology In Big Data Environment  

         For the security risks of big data, we need to address the security issues of big data from the following points: 
data privacy protection technology; data integrity and trusted technology; access control technology. 
 
Access Control Technology:  

          Big data holds a plenty of information resources, all occupations and trades have great requirement of the data, 
so we must manage access rights of big data carefully. Access control is an effective means to achieve controlled 
sharing of data, but in big data environment, the number of users is huge, the authority is complex, and a new 
technology must be adopted to realize the managed sharing of information. (1) Role Mining Role-based access control 
(RBAC) is an access control model used widely. By appointing roles to users, roles related to permissions set, to 
accomplished user authorization, to simplify rights management, in order to achieve privacy protection. In the early, 
RBAC rights management applied "top-down" mode: According to the enterprise's position to establish roles, When 
applied to big data scene, the researchers begin to focus on "bottom-up" approaches, that is based on the existing 
"Users-Object" authorization, design algorithms automatically retrieve and optimization of roles, called role mining. In 
the big data scene, using role mining techniques, roles can be automatically generated based on the user's access 
records, efficiently provide personalized data services for mass users. It can also be used to detect potentially dangerous 
that user’s behaviour deviates from the daily behaviour. But role mining technology are based on the exact, closed data 
set, when applied to big data scene, we need to solve the special problems: the dynamic changes and the quality of the 
data set is not higher. 
 
How to Achieve Access Control for Big Data:  

Access control is an effective method to realize data controlled sharing; it is divided into discretionary access control, 
mandatory access control and role-based access control. While in big data environment, it is difficult to preset the role, 
to realize the role and to predict the actual authority of each role. Discretionary access control is unable to meet the 
diversity of the permissions due to the diversity of users, mandatory access control is unable to meet the power of 
authority, and role-based access control is not able to effectively match the role and the corresponding permissions. 
Therefore, a new security access control mechanisms must be adopted to protect data in big data environment. 
 
C. Research in the area of integrity and privacy ensuring in the analysis of Big Data 

            Many scientists have also worked in the field of IS properties investigation for the Big Data mining. Some 
authors presented the algorithms for Big Data processing ensuring privacy and integrity. The distributed Big Data 
mining and the use of confidential computation protocols overlap, since for both processes the computation of 
functions is performed by multiple users of information systems without the need for disclosure of the input data to 
each other. For distributed Big Data mining it is required the participants of the information exchange to perform 
function computations together on the basis of their protected data, preserving their integrity and confidentiality. In 
order to solve the issues emerged one need to develop some algorithms for secure Big Data collection, subsequent 
processing and analysis. To design such algorithms it is important to identify their requirements in terms of IS and to 
choose the methods to be used and further program implementation. In addition to the challenges of Big Data 
confidentiality, it is also necessary to solve the problem of ensuring the data integrity that can emerge with the 
substitution of data source or data itself. According to IBM, the financial losses caused by Big Data integrity violations 
are 3 trillion dollars per year [24]. Ensuring data integrity and transmission during the collection, delivery, acquisition, 
integration, categorization, correlation, analysis and further use, as well as the integrity of the intranet components 
themselves is critical to make the right management decisions. Thus, the objective of the research is the formulation 
and substantiation of the specific recommendations for developing the Big Data secure analysis algorithm based on the 
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IS requirements (namely, integrity, availability and confidentiality) with respect to both the analysis itself and the 
analysed data (initial, intermediate and received as the result of the analysis). All these issues are particularly critical 
for network security monitoring systems that process large amounts of data about intranets’ IS. Huge data volumes 
regarding the current state of the intranet and its resources and at the first glance unrelated (disparate) events taking 
place in it should be handled correctly and efficiently to identify the IS incidents and distinguish intranet areas, that are 
the most susceptible to the high risk, for their quick elimination. The data are generated from the information 
considered in the certain context and not only coming from the single domain controllers, proxy servers, DNS servers, 
information protection tools (IPTs), but also describing the current configuration of network devices, the characteristics 
of the network traffic, application and network service performance, activity and specific actions of individual end-
users, as well as containing mail correspondence, web content, digital audio and video, business process data, internal 
documents and analytical data of the corporation for many years of its existence [4]. All the network traffic contains 
important information, transmitted in user shared environment and requiring to ensure the 
integrity, availability and, in some cases, confidentiality. 

III. CONCLUSION 

Statistics proved that there is a growing demand for the use of Big Data, it is characterized by the IS challenges 
unsolved so far. The paper shows that the IS issues for Big Data (namely, privacy, integrity and availability) are the 
subject of many scientists’ research. And a security threat proposes the technology 
to solve the security threat, finally, study about the applications of big data in information security. Of course, with the 
development of big data technology, new security threat may appear, we need to find new 
solutions and technologies to solve it. 
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