International Journal of Innovative Research in Computer and Communication Engineering

(mmE | e-ISSN: 2320-9801, p-1SSN: 2320-9798| www.ijircce.com | Impact Factor: 7.194 |

[[Volume 8, Issue 4, April 2020

Enhanced ATM Security System Based On
Machine Vision

Ankita Sanjay Shinde®, Madhavi Mahadev Suryavanshi?, Smita Shivaji Patil®, Prof.R.R.Jagtap*
Department of E&TC Engineering, ADCET, Ashta, Maharashtra, India*??
Asst. Professor, Department of E&TC Engineering, ADCET, Ashta, Maharashtra, India’

ABSTRACT: The main objective of the system should be based on fingerprint and keypad which is used for ATM
accesses to cash withdrawal with more security bankers will collect the customer fingerprint and personal information
while opening the account it will matches with data fed into bank account then only customer can access ATM machine
. This system compared with the existing one. A 89S52microcontroller is used in the system. The necessary software is
written in ukill5 programmer.

KEYWORDS: Fingerprint, ATM, Keypad, 89S52 microcontroller.

ILINTRODUCTION

Nowadays security become a great issues in every part of life passing the problem due to various types of attacks to the
communication link. Traditional ATM system authenticate generally by using the credit card and the password, but
using credit card and password cannot verify the clients exactly. In this system bankers will collect the customers.
Fingerprint and fingerprint match with saved data and in bank personal account then give the one time password to
customer while opening the accounts their customer only access ATM machine. Otherwise it is block the ATM card.
The user must have appropriate balance in his ATM account to do transaction. Biometric ATM used for wide range of
applications like for banking coupons and self service ATM. Most of the ATM in the past have been using ID card to
identify users but with wide acceptance of biometrics, a new generation of biometrics ATM are being developed for
wide range of applications worldwide. Traditional ATM systems authenticate generally by using the credit card and the
password, the method has some defects. The purpose of these projects is to improve the ATM machine safety.

11.BLOCK DIAGRAM

The main components of fingerprint ATM security system consists of :
Power supply
Fingerprint module
Buzzer
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Microcontroller
Keypad
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Figure 2.1: Block Diagram of fingerprint Atm security system
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1. Power Supply:

In our system most of the components used require 5V as operating voltage such as microcontroller,
MAX232, MCT2E, etc. The total current, which our circuit sinks from the power supply, is not more than 200 mA. We
have used regulator IC 7805 is near about 7V. Therefore, we have used the transformer with voltage rating 230v-10v
and current rating 500mA. The output of the transformer is 12 V AC. This AC voltage converted into 12V DC by
bridge rectifier circuit.

2.Fingerprint Module:

Figure2.2:Fingerprint Module

This is a finger print sensor module with TTL UART interface for direct connections to microcontroller UART or to
PC through MAX232 / USB-Serial adapter. The user can store the finger print data in the module and can configure it
in 1:1 or 1: N mode for identifying the person. The FP module can directly interface with 3v3 or 5v Microcontroller. A
level converter (like MAX232) is required for interfacing with pc serial port.

3.Buzzer:

Positive

Negative

Figure 2.3: Buzzer

A buzzer is a small yet efficient component to add sound features to our project/system. It is very small and
compact 2-pin structure hence can be easily used on breadboard, Perf board and even on PCB’s which makes this
a widely used component in most electronic applications.

Buzzer Features and Specifications:

Rated Voltage: 6V DC

Operating Voltage: 4-8V DC

Rated current: <30Ma

Sound type: Continuous Beep
Resonant Frequency: ~2300Hz
Small and neat sealed package
Breadboard and Perf board friendly

VVVYVYVY
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4.Display:
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Figure 2.4;: LCD Display

LCD indicates different mode settings and set point adjustment. Also 16 char are divided to indicated speed output. The
LCD Display used here is 16 character by 2line display. The 16 characters in both lines are equally divided to indicated
commands and speed. In sub routines ‘Enter Speed’ and ‘Current Speed’ message, set speed value is indicated on
screen.

Specification:

Character LCD 16x2

5X8 dots includes cursor

Built- in controller (ST7066 or Equivalent)

+5V power supply only

Negative voltage optional for +3V power supply

1/16 duty cycle

White LED backlight not available.

VVVVVYVYY

5.Microcontroller AT 89S52:

Figure 2.5: microcontroller AT89S52

(T2)yP1.01 EL) mAViete:
(T2EX)P1.10]2 39 b Po.0 (ADOD)
PizO]a 3s g Po.1(ADT)
P12]4 27 g Po.2 (AD2)
P140]5 36 1 P0.3 (AD3)
P1s56 25 0 P04 (AD4)
Pi6]7 34 P05 (ADS)
P170s 33 Q0 P06 (ADS)
RST 9 22 O Po.7 (ADT)
(RXD)P3.0]10 31 [J EA/VPP
(TXD) P3.1 ] 11 20 g ALE/PROG
(INTO)P3.2[]12 29 O PSEN
(INT1YP33[]13 28 0 P2.7 (A15)
(To)P3.4 14 27 b P26 (A14)
(T1yP3s5C]15 26 1 P2.5 (A13)
(WR) P36 ] 16 25 [ P2.4 (A12)
(RD) P37 |17 24 P23 A11)
XTAL2 ] 18 23 P P22 (A10)
XTAL1 ] 19 22 I P2.1 (A9)
GND [] 20 21 g P2.0 (a8)

Figure 2.5.1: Pinout diagram of AT 89S52
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Microcontroller AT89S52 features:

» Compatible with MCS 51 products

» 8k bytes of in system Re-programmable flash memory

»  Fully static operation:0 Hz to 24MHz

» 256x8 bit internal RAM

» 32 programmable 1/O lines

» Three 16bit timer or counters

» 8 interrupt sources

» Programmable serial channel

» Low power Idle and power down modes.

6.Keypad

Features:

»  Ultra-thin design

»  Security systems

» Data entry for embedded systems key specification

»  Adhesive backing

» Excellent price/performance ratio

» Easy interface to any microcontroller.

7.Relay Drive:
IN 1 ouT 1
IN 2 ouT 2
IN 3 ouT 3
IN 4 ULN2003 L ouT 4
IN 5 ouT 5
IN 6 OouT 6
IN 7 ouT 7
GND COM

Figure 2.7: Pinout diagram of relay drive
Features:

» 500 mA -Rated Collector Current

» High-Voltage Outputs:50V

» Output clamp Diodes

» Input compatible with various types of logic

8 Relay:

Figure 2.8: Relay
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These are high quality Single Pole-Double Throw(SPDT) sealed 12V Sugar Cube relays. Use them to switch high
voltage (240 AC), and/or high current devices(7A). This relay’s coil is rated up to 14V, with a minimum switching

voltage of 10V. The contacts are rated up to 7A @250V AC and 7A@24VDC.

Features:
» 12V DC SPDT Relay
» Rated up to 7A@240VAC

» Fully sealed
9.MAX 232
- o —
C+ [1] 16] Vo
ve [2] [15] D
- ] aaxaaa el mour
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cz- [5] MAXZ32E [12] rR10UT
v 6] [11] TN
Teout [7]] [10] T2
rR2iN [ 5] o] reouT
Figure 2.9: Pinout diagram of MAX232
Description-
» GND :- Connected to ground
» Vcc .- +4.5V to +5.5V Supply-Voltage Input
» Cl+, C1-:- Terminals for positive charge-pump capacitor
» V+:- +2VCC voltage generated by the charge pump
» C2+, C2- :- Terminals for negative charge-pump capacitor
» V-:--2VCC voltage generated by the charge pump
» T_OUT :- RS-232 Driver Outputs
» R_IN - RS-232 Receiver Outputs
» R _OUT :- RS-232 Receiver Outputs
» T_IN :- RS-232 Driver Inputs

10. DC motor

Figure 2.10: DC motor

High efficiency, high quality low cost DC motor with gearbox for robotics applications. Very easy to use and available
in standard size. Nut and threads on shaft to easily connect and internal threaded shaft for easily connecting it to wheel.

Specifications:-

DC supply:4 to 12V
RPM:30 at 12v

Total length: 46mm
Motor diameter:36mm
Motor length:25mm

VVVVYYV
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Motor weight:100 gms
Shaft diameter:6mm

Shaft length:22 mm

Output shaft: Centre

Gear head diameter:37 mm
Gear head length:21mm
Brush Type: Percious metal

VVVYVYVY

IHLWORKING

In these systems, bankers will collect the customer finger prints and give the password while opening the accounts then
customer only access ATM machine. In this system no need ATM card this systembased figure print module and
keypad. There will be figure when we will give the figure the data will receive to the microcontroller if figure will
match the microcontroller will go the next stage enter password. Enter password microcontroller will send to the server
PC through max232. The server PC will have the data base of all customer. The system will check the enter password
and send feedback to the microcontroller. If password will match the buzzer will on and door will close. If password
will not match display the invalid message on LCD.

Figure 3:Working Circuit

IV. ADVANTAGES

1.Whilea criminal might be able to obtain a password illegally, getting a user’s fingerprint would be much more
complicated.

2.In addition, contrary to traditional ID cards or badges, you can’t actually lose physical features, making maintenance
more cost efficient for the business or organization, and the technology more convenient for users.

3. It is Easy to use and user friendly.

4.These system is highly secured than other security systems.

V.FUTURE SCOPE

A lot of criminals tamper with the ATM terminal and steal customers card details by illegal means. Once users bank
card is lost and password is stolen ,the users account is vulnerable to attack. Biometric authentication technology may
solve this problem since a person’s biometric data is undeniably connected to its owner ,is nontransferable and unique
for every individual. The system can compare scans to records stored in a central or local database or even on a smart
card.The technique is very useful in future for avoiding the fraud in ATM system.

VI.CONCLUSION

Automatic Teller Machines have become a mature technology which provides financial services to an increasing
segment of the population in many countries. Biometrics, and particular fingerprint scanning, continues to gain
acceptance as a reliable from of securing access through identification and verification process. We have been able to
develop a fingerprint mechanism as a biometric measure to enhance the security features of the ATM for effective
banking. The developed application has been found promising on the account of its sensitivity to the recognition of the
cardholder’s fingerprint content in the database. This system will definitely reduce the rate of fraudulent activities on
the ATM machine.
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