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ABSTRACT: Now a days the internet plays a vital role in human daily life , similarly now in organizations also
internet technologies plays very important role. It’s like there is no work can complete without internet technologies.
As we know our India is converting into a Digital India. Similarly now file sharing on cloud environment is important.
As we all know Cloud is nothing but the huge space where we can store anything or any type of data. Because of
internet use and sharing data on cloud the time gets more utilized. The organization increases their efficiency, takes
less time for transferring the data from one place to another place. Though this concept is very efficient and useful there
are some other hostile actions too. While transferring the data, the data may gets damage by the person who is misdeed.
This concept is known as leakage of data In the work, we aspire a technique for providing more security to our issue
data leakage. Here our priority is to provide more security to data and figure out the person who is misdeed, who has
leaked the data. Finding the misdeed is big challenge for us.

KEYWORDS: Cloud computing, encryption algorithm and decryption algorithm, Allocation strategies, Data
distribution.

I. INTRODUCTION

In the recent structure of business, data leakage is large problem as essential organizational data should secure from
unconstitutional access. It is occur by chance the secret organizational data which is distribution to the unconstitutional
entities . It is not necessary that unconstitutional means it is planned. The unplanned data leakage is also the part of
unconstitutional. The principal is to secure the essential data from getting misused by unconstitutional use. Essential
data means the copy right details, functional details etc.

In more organizations, the essential organizational data has been shared to one or more than one stakeholder
which are not from the same organizational site. Because of this it is tough to find out a person who is responsible for
the misdeed, who emanate the data. My aim is to find out the evil and when the data will be leaked by the evil. To
implement the project here | will be used some symmetric, asymmetric cryptographic algorithms to provide the
security. The cryptography concept includes plain text, cipher text, encryption, decryption and key generation. These
terms are discussed in below :

e Plain Text — Plain text is the text which is written by the sender to the receiver. The normal text and a readable text
is a plain text.

o Cipher Text — It is the text which is not readable to anyone else other than the receiver.

e Encryption — The conversion of plain text into the cipher text by using the public key or private key is known as
encryption.

e Decryption — Conversion of cipher text into the plain text, readable text by using the key is known as decryption.

o Key - Key is the secret text which is formed by the alpha numeric text, numeric text or by special symbols.

In the structure of business sometimes the data have to share with the third party for some purpose like for any
enhancement or for some another operations. The third party may be from same organization or from different
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organization. Now a days sharing of data is became a problem where the people are afraid of data leakage. To avoid the
data leakage and finding out the evil | will used the watermarking technique. Watermarking technique is used to
provide the authentication. This method used for images and more secure for transferring the data.

In the business structure after sharing of the data with the another party, merchant who share the data finds the
same data in unconstitutional region. If this type of situation occurs then the probability to judge that from where the
data is leaked. For example, one child of age 6 years steal the chocolates from chocolate box but in his/her hand | saw
only 1 chocolate is remaining so he/she can denied, but I caught him/her with many chocolates then he/she will not be
able to denied. Similarly, if I will find the person with maximum clues then its enough to say that person is guilty.

1. RELATED WORK

The system which are in exist they had some drawback. In the previous system only comparison is done to find out
the misdeed. These system uses the water marking technique for figure out the data leakage. Here in proposed model
will find which type of data is going to be leaked and who is responsible for the leakage, the place or location from
where the data is leaked. [1] neerajkumar, et al. In this paper they have done the comparison of cryptographic
algorithms rsa,aes and des based on encryption time and decryption time. In this they uses the bell-lapadula for data
confidentiality and biba-integrity model for protection of data integrity. Here, they introduced a technique which
provides the more security towards the problem of data leakage. [2] rohit pol, et al. In this paper they introduces
location strategies. They uses guilty model analysis to check the interaction match. Here they only introduces the
concept for finding the leakage. They gives the future scope to find out more location strategies and finding the guilty.
[3] rupeshmishra, et al. In this, perturbation and watermarking technique is used. They had use some algorithms like
distribution algorithm for data distribution logic, agent detection algorithm. They invents some data allocation
strategies. Here they only shows that, there is a possibility to detect person who is responsible for a leak, according to
overlapped data with the leaked data and the data of other stakeholders. [4]hitendragarg, et. Al. The proposed
watermarking algorithm is found powerful opposition to the distortion attacks. The proposed model shows the result
opposed to cropping attack which occurs because of repeated insertions of watermark information in different segments
of 3-d mesh. [5] suneetaagrawal, et al. In this paper they proposed a non-blind, secure and tough watermarking
algorithm. This algorithm is based on geometrical properties of 3d mesh object. [6] sranjithakumari, et. Al. In this
paper they shows that encryption is main part in communication of data. In this they research on folloing encryption
algorithms aes, des and rsa using Isb substitution technique which provides more security. [7] dr v palanisamy, et. Al.
In this paper they proposed that the which encryption algorithm is better on the basis of different parameters such as
key value, computational speed and tenability here they concluded, in symmetric algorithm aes algorithm is better and
rsa algorithm better in the asymmetric encryption algorithms. [8] ethambiraja et al. In this paper a deep study has done
of various encryption algorithms. They are many encryption algorithms had been introduced by many authors like
symmetric encryption, asymmetric encryption. Symmetric encryption such as aes, des, 4rc, 6rc,etc. These encryption
algorithm generates a key and each key is used for one round. Each key has its own functions. Each key is used in one
round according to the algorithm to encrypt and decrypt the plain text of size 512-bits. The text is transfer with the help
of x-or gate, and gate.

I11. PROPOSED ALGORITHM

In the analysis phase | have read all the requirements of users. There are lots of things | found which | have to
consider as a user. Here | analyse that there are many ways from where the data can be leaked by different types of
unconstitutional person. From the analysis of requirements | decided to provide more security to data. Because of this
there are less chances to leaked the data or damage the data. For providing the security | will use the AES or RSA
algorithm which are good at symmetric and asymmetric encryption, decryption.
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IV. PROJECT PLAN

The project plan is as follows

File access will be mapped with user or user id.

User credential will be encrypted.

File folder will be maintained on the server.

The files in the file folder will saved with their logical name and the physical name will be different from the
logical name.

User will be able to view only accessible files by the logical name of file.

The user uploaded files will be maintained separately first as a temporary files.

Main file content will only update, if user is authorised.

If the user is not authorised to update then request comes to admin, alert will generate and updated text will be
stored separately.

All file history will be saved in tables.

The terminal details will capture for each transaction.

Here | am maintaining the files on cloud to access files, user has to identify himself/herself then only he/she
will be able to view files with logical name.

User id, file id and date will be saved in the form of image in the background after that only file will get
download.

V. SIMULATION RESULTS

The Fig.1.shows the architecture of system that how system will work,where the files will get submitted when
constitutional and unconstitutional user upload the files. Which user is authorized and who is misdeed where it will get
shown. All these is explained in this fig. The Fig.2.explain as a flowchart for working of system. Admin login, User
login, file uploading this structure shows.
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Fig.1.System Architecture
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Fig. 2. Flowchart of System

V1. CONCLUSION AND FUTURE WORK

This technique will gives the security to data leakage into the system and also use of select cloud service. The
technique will find out the data leakage in the cloud computing environment. The use of encryption and decryption
algorithm will provide the more security data. By applying some algorithms we try to detect the culprit who leaks the
data. This technique has made system more efficient and secured for the use into the organizations of data
leakage.Which will be able to figure out the culprit or a person who is the misdeed. The system will also be able to
provide the security to essential data of organization. The future work may consist of increasing the detection level for
finding the misdeed by providing other techniques.
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