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ABSTRACT: In last few years, the VANET has gained a higher attention among researchers in academia and industry
because of its powerful safety application and non safety application. Malicious subscribers are one of the types of
intruders in VANET and generate the security issues. Confidentiality, integrity and availability (CIA) are important
elements of security objectives. The increasing research interest, powerful applications, and security issue in VANET
lead to the requirements to review the attacks on security objectives. In this paper, the goal is to present the review of
attacks on security goals and to explain in details the nature of attacks and the behaviour of attackers through various
scenarios in the network. The paper also offers a better understanding of security objectives and finally it offers an
analysis and categorizes the attacks based on security goals into different attack levels that can support in the VANET
implementation in real life.
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. INTRODUCTION

Road accidents are one of the most critical attacks to human lives that can lead to complete or partial disability and
results in death. Intelligent transportation system (ITS) is one of the techniques that have enhanced traffic systems by
forwarding in safety information known as road to vehicle communication (RVC) to its clients on the highway [1].
Vehicular ad-hoc network (VANET) is a type of mobile ad-hoc network (MANET) and is regarded a promising method
for future ITS. VANET monitors directly vehicular traffic issues utilizing its safety and non safety applications.
Generally, VANET comprises of two kinds of communications: vehicle-to vehicle (V2V) and vehicle-to-roadside
(V2R). The subscriber is the primary component of the vehicular network and the aim of this network is to support the
user and give the right information about the road to the subscriber. Intruders are one of the kinds of users and those
who intentionally generate problems for other clients of a network by launching various kinds of attacks (passive or
active) [2]. In a vehicular network, they become more significant because they can powerfully change life critical
message or flood a wrong message to other network users. Security is a significant factor and confidentiality, integrity,
availability (CIA) are the important security needs in vehicular network [3, 4]. It is needed that all components [users,
vehicle, and road side unit (RSU)] of vehicular network should be secure and work suitably to serve the subscribers and
obtain the security objectives. Fig 1 represents the relationship of intruder with security goals (CIA) in VANET and
Figure 2 represents all the possible attacks associated to the security goals in VANET. Detailed descriptions of all the
attacks are provided in the upcoming sections with some scenarios. The remaining paper is categorized into five
sections; Sections 2—4 discuss in detail the basic idea of security goals (CIA) and all possible attacks in VANET.
Section 5 shows the conclusion of this review work.
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Figure-1 Vehicular Ad-hoc network
1. ATTACKS ON CONFIDENTIALITY IN VANET

Confidentiality [5, 6] is a significant security need in vehicular communication. A vehicle forwards and obtains safety
and no safety messages from V2V and vehicle to infrastructure (V21). The data of the message should be secure and
should not be accessible to non authorized users (attackers). Another aspect of confidentiality is to build the analysis of
the traffic flow from vehicle to RSU or V2V communication. This is a passive-type threat, in which intruders are just
monitors, the communication between vehicles and collects obtained information. All possible attacks associated to
confidentiality are provided below through various scenarios [7, 8].

A. MONITORING ATTACK

The intruder in a monitoring attack [9] simply monitors the entire network, hearing to the whole communication occurs
in V2V and vehicle to roadside unit (V2R). When he/she listens any data that is pertinent to his/her requirements then
he/she relays this data to the person of interest. One instance, in the case of a police operation, the police have planned
an operation against a specific criminal to take place in a particular region. To conduct the operation, the police must
interact with one other to pass on the details, such as the exact position and time that the operation is planned. Intruders
hear to all of the interaction and inform the criminals about the impending police operation. Fig 2 shows the entire
scenario where intruder X simply monitors other vehicles communications.

Menitoring
Communication!!!

Fig. 2 Monitoring attack in V2V comm.
B. TRAFFIC ANALYSIS ATTACK
The traffic analysis attack [10] is a serious level attack to client privacy in vehicular communication. A traffic analysis
attack is against the communication anonymity between vehicle to a roadside unit (V2R) and (V2V). In this attack, the
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Fig. 3 Traffic analysis attack in V2V and V2R

intruder describes some objective and achieves the objective through capturing different kinds of traffic information
packets. This involves the user location, the vehicle ID, the travelling route of the subscriber or some other of the user’s
traffic information; the intruder requires this information to utilize for its attacks. In Figure 3, the intruder captures
packets from V2V communication and vehicle for RSU communication. Intruder X examines these captured packets
and utilizes them to extract the needed information.

C. MAN IN THE MIDDLE ATTACK

Man in the middle (MiMA) attack [11] is a general attack on the communication that takes place among subscribers.
The intruder is often situated between a minimum of two persons. The intruder is actively eavesdrops and links
independently to the vehicle of the victim.

In a MiMA attack, there are two actions that can be conducted by the intruder.

Fig. 4 Man in the middle (MiMA) attack

« Eavesdropping on communication between vehicles

In this situation, both the receiver and the sender think that they are in direct interaction with one other but in reality;
their communication is being over listened by an intruder. The explanations of the MiMA attack can be viewed in
Figure 4. In this scenario, interaction is occurring between vehicle C and vehicle D, and vehicle X is an intruder. Both
vehicles C and D think that their interaction is not only direct but also secure. The intruder simply eavesdrops on their
communication and then utilizes the data gained for his/her own requirements.

1. ATTACKS ON INTEGRITY IN VANET
In vehicular network, data integrity [5, 6] is one of the most significant security objectives and it should be manage
while interacting V2V or vehicle to road side unit (V2R). The data of the message should not be changed as it goes

from sender to recipient. If the source is authorized user of the network but message contents has been altered then
there is no requirement to examine the authorization of the source user. Message content is very significant whereas
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communicating in safety and non safety applications of vehicular network. All possible attacks associated to integrity
are provided below.

A. MESSAGE ALTERATION ATTACK

Malicious Attackers modify the messages, and the wrong messages are forwarded to other subscribers. Attackers
simply alter the data of the safety or non safety messages that they have obtained from other users or from the RUS,
then forward these modified message to other network users [12].

Fig 5 represents the example in which intruder X launches the attack on the safety message. Intruder X obtains one
warning message Break down Warning from vehicle A. So, the intruder changes the message content and forwards this
message Road is Clear to vehicle B.

Boad e Tl -8

Fig. 5 Message alteration attack in V2V
B. MESSAGE FABRICATION ATTACK
In a message fabrication attack [12], intruders broadcast wrong data in a network. Such types of attacks are started by
greedy drivers. The greedy drivers fabricate messages utilizing broadcast methods and then launch the attack by
forwarding these messages into the network. Messages fabrication has two possible forms.

Broadcast Message:
Traffic Jam ahead 111

Fig.?iK/lessage fabrication attack

Wrong information about an attacker’s ID, location and speed of vehicle is forwarded to other vehicles or RSU.
Another possibility is that the intruder will represent himself/ herself as an emergency vehicle, so that he/she can drive
at a faster speed. Fig 6 describes the condition in which intruder X floods the false message into the network.

C. INCORRECT DATA INJECTING ATTACK

In this attack, intruder X controls communication by adding alternative data into the original message (blue lines) from
vehicle C to vehicle D. Fig 7 shows the attacker behaviour who is adding bogus data into vehicle to vehicle
communication in network.
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Injecting incomrect data

Fig. 7 Attacker injecting incorrect data

V. ATTACKS ON AVAILABILITY IN VANET

Availability of network is one of the primary modules of security objectives. The basic goal of a vehicular network is to
support the subscribers through its powerful applications and the network should be existed each time. But, if the
network is not existed for communication then the primary objective of the network has become waste. All possible
attacks associated to availability are provided below through various scenarios [7, 8, 13].

A. DENIAL OF SERVICE ATTACK

Denial of service (DoS) [14] attack is one of the significant attacks in relation to the network availability. Channel
jamming in wireless atmosphere is also a part of attack and the intruder objective is to prevent the authorized vehicles
from accessing the network facilities. The attack may jam the entire channel or may generate some problems directly or
indirectly to use the network resources. The attacker forwards high frequency signals and jams the communication
channel among the vehicles. These vehicles cannot forward or obtain safety or non-safety messages on the network.
The intruder launches the attacks close to the RSU and jams the communication channel between the RSU and the
vehicles. Fig 8 shows this scenario in which vehicle A could not interact with the other vehicle B because of a DoS
attack.

.
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Fig. 8 DoS attack in V2V and V2R comm

B. DISTRIBUTED DENIAL OF SERVICE ATTACK

A DoS attack is critical in vehicular atmosphere but a Distributed Denial of Service (DDoS) [14, 15] attack is even
more critical because the technique of the attack in it is in a distributed way. In this case, intruders launch attacks from
various locations. They may utilize different time slots for establishing attacks. The behaviour of the attack and time
slots may be changed from V2V of that specific attacker. Fig 9 describes the scenario in which a group of intruder’s
vehicles (C, D, and G) launches a DDoS attack on authorized user vehicle F. After some time, the victim user vehicle F
cannot interact with other network vehicles.
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Fig. 9 DDoS attack in V2V communication

C. BROADCAST TAMPERING ATTACK

Safety messages are flooded in the network and inform other subscribers about current safety situations of any
particular region. In this case, an intruder tampers with the flooded safety message and possibly adds wrong safety
message. The objective of this is to cause road accidents or change the traffic flow on some particular route. Fig 10
represents the attacker X behaviour where the intruder broadcasts two different types of messages to two different users
groups.

Broadeast Message:

- Broadcast Bessage:
m 9=
[Woek Form Wi B Intersection Collison Warning !

Fig. 10 Broadcast tampering attack

D. MALWARE ATTACK

A vehicle has its own software and application unit (AU) which performs its own task and interacts with other
subscribers as well as the RSU. There is some possibility to enter a worm and virus into the vehicle and interfere the
network operation. Fig 11 shows the scenario in which a user forwards a request to the RSU for software updates. The
RSU is already managed by an intruder, so the intruder downloads the malicious software into the vehicle which built
the request. Now this software generates problems for the subscribers.
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Fig. 11 Malware attack in V2R communication
E. SPAMMING ATTACK
In this situation, the sole objective of the intruder is to increase the transmission latency and utilize the network
bandwidth. So, no service is existed to other network users and this is obtained by forwarding spam messages through
the network. Fig 12 explains the situation when intruder X broadcasts spam messages to a specific group of users. RSU
also forward spam messages, which are most usually just advertisements, to the users group.

Attacker X Sends
Spam Meassage..

| B

Fig. 12 Broadcast spam message attack

F. BLACKHOLE ATTACK

Blackhole attack is a different type of attack, and there are following two possible cases in vehicular network. « When
any new user wishes to initiate communication with other users or simply participate in a network, then other users
simply deny it. In Figure 14, user D wishes to initiate communication with user X, but user X Denys it and simply
forwards a response with “SORRY.” So now user D attempts to interact with any other network user.

* One user initiates communication with other network users and it is suddenly dropped out of the communication. Fig
13 describes the situation in which user B interacting with user A and user C. User B plays the role of router and
forwards and obtains messages from user A to user C. Intruder X drops the interaction of user B and the other
neighbouring vehicles are interfered because this vehicle was performing the routing task and some vehicles were
linked through it as the router client. In this manner, all possible connections are down because of the dropping of the
connection with this intermediate vehicle.
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Fig. 13 Black hole Attack In V2V Communication

V. CONCLUSION

Depending on the literature review, it is understood that intruders launch different kinds of attacks while
communication is in progress in the network. These threats break the security objectives like CIA in the VANET
atmosphere. These goals have equal significance to support the users but the existence leads to high priority. It is
realized that the attacks associated to the availability have more attack level as compare to the confidentiality and
integrity. The accomplishment of the security goals by addressing the attacks nature and the attackers behaviours will
support to successfully implement the VANET in real atmosphere.
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