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ABSTRACT: Illegal Access Point which is called as Rogue Access Point (RAP) is an access point that has been 
installed on a secure network without explicit authorization from a system administrator Wireless Networks has big 
security threat called Rogue access points. If care is not taken and if this network threats are not detected and 
mitigated on time, this will result into the serious network damage and data loss.  
Rogue access points, if undetected, can be an open door to sensitive information on the network. Many data raiders 
have taken advantage of the undetected rogue access points in enterprises to not only get free Internet access, but also 
to view confidential information.  Most of the current solutions to detect rouge access points are not automated and are 
dependent on a specific wireless technology. The approach is an automated solution which can be installed on any 
router at the edge of a network. 
The main objective of this project is to develop software with functionality of Rouge Access Point Detection & Counter 
Attack using Advanced Internet Proxy. The contribution of this project is a novel approach to detect Rogue Access 
Points in a Network using Elimination of Intrusion Detection. 
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I. INTRODUCTION 
 

Rogue Access Point detection is a two step process starting with discovering the presence of an Access Point in the 
network and then proceeding to identify whether it is a rogue or not. The presence of Rogue Access Point (RAP) is 
major security concern in wireless network. If this kind of security threat is alive into WLAN, it results into leakage of 
confidential information to outside network. In our implementation, we  have make used of clock skew of wireless 
LAN access point as its fingerprint to detect the fake APs. Fingerprinting will act as unique identification like human 
fingerprint work. The major objective of using the clock skew interval for detecting the fake AP is to overcome the 
limitation of existing approach. Existing methods for detection of fake AP has limitation of detecting MAC address 
spoofing. 

 A rogue access point (AP), also called rogue AP, is any Wi-Fi access point that is installed on a network but is 
not authorized for operation on that network, and is not under the management of the network administrator. 

  In this project proxy server is playing an important role. This proxy server will run on server machine. The 
client will run the project. There is one more class that run and fetch the all machine details. These details are 
then store at database. While checking whether the request is authorized or unauthorized, proxy cross check 
with database and as per details it will give the access to internet. 

 At that time check for the IP spoofing too. In computer networking, IP address spoofing or IP spoofing is the 
creation of Internet Protocol (IP) packets with a forged source IP address, with the purpose of concealing the 
identity of the sender or impersonating another computing system. That means in this project, we are checking 
whether two machines has same IP, if yes then one of them must be fake. For this we are storing all machine 
details in database. 

 An authorized user can have internet access and unauthorized is unable to access the internet. The admin will 
handle the things, such as allow or deny the particular user, block the port number, view the login details etc. 
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  Rouge Access Point Detection & Counter Attack is desktop application. In which, we are going to detect 
access point first and check whether this AP are rouge access points. 

 Here we are also detecting the IP Spoofing. For this the machine details like IP address, Media Access 
Control(MAC) address , Hard Disk Serial number etc. are stored at database and when request come it should 
go through proxy and then proxy will check that request is authorized or not. If it is rouge then the port 
number of that particular client will be blocked. So that it won’t have access in future. 
 

II. PROPOSED SYSTEM 
 
Thisisthe proposed system which is simplified networked model with access point and sniffers. 
 

 
FIG 1. A SIMPLIfiED NETWORK MODEL WITH AP’S & SNIFFERS 

 
The system architecture is depicted in Figure 1 and was implemented as a client-server architecture using off-the- shelf 
commercial hardware and an open-source Wi-Fi sniffer .A modified version of was built and installed in a number of 
monitors as clients. These clients measure AP data transmission and signal characteristics. They then report their 
measurements to the server which detects and locates rogue APs if present. 

 

 
 

Fig 2. System Architecture 
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Client monitors, whose locations are set in the table below the map. The identified rogue APs are shown on the right 
hand side table, and represented by the orange dots on the map. 
 

III. PRODUCT  FEATURES 
 Proxy  
1. All hosts have to go through proxy server. 
2. Proxy will detect hosts MAC_ID, SSID, IP Address, Hard disc serial no and requested port no as per incoming 

requests. 
3. Host policies and rules are stored in the MYSQL database on proxy server. 
4. Proxy will check the host policy and process the request accordingly.  
5. Proxy Features are: 

a. Allow/Deny Internet Access. 
b. Block Incoming/Outgoing Ports. 
c. Catch Machine Information. 
d. Maintain user login information. 
e. Detect Rouge Access Point. 

 Server  
      1. Admin can view login details. 
 2. Admin can define rules for the host and allow/deny them for internet access. 
      3. Admin can add ports to incoming/outgoing port list. 

 Client  
1. Client has to Start Application. 

 2. Login with your credentials. 
 3. Set the proxy IP and port no in browser proxy Hit web URL to connect to. 
 

IV. RESULT  SECTION 
 
Here we provide input to the proxy server that is the proxy IP. 
 

 
Fig 1. Input To Proxy Server 
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After successfully accepting the valid proxy IP  then user gets proxy server details will be displayed on screen. 
 

 
 

Fig 2. Proxy Server 
 

 
Fig 3. Home Screen 
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Fig 4. Registration Screen 

 

 
Fig 5. Login Screen 
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Fig 6.Login Successful 

 

 
Fig 7.Client Home Screen 

 

 
Fig 8.Admin Home Screen 
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Fig 9. View Machine Details 

 
V. CONCLUSION AND FUTURE WORK 

 
It is very easy to set up a successful rogue AP, this will result in major security problem. We have existing techniques 
for detecting rogue AP, but that technique has certain kinds of limitation. Disadvantage of manual Radio Frequency is 
that. RF scanning requires more time and it is tedious, which Detect rogue AP only, when scanning is applied. RF 
scanning method is also do impact on the costing and also it is not so effective and accurate. Automatic scanning 
depend on signs of APs (viz. MAC address, SSID, etc.) which is ineffective when a rogue AP spoofs signatures. We 
have mainly focused on identifying wireless vulnerabilities and security threats for the end users and finding solution 
to combat them. 
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