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ABSTRACT: Cybercrime and cyber security risks are more imminent than ever in the future of linked home 
ecosystems. Unaware that one of the weakest links in these systems originates from the gadgets used in linked smart 
homes of today and tomorrow, the majority of research efforts are directed towards the defence mechanisms of national 
and cooperative infrastructures. The report is a component of a study that examines the implications and difficulties of 
cyber security for smart devices in smart homes. We give some relevant background information and the driving forces 
behind the growth and need for seamless smart device connectivity in order to give users access to a range of features 
and capabilities. The paper highlights the fact that while these devices provide more features and functionality, they also 
introduce new risks. Subsequently, current cyber security issues related to smart devices within connected homes 
discussed and analyzed. 
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I. INTRODUCTION 

 
It is difficult to ignore the issue of cyber security in reference to the growing presence and usage of smart devices 
within home and workplace around the world. They are conveniently smarter, lighter, portable and with excellent 
storage and connectivity capabilities. This not only apply to mobile and tablets but to the whole concept of white goods 
within the domain of Internet of Things (IoT) [1-9]. Although this provides many benefits to home users, it also gives 
rise to new security threats. We therefore need to ensure that relevant policies and tools are developed to protect the 
vulnerable. The concept of connected home is not only about allowing devices to be connected; it is also about “content 
anywhere” and information sharing. Although this provides many advantages to the home user, but the resulting 
security and privacy issues not been addressed. This has been on the rather for some time in the form of Personal 
Networks. 
 
In a personal context, concepts such as the Home Network and the Personal Area Network (PAN) focus on 
facilitating the interconnection of Personal Computers as well as other smart devices. Recent development means that 
other types of networks such as a Vehicular Area Network (VAN) are becoming common. The key defining 
characteristic of all of these networks is that the network topology relates to a geographic  locality   (by   means   of   a   
―local   area‖   or ―proximity).  This  connotes  that  the  network  only  includes devices and systems that are present 
in a specific area, while at the same time the devices can be connected and reconnected seamlessly [10-21]. Use of 
smart devices within smart environments generates an ever-increasing amount of data, often without the consent of the 
consumer, or without the user being fully aware of the implications of sharing their personal data or using and sharing 
these devices. Hence, in some instances, a user centric-approach in designing such networks to facilitate users‘ 
involvement and control is needed. Researchers define the concept of a Personal Network (PN). They envisioned the 
personal network as a dynamic extension of the PAN to encompass the user‘s home network as well as other 
networks such as a VAN. A recent example of the implementation of a PN is the EU FP7 research project, webinos. 
This project has developed and demonstrated architecture for creating and using personal networks that span across 
the PAN (mobile), home and vehicle environments as well as cloud-based functionality. The webinos project also 
presents a model for communicating between different personal networks.  
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We have seen the development and demand for seamless interconnectivity of smart devices to provide various 
functionality and abilities to users. Nevertheless, we also know the vulnerabilities that exist inside of it. However, 
these vulnerabilities normally considered for the larger infrastructures and little attention to the cyber security threats 
that can be resulted from the usage and power of smart devices because of IoT. The smart spaces are interconnected, 
with powerful smart devices (smartphones, tables, etc.) [22-29]. We also have the backbone, the power grid that 
powers our nations. Those two are coming together. Moreover, the smart meter on your home or business is now 
allowing that connectivity as well as home services or the interconnected powerful smart devices. The example of the 
smart grid also provides means of controlling and monitoring smart grid infrastructures via the use of portable smart 
device. The vulnerability of the connected home and development within the energy industry‘s new wireless smart 
grid will inevitably lead to lights out for everyone while the multitude of interconnected smart devices in IoT will 
become a hotplate for cyber-attack or robot network (botnet) and security nightmare for smart space users and possibly 
national infrastructures as a whole. 
 
Latest research reported that on average one modern person own three internet-connected smart devices such as 
smartphone and tablet. According to market analysts, consumers spend over USD2 trillion a year on devices, services 
and content from three perspectives: the devices consumers use; the content, applications and services they support; 
and the behaviour and demographics that drive their purchasing decisions and buying patterns [30-39]. We also have 
seen the development and demand for seamless interconnectivity of smart devices to provide various functionality and 
abilities to users. While these devices provide more features and functionality, they also introduce new risks. Therefore, 
because of the ubiquity of smart devices, and their evolution as computing platforms, as well as the powerful processor 
used in smart devices has made them suitable objects for inclusion in a cyber bot. Smart devices are now widely used 
by billions of users due to their enhanced computing ability, practicality and efficient Internet access, thanks to the 
advanced of solid-state technologies. Moreover, smart devices typically contain a large amount of sensitive personal 
and corporate data and used in online payments and other sensitive transactions.  
 
The wide spread use of open-source smart device platforms such as Android and third-party applications made 
available to the public also provides more opportunities and attractions for malware creators. Therefore, for now and the 
near future smart devices will become one of the most lucrative targets for cybercriminals. Another more worrying 
impact of such hacking capability is enabling hackers use the vast resources of the home network to turn it to a botnet 
in order to launch a cyber-attack on national infrastructures. There are some Android based apps that when downloaded 
from a third party are capable of accessing the root functionality of devices and turning them into botnet components 
without the users‘ explicit consent. People could easily and unwittingly download malware to their smart devices or fall 
prey to “man in the middle” attacks where data thieves pose as a legitimate body, intercept and harvest sensitive 
information, and then forward it to the legitimate recipient.  
 
In 2011,over 50 Android apps were pulled from the Android Market because they contained malware—they were copies 
of apps from legitimate publishers that were modified to include two root exploits and a rogue app downloader. The 
main focus of this paper in twofold: firstly to provide and highlight the possible threats and vulnerability of smart 
devices, secondly to analyze the challenges involved in detecting mobile malware in smart devices as well as other 
threats within connected home ecosystem futures. The rest of the paper is organized as follows. In section 2 we provide 
detailed analysis of the security threats on smart devices and their links with cyber security. We identified mobile 
malware as well as others threats as the main issues and we discussed it in more details in Section 3. The paper is 
concluded in section 4. 
 

II. SECURITY THREATS ON SMART DEVICES 

 
The weakest link in any IT security chain is the user. The human factor is the most challenging aspect of mobile 
device security. Home users generally assume that everything will work just as it should, relying on a devices' 
default settings without referring to complex technical manuals. Therefore, service and content providers, and 
hardware vendors need to be aware of their responsibilities in maintaining network security and content management 
on the devices they provide. Service providers might also have the opportunity to provide add-on security services to 
complement the weaknesses of the devices. 
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The issue of cyber security is much closer to home environment. Hence, the problem of cyber security extends beyond 
computers, it also a threat to portable devices. Many electronic devices used at home are practically a computer from 
mobile phones, video consoles and car navigation systems. While these devices provide more features and 
functionality, they also introduce new risks. Attackers may be able to exploit of these technological progressions to 
target devices previously considered as secure. 
 
The information stored and managed within such devices and home networks forms part of individuals Critical 
Information Infrastructure (CII) as identified by the POST note on cyber security in the UK. For example, an attacker 
may be able to contaminate your smart device with a virus, steal your mobile phone or wireless service, or access the 
data on your tablet. Not only do these activities have implications for your personal information, but they could also 
have serious consequences if you also kept corporate information on your smart device. 
 
According to Juniper Networks report, 76 percent of mobile users are relying on their mobile devices to access their 
most sensitive personal information, such as online banking or personal medical information. This trend is even more 
noticeable with those who also use their personal mobile devices for business purposes. Nearly nine in ten (89 percent) 
business users, report they use their mobile device to access sensitive work-related information. 
 
Another more worrying impact is the ability of cybercriminals using the vast resources of the network to turn it to a 
botnet and lunch a cyber-attack on national critical infrastructures. Juniper Networks Mobile Threat Centre (MTC) 
reported that in 2011 there were unparalleled increase of mobile malware attacks with a 155 percent increase from the 
previous year across all platforms. 
 
While it may sound overwhelming, devices such as TVs, digital picture frames, smart meters and e-readers are quite 
vulnerable and competent of causing problems on your network. The next few years will provide various types of 
malware developers to explore unlikely methods of achieving their evil goals. Smartphones are not invulnerable and 
Macs can get malware, such as CVE-2012-0507 vulnerability. 
 
Android-based devices suffered from more cybercriminal attacks due to their increase in usage and exposition to cyber 
threats. Well-established hacker groups such as the Anonymous target this exploited; it will pose a bigger threat to 
smart environments that protect highly sensitive data, targeting individuals for various political and financial reasons. 
Mobile phishing is also particularly popular among cybercriminals because wireless communications enable phishing 
not only via e-mail, as is the case with PCs, but also via SMS and multimedia messaging services (MMS). In the 2012 
first quarterly report from Trend Micro, it has been pointed out that the large diffusion of mobile devices and the 
outflow of awareness on the principal cyber threats have resulted in an increase in the interest of cybercrime in the 
mobile sector. 
 

III. THREAT ASSESSMENTS 

 
In this section, we provide a summary of some of the security threats associated to future connected home because of 
rapid increase in the availability and use of smart interconnected devices. The assumption is that the enterprise is 
where the big security challenges are, but home is where the hearts of consumers are. 
 
The home is becoming the battleground for developing new devices and push point for consumer electronics. The 
number of devices available at our disposal at home domain is increasing on daily basis. This creates a huge hole in the 
connectivity and security of such devices. So also is the need of these devices to interact with each other seamlessly to 
provide us with service that we have not dreamed of before. In addition, it is of paramount importance to provide home 
users with simple interface to configure and change security requirements within the system. 
 
Security threats and attacks to connected home infrastructures will likely come in two ways: either by or to the 
sensors/devices connected to the network or to the servers that gather, store, and analyze information from the sensors. 
Both kinds of vulnerability need consideration. From the device or sensors connected to dummy devices, they are the 
weakest link in the system. 
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Device connected to the Internet can take many forms, ranging from simple devices that measure things like 
temperature to video cameras that monitor the physical security of anything from homes, city streets to remote oil 
pipelines. As shown on Figure 1, most of the data breaches in 2013 are targeting web applications, this follows with 
cyber espionage. These attacks are much easier on smart devices or unprotected home networks. 
 
A recent report identified that nearly half of web applications cyber-attacks target retailers, in this case most online 
shopping is via personal home networks and of smart devices. One of the challenges is that simple devices or sensor 
devices are very inexpensive to be affordable on a mass scale, it will be vital to embed security in the device networks 
before they are installed, rather than trying to retrofit them later. 
 
In past few decades, some work has been done to defend computer servers and networks from malicious attacks, but 
the emergence of the Internet of Things (IoT) and smart homes is forcing cyber-security experts to rethink how such 
assets could be protected. One of the key strategies for protection control systems was to isolate them from other 
networks. Now that control systems are, connected to the Internet, that approach will not work well anymore. 
 
Hence, there is a crucial need for multi-tier user-centered security system–blending safeguards for individual devices, 
servers, networks and applications with more powerful access controls, content management and network monitoring. 
 

 
 

Figure 1. Data Breaches 
 

The IoT and smart home developments have created exciting new possibilities, but it can only deliver on its promises 
if it is reliable and trustworthy. Now is the time to start addressing these concerns. Half of mobile application transmits 
personal details or device information, as a results threats associated to rogue applications and social engineering 
expected to keep on rising. 
 
Lost or Stolen Devices 

The security risks to the enterprise associated with lost or stolen employee devices is nothing new, but the growing 
mobile workforce leaves these tools open to loss or theft. Out of the 187 million compromised identities found by 
Symantec in 2011, about 10% (18.5 million) were as a result of a lost device 
 
Open Wi-Fi and Public Network 

Studies show that consumers (and hence, employees) are lax about mobile phone security. A recent report from Juniper 
Networks states that Wi-Fi attacks are on the rise, as open connections give hackers easy access to social networks and 
email.  
 
Malware and Viruses 

With emerging technologies comes new and evolved malware. Malware of itself can be of two main forms. Firstly, 
agents based developed and operated by government agencies, law enforcement agencies or corporate that needs to 
intercept and monitor a specific user, network, or service. 
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Secondly, developed and managed by an organized criminal network or criminals who want to capitalize on the 
widespread distribution of malware for financial gains or other malicious intends. Smartphone security threats are 
increasing, according to a new Symantec report. According the Symantec report, the story of one gang earned $1 
million/year using this technique. The criminals do not need a huge number of phones to do it. 
 
Corporate Policy 

Unclear corporate policies to address new technologies while supporting employee benefits that come with the 
increasing consumerization of IT may not seem like a security threat. Many enterprises are overwhelmingly supportive 
of employee choices when it comes to the variety of devices and applications available to them to boost productivity. 
Yet the same companies have been slow to adopt corporate policies that address the specific threats that these emerging 
technologies bring into the workplace. Employees were seen as the most likely source of an attack, this follows by 
consumers accounting for 57% and 10% respectively. 
 
Theft/Abuse of Services 

The connected home ecosystem both provides and consumes internal services as well as consuming external services. 
By definition, these services provide some value to the user or the other elements of the network. An attacker could 
obtain the benefit provided by these services. An example of theft of an external service would be smartphone malware 
that uses the device‘s mobile broadband connection, for which the user may be billed. Since computation considered as 
internal service, an example of theft of this service would be an attacker using a target device to perform computational 
operations such as mining crypto-currency. 
 
Unauthorized Cyber-Physical Control 

A relatively recent possible objective of the attacker is unauthorized control of cyber-physical systems. In the context 
of the connected home futures ecosystems, the term cyber-physical refers to any computational system, which forms 
part of the network but also has the capability to control external physical infrastructure. This will mostly likely also 
have the Remote accessibility characteristic. 
 

 
 

Figure 2. Threats and counter measures 
 

For example, cyber-physical systems include various types of (future) smart meters, smart home appliances such as 
smart refrigerators, lighting controllers or heating, ventilation and air-conditioning (HVAC) systems, which can control 
aspects of the physical environment. 
 
Cyber-physical systems focus on enabling a user to control his or her physical environment and usually provide this 
functionality through the personal network. Therefore, unauthorized control of cyber-physical infrastructure would be a 
possible objective for an attack on the personal network. However, as the number of smart cyber-physical systems 
increases, this attack objective is likely to become a relevant concern in the connected home ecosystem futures. 
Therefore, the brief summary of some of threats presented above provides a useful starting point for efforts to enhance 
the security of current and future personal networks.  
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IV. CONCLUSIONS 

 
The paper discussed the issue of connected home ecosystem futures in reference to various threats that makes such 
systems vulnerable and a lucrative target for cybercriminals. In the near future, cyber security experts will see an 
increasing threat to the home infrastructures as the key target and challenge for them to address as cybercriminals will 
find such systems easy to use and infiltrate. This is also true to mobile smart device users who can expect to see a 
striking increase in malware and notable advancements in malware-related attacks, particularly on the Android 
platform as the user base grow exponentially. 
 
Today‘s users utilize their mobile smart devices for everything from accessing emails to sensitive transactions such as 
online banking and payments. As users become more dependent on their mobile devices as digital wallets, this 
creates a very lucrative target for cybercriminals, and a huge challenge for security experts. Mobile smart device users 
can expect to see a significant malware increase on finance related applications, such as mobile banking. 
 
This work is part of ongoing research to design and implement a security model for smart devices in smart home 
connected ecosystem futures, where in our previous publications we have proposed frameworks and provide some 
implementations of how to handle some of the identified threats discussed in this paper. The focus of our future work is 
to provide a test bed that will allows cyber security experts experiments on way of addressing this increasing threats 
and how to align this with the development on tackling cyber security in national infrastructures. 
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