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ABSTRACT:In recent days, for secure information transmission through internet, Cryptography is used. Here for
secure data communication the plain text would be encrypted into cipher text using encryption process. This encrypted
text along with the key or information would be send by the sender at receiver s end. Then using the key or
information, the receiver would able to decrypt the encrypted text. Using this base idea there exist different algorithm
for encryption and decryption using key. Here we are implementing the concept of playing football to encrypt the plain
text. A player passes the ball with some force to a player having a unique number. The strength of the technique is
analyzed in this algorithm. This is a block based private key cryptographic technique. Here the block of plaintext is
converted the journey of ball for a particular team during the encryption. The process is later discussed in details in this
algorithm.
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I. INTRODUCTION

Cryptography is a concept of data conversion for securing the data from the unauthorized access with an algorithm
which is open to all. That means we need the conversion of data which is nothing but an encrypted text. Here we are
implementing the concept of playing football to encrypt the plain text. A player passes the ball with some force to a
player having a unique number. Like This way this passing football will be continued until and unless ball will be
reached to the opponent s goal or players. Which are respectively treated here as 0 and 1.Both the cases playing of these
particular team is temporally stopped. Here the block of plain text is converted the journey of ball for a particular team
during the encryption. Here we treated plain text as a ball and a divisor as a player initially who passes the ball with
some quotient value as a force to the player noted as remainder value. Again this remainder valued player pass the
quotient as a ball to another player.

Il. RELATED WORK

In [23] the author used perfect square number to calculate the difference between two numbers and calculated the
number of bits required to represent them. In [22] the author emphasized on division method where how many times
division method will be applied is calculated. In [9] author used primer number from where basic concept of this
algorithm is obtained. Each author has shown different ways of strengthening security to data. In this algorithm
encryption and decryption process are performed on binary data. All data which is under stable by the computer is
finally converted into binary bits. So it can be implemented for any data type encryption process. Therefore that
encryption technique can be used for text encryption, image encryption etc.

I1l. PROPOSED ALGORITHM

In this section, Key generation is discussed in section 2.1. In the section 2.2 and 2.3 discussed about the encryption
process and decryption process respectively.
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2.1. Key Generation
The Key used to be in Encryption and Decryption process can be choose any integer randomly. We take two numbers
for block size and divisor which are also kept into the two segment of the key respectively.

2.2. Encryption Process
Step 1: Convert the plain text into its binary form and we get source bit stream.

Step 2: Decompose source bit stream into some blocks with given block size which is already kept into the first
segment of key.

Step 3: We just take the first block and the decimal value of that block is divided by the divisor which is already kept
into the second segment of key.

Step 4. After division the coming remainder value will be represented by the number of bits such that maximum
possible remainder in this step can be represented. Represented bit stream format of the remainder will be appended in
to the resent target bit stream.

Step 5: In the next step the remainder and quotient of the previous step will be treated as a divisor and dividend
respectively and continue Step 4 and Step 5 until and unless the remainder will be 0 or 1.

Step 6: Now represent the quotient in this step with such number of bit stream through which the maximum possible
quotient in this step can be represented in the binary form. Represented bit stream format of the quotient will be
appended into the resent target bit stream.

Step 7: The same process, Step 3 to 5, will be continued for the next block until and unless all blocks are processed. At
the end the final target or encrypted bit stream will be gotten.

Step 8: There may be some bits in source bit stream are not involved directly into the encryption process, number of
those bits should be less than block size. These unused bits are also kept into the third segment of key.

Step 9: Now generated encrypted bit stream is converted into the cipher text. During this conversion process if some
bits are left, these bits are kept into the fourth segment of key.

2.3. Decryption Process
Step 1: Convert the cipher text into its binary form and we get bit stream.

Step 2: Now we have to append those bits which are already kept into the fourth segment of the key.

Step 3: We take number of bits in such a manner where maximum possible remainder of the division in this step can be
represented. This step will be continued until and unless the decimal value of the taken bits is 0 or 1.

Step 4: Now we take such number of bit stream through which the maximum possible quotient in this step can be
represented. During reaching in this step we have to keep all the values of the intermediate step define in step 3 and 4.

Step 5: Now we get some values and the last value should be quotient value and 2™ last is remainder value and 3" last
is divisor in this step but it is also a remainder value of the previous step.

By calculating these 3 values we get dividend value of this step as well as the quotient value of the previous step during
the encryption. This step will be continuing till, when we did not get the first remainder and quotient value of the
encryption. Now we take the divisor which is already kept into the second segment of key. By calculating these last 3
values we get final dividend which is the decrypted value of this block.

Step 6: Now convert this value into its binary form with block size which is already kept into the first segment of key.
This is the decrypted bit stream of that encrypted block.

Step 7: The same process, Step 3 to 6, will be continued until and unless we reach end of the encrypted bit stream.
Generated decrypted bit stream of a block of each iteration will be appended sequentially to generate entire decrypted
bit stream.
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Step 8: Now we have to append those bits which are already kept into the third segment of the key, at the last of the
recently generated decrypted bit stream.

Step 9: Now generated decrypted bit stream is converted into the text, which is the decrypted text that is similar to the
plaintext.

IV.EXAMPLES

3.1. Key Generation
Our algorithm is based on private key operation. We can choose any number as key.
For examples here we choose our block size as 7 and key as 12.

3.2. Encryption Process
Consider the text “ENCRYPTION *“as plain text.

Step 1: Fist each character of the plain text is converted into its corresponding ASCII value.

E > 69

N-> 78

C > 67

R-> 82

Y - 89

P->80

T>84

> 73

0~>79

N-> 78

Now each ASCII value converted into its binary form of 8 numbers of bits. And we get a binary stream for the plain
text as below—

01000101 01001110 01000011 01010010 01011001 01010000 01010100 01001001 01001111 01001110

Step 2: Decompose source bit stream into some blocks with given block size, here that is 7, which is already kept into
the first segment of key.

Step 3: Now we take the first block that is-
0100010 > 34
This decimal value is divided by the divisor, which is 12 and it s already kept into the second segment of key.

Step 4: So, the divisor is 12 and dividend is 34 and the remainder comes 10 and the quotient is 2. This 10 remainder is
represented as a 4 bits binary form because maximum possible remainder in this step can be represented by 4 bits.
10 > 1010

Step 5: Now, divisor = 10, dividend = 2 so, the remainder comes 2 and the quotient is 0. Now, remainder 2 is
represented as a 4 bits binary form.

2 > 0010

Again repeat the same but now,

Divisor = 2, dividend = 0 so, the remainder comes 0 and the quotient is 0. Now, remainder 0 is represented as a 1 bit
binary form.

0>0

Step 6: Here we stop the division process because the remainder comes 0. Now represent the quotient in this step that
is 0, with 1 bit binary form, through which the maximum possible quotient in this step can be represented.
0>0
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Represented bit stream is appended in to the resent target bit stream as below-
1010001000

Step 7: At the end the final target or encrypted bit stream will be gotten as below-
101000100010110110000000000110010110000001100010001010110101000010000000011100000011101101100000
100110000000

Step 8: There some bits in source bit stream are not involved directly into the encryption process, these are-
110
These unused bits are also kept into the third segment of key.

Step 9: Now decompose the generated encrypted bit stream into 8 numbers of bits and then convert to its
corresponding decimal value as below-

10100010 -> 162

00101101 > 45

10000000 > 128

00011001 > 25

01100000 - 96

01100010 - 98

00101011 > 43

01010000 - 80

10000000 > 128

01110000 -> 112

00111011 > 59

01100000 - 96

10011000 -> 152

During this conversion process if some bits are left, these are-
0000

These bits are kept into the fourth segment of key.

Each decimal value is now converted to its corresponding ASCII character and produces the cipher text against that
plain text.

PLAIN TEXT - ENCRYPTION
CIPHER TEXT - ¢-€ | "b+P€p;™~

3.3. Decryption Process
Consider the text “¢-€} “b+P€p; ™ as cipher text.

Step 1: Fist each character of the cipher text is converted into its corresponding ASCII value.
¢ > 162
->45
€->128
F>25
"> 96
b->98
+>43
P->80
€->128
p->112
; > 59
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> 96

~ > 152

Now each ASCII value converted into its binary form of 8 numbers of bits. And we get a binary stream for the cipher
text as below—

10100010 00101101 10000000 00011001 01100000 01100010 00101011 01010000 10000000 01110000 00111011
01100000 10011000

Step 2: Now we have to append those bits which are already kept into the fourth segment of the key, that is-
0000

Step 3: At first we have to take the divisor, which is 12 and it s already kept into the second segment of key.
Now we take 4 numbers of bits through which maximum possible remainder, 11 of the division in this step can be
represented as below-

1010 > 10

Now, divisor = 10

Again we take 4 numbers of bits as below-

0010 > 2

Now, divisor = 2

Again we take 1 number of bits as below-

0>0

Here we stop taking bits because the remainder comes 0.

Step 4: Now we take 1 bit through which the maximum possible quotient in this step can be represented as below-
0>0

We have to keep all the decimal values of the intermediate step define in step 3 and 4 those are-

10200

Step 5: Now we should know that the last value should be quotient value and 2™ last is remainder value and 3" last is
divisor in this step so,

0*2+0=0isadividend value of this step as well as the quotient value of the previous step during the encryption.
Again we calculate between 10 2 0 so,

0*10+2=2

Now we have 10 and 2 those are the first remainder and quotient value of the encryption. Now we take the divisor
which is 12 and it is already kept into the second segment of key. Now we calculate between 12 10 2, so
12*2+10=34

Now we get final dividend which is the decrypted value of this block.

Step 6: Now convert this value, which is 34 into its binary form with block size which is 7 and it is already kept into
the first segment of key. So the bit stream is-
34 - 0100010

Step 7: Generated decrypted bit stream of a block, during each iteration will be appended sequentially to generate
entire decrypted bit stream as below-
01000101010011100100001101010010010110010101000001010100010010010100111101001110

Step 8: Now we have to append those bits which are already kept into the third segment of the key, those are-
110
at the last of the recently generated decrypted bit stream.

Step 9: Now decompose the generated decrypted bit stream into 8 numbers of bits and then convert to its
corresponding decimal value as below-

01000101 - 69

01001110 > 78
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01000011 -> 67

01010010 - 82

01011001 -> 89

01010000 - 80

01010100 > 84

01001001 -> 73

01001111 > 79

01001110 > 78

Each decimal value is now converted to its corresponding ASCII character and produces the decrypted text that is
similar to the plaintext.

CIPHER TEXT - ¢-€ | "b+P€p;™~
PLAIN TEXT - ENCRYPTION

V. SIMULATION RESULTS

In this algorithm encryption is perform on binary data. All data which is under stable by the computer is finally
converted into binary bits. So it can be implemented for any data kind of file. Therefore that encryption technique can
be used for text encryption, image encryption i.e., multimedia encryption process etc. In this algorithm we cannot
predict the encrypted block size because it s totally depends on division process and the first divisor value of the key.
On the other side in the decryption process we cannot predict how many bits we take first and where we stop for a
particular value. This kind thing makes this algorithm very strong.

Let’s concentrate about keys. Our first segment of the key is block size. If we consider i as number of digits of block
size, then we have 9*10"* number of combination of block size value. Where 9*10™" -1 number of values are wrong.
Our second segment of the key is divisor. If we consider j as number of digits of divisor, then we have 9*10"* number
of combination of divisor value. Where 9*10'* -1 number of values are wrong and ¥ (9*10'* -1) number of possible
reindeer can be generated. Our third segment is stored unused bits which should be less than block size. So, (2  (9*10"
1-1)) -1 number of combination of bit stream can be generated. Our fourth segment is also stored unused bits which
should be less than 8. So, 2" number of combination of bit stream can be generated.

So, we have (9*10™ + 9*10'" + 2/4(9*10™" -1) + 2') — 1, this number of combination can be generated for each
segment and it s too hard to find, for that reason it makes this algorithm too strong.

4.1 Size and Time Comparative Report
This algorithm has been implemented on number of data files varying types of content and sizes of wide range, shown
in
Table: 4.1
Size and Time Comparative Table of encryption

SL. | Original | Encrypte | Encryptio | Encryption
No. | File d File n Time Time /byte
Size(byt | Size(byte
e) )
1 10 13 0 0
2 21 29 0 0
3 65 87 0 0
4 131 176 | 0.054945 | 0.00031218
8
5 219 292 0.10989 | 0.00037633
6
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6 309 418 | 0.164835 | 0.00039434 5000
2 4500 i
7 619 833 | 0.274725 | 0.00032980 4000
2 3500 Original File
8 840 1,092 | 0.494505 | 0.00045284 3000 Size(byte)
3 2500 Encrypted
2000 BFile
9 3802 4672 | 1.373626 | 0.00029401 1500 size(byte)
2 1000 -
10 2342 2878 | 0.494505 | 0.00017182 500 A
2 0o -
12345678910

Fig: 4.1 of original file size and Encrypted file
size.
Figure is shown that the compare between Original
File Size as a blue bar and Encrypted File Size as a
red bar.

Table: 4.1 shows time, taken for encryption for different file

size i.e. Original file size and time taken for encryption for

each byte and encrypted file size. From the above table data

we draw two following figures.

Table: 4.2
Size and Time Comparative Table of decryption

SL. | Encrypted | Decrypted | Decryption | Decryption
No. | File File Time Time /byte
Size(byte) | Size(byte)
1 |13 10 0 0 5000
4500 i
2 29 21 0 0 4000
3500
3 87 65 0.054945 | 0.000845308
3000 Encrypted File
4 | 176 131 0.10989 | 0.000838855 2300 size{byte)
2000 Decrypted File
5 | 292 219 0.10989 | 0.000501781 1500 Size(byte)
1000 x
6 418 309 0.265845 | 0.00086034 500
0 -4
7 833 619 0.32967 0.000532585 12345678910
8 1092 840 0494505 0.000588696 Fig: 4.2 of Encrypted file size and Decrypted
file size.
9 4672 3802 2.857143 0.000751484 Figure is shown that the compare between
Encrypted File Size as a blue bar and Decrypted
10 | 2878 2342 1.153846 | 0.000492675 | File Size as a red bar.

Table: 4.2 shows time, taken for decryption for different file size i.e. Encrypted
file size and time taken for decryption for each byte and decrypted file size.
From the above table data we draw two following figures.
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V1. CONCLUSION AND FUTURE WORK

My conclusion towards this algorithm is that | have tested the implementation of this algorithm and this algorithm
worked correctly for the above set of values. From this we can assume that algorithm can correctly be implemented for
various type and size of file. It will be secured.
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