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ABSTRACT: In this digital era mobile ad-hoc network is an emerging technology that will allow user to access the
services without knowing their geographical position. In ad-hoc networks all nodes are mobile and can be connected
dynamically in an arbitrary manner. All nodes of mobile ad-hoc networks behave like routers and participate in
discovery and maintenance of routes to other nodes in the network. Ad hoc networks are very useful in emergency
search-and-rescue operations, meetings or conventions in which persons wish to quickly share information, and data
acquisition operations in inhospitable terrain. Because of the nature of ad hoc networks, there are special demands for
ad-hoc routing protocols. In this paper we have presented the characteristics and different aspects of routing protocol
for MANET.
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I. INTRODUCTION

A mobile ad hoc network (MANET) sometimes called a wireless ad hoc network or a mobile mesh network is a
wireless network, comprised of mobile computing devices (nodes) that use wireless transmission for communication,
without the aid of any established infrastructure or centralized administration such as a base station or an access point
[1, 2, 3, 4]. Unlike traditional mobile wireless networks, mobile ad hoc networks do not rely on any central coordinator
but communicate in a self organized way. Mobile nodes that are within each other’s radio range communicate directly
via wireless links, while those far apart rely on other nodes to relay messages as routers. In ad hoc network each node
acts both as a host (which is capable of sending and receiving) and a router which forwards the data intended for some
other node. Ad hoc wireless networks can be deployed quickly anywhere and anytime as they eliminate the complexity
of infrastructure setup.

Applications of ad hoc network range from military operations and emergency disaster relief, to commercial uses such
as community networking and interaction between attendees at a meeting or students during a lecture. Most of these
applications demand a secure and reliable communication.

Mobile wireless networks are generally more vulnerable to information and physical security threats than fixed wired
networks. Vulnerability of channels and nodes, absence of infrastructure and dynamically changing topology, make ad
hoc networks security a difficult task [4]. Broadcast wireless channels allow message eavesdropping and injection
(vulnerability of channels). Nodes do not reside in physically protected places, and hence can easily fall under the
attackers’ control (node vulnerability). The absence of infrastructure makes the classical security solutions based on
certification authorities and on-line servers inapplicable. In addition to this, the security of routing protocols in the
MANET dynamic environment is an additional challenge. Most of the previous research on ad hoc networking has
been done focusing only upon the efficiency of the network. There are quite a number of routing protocols proposed [5,
16, 21] that are excellent in terms of efficiency. However, they were generally designed for a non-adversarial network
setting, assuming a trusted environment; hence no security mechanism has been considered. But in a more realistic
setting such as a battle field or a police rescue operation, in which, an adversary may attempt to disrupt the
communication; a secure ad hoc routing protocol is highly desirable. The unique characteristics of ad hoc networks
present a host of research areas related to security, such as, key management models, secure routing protocols,
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instruction detection systems and trust based models. This thesis work is based on the research done in the area of
secure routing.
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Figure 1: A typical Model of Mobile Ad-hoc Network
Paper Outline
The rest of the paper is organized as follows: Section Il presents routing in MANETS. Section 111 presents classification
of various routing protocols. Section 1V presents comparison between Routing Protocols, V presents the conclusion.
Routing Protocols
Since the advent of Defense Advanced Research Projects Agency (DARPA) packet radio networks in the early 1970s
[1], numerous routing protocols have been developed for ad hoc mobile networks [2, 5]. As shown in Figure 2, these

are generally categorized as table-driven or proactive, on-demand or reactive and hybrid routing protocols.

Il. CLASSIFICATION OF ROUTING PROTOCOLS

Table-driven or Proactive Protocols: Proactive routing protocols attempt to maintain consistent, up-to-date routing
information between every pair of nodes in the network by propagating, proactively, route updates at fixed intervals. As
the resulting information is usually maintained in tables, the protocols are sometimes referred to as table-driven
protocols. Representative proactive protocols include: Destination-Sequenced Distance- Vector (DSDV) routing [7],
Clustered Gateway Switch Routing (CGSR) [8], Wireless Routing Protocol (WRP) [9], and Optimized Link State
Routing (OLSR) [10].

Ad Hoc Routing Protocols

v b 4 v
Table—Dl‘ilven or Dn—Denl{ind or Hybrid
Proactive Reactive
—— DSDV —— DSR —— ZRP
—— CGSR —— AODWV — ZHLS
—— WRP —— TORA
L—— OLSEK L—— ABR

Figure 2: A classification of Ad-hoc Routing Protocols
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a) Destination Sequenced Distance Vector (DSDV): DSDV is proposed by Perkins and Bhagwat. The
Destination-Sequenced Distance-Vector (DSDV) [14] Routing protocol is based on the idea of the classical
Bellman-Ford Routing Algorithm with certain improvements such as making it loop-free. The distance vector
routing is less robust than link state routing due to problems such as count to infinity and bouncing effect. In
this, each device maintains a routing table containing entries for all the devices in the network. In order to
keep the routing table completely updated at all the time each device periodically broadcasts routing message
to its neighbour devices. When a neighbour device receives the broadcasted routing message and knows the
current link cost to the device, it compares this value and the corresponding value stored in its routing table. If
changes were found, it updates the value and re-computes the distance of the route which includes this link in
the routing table.

b) Clustered Gateway Switching Routing Protocol (CGSR): The Cluster head Gateway Switch Routing
protocol differs from the other protocols as it uses hierarchical network topology, instead of a flat topology. As
proposed by Chiang, it organizes nodes into clusters, which coordinate among the members of each cluster
entrusted to a special node named cluster head. Least Cluster Change (LCC) algorithm [21] is applied to
dynamically elect a node as the cluster head. Each node must keep a cluster member table where it stores the
destination cluster head for each mobile node in the network. These cluster member tables are broadcast by
each node periodically using the DSDV algorithm. CGSR is an extension of DSDV and hence uses it as the
underlying routing scheme. It has the similar overhead as DSDV. However, it modifies DSDV by using a
cluster (hierarchical) routing approach to route traffic from source to destination. CGSR improves the routing
performance by routing packets through the cluster heads and gateways.

c) Wireless Routing Protocol (WRP): WRP is a loop free protocol. Every node in the network uses four tables:

e Distance table(DT)

e Routing table (RT)

e Link-cost table (LCT)

e  Message retransmission list (MRL) table[18]
The protocol being proactive maintains the routing information of the entire network in the tables. The protocol forces
every node to perform check on consistency of predecessor information which is reported by all of its neighbors. Due
to this, it faces the count-to-infinity problem. However, the looping conditions get eliminated due to these consistency
checks. Hello messages get exchanged time to time for neighbor sensing and update messages are exchanged between
neighbors in case of link failures.

d) Optimized Link State routing (OSLR): Clausen and Jacquet proposed the Optimized Link State Protocol, a
point-to-point proactive protocol that employs an efficient link state packet forwarding mechanism called
multipoint relaying [24, 25]. Here, route information always stored in table. Therefore, route is always
available when needed. Thus, being proactive delay is less as no waiting will be there for route discovery.
Link state packets are being forwarded for topology information which is called Multi point relay (MPR).
Here, each node selects its MPR from neighbour nodes. Periodic exchange of link state packets will be done in
order to gather information about the nodes and their topology. OLSR uses two types of packets:

e HELLO Message

e TOPOLOGY CONTROL (TC) Message[21]
Hello message is used as beacon message i.e., checking the presence of the neighbors and also used for MPR selection.
TC message is used for route calculation.

On-demand or Reactive Protocols: A different approach from table-driven routing is reactive or on-demand routing.
These protocols depart from the legacy Internet approach. Reactive protocols, unlike table-driven ones, establish a
route to a destination when there is a demand for it, usually initiated by the source node through discovery process
within the network. Once a route has been established, it is maintained by the node until either the destination becomes
inaccessible or until the route is no longer used or has expired. Representative reactive routing protocols include:
Dynamic Source Routing (DSR) [12], Ad hoc On Demand Distance Vector (AODV) routing [13], Temporally Ordered

Routing Algorithm (TORA) [14] and Associativity Based Routing (ABR) [15].
a) Dynamic Source Routing (DSR): DSR is an on-demand protocol designed by D. B. Johnson, Maltz and
Broch to restrict the bandwidth consumed by control packets in ad hoc wireless networks by eliminating the
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periodic table update messages required in the proactive routing protocols. The distinguishing feature of
Dynamic Source Routing (DSR) [28] is the use of source routing. DSR is a reactive protocol i.e. it doesn’t use
periodic updates. It computes the routes when necessary and then maintains them. Source routing is a routing
technique in which the sender of a packet determines the complete sequence of nodes through which the
packet has to pass, the sender explicitly lists this route in the packet’s header, identifying each forwarding
“hop” by the address of the next node to which to transmit the packet on its way to the destination host.
The protocol basically consists of two steps [26], [27]

e Route Discovery

¢ Route Maintenance
Route Discovery: Since DSR is a reactive protocol, route discovery is required i.e., route is made available
when required. For Example, node A wants to communicate to node B, then node A will start route discovery
by forwarding the packet to its neighbours. The packet will be forwarded until packet reaches to its intended
destination. There will be more than one path available for the destination. The Path will be chosen based
upon required condition like shortest distance, collision free.
Route Maintenance: Since nodes are continuously roaming in the network, their topology keeps changing.
Thus, the alternative routes can be used. If route is not available, then route discovery is invoked. This
scenario is known as Route Maintenance.

b) Ad-hoc On-demand Distance Vector (AODV): The basic operation of AODV can be divided into three
phases:

e Route discovery

¢ Route maintenance

e Acknowledge messages
The message types defined by AODV are Route Request (RREQ), Route Reply (RREP) and Route Error

(RERR).

AODV is a widely accepted on-demand routing protocol in ad hoc networks proposed by C. E. Perkins and E.
M. Royer. Ad hoc On-demand Distance Vector (AODV) [25] is a combination of both DSR and DSDV. It
follows the basic on-demand mechanism of Route Discovery and Route Maintenance from DSR, plus the use
of hop-by-hop routing, sequence numbers, and periodic beacons from DSDV. It uses destination sequence
numbers to ensure loop freedom at all times and by avoiding the Bellman-Ford “count-to infinity” problem
offers quick convergence when the ad hoc network topology changes. AODV finds routes only when required
and hence is reactive in nature.

c) Temporally-Ordered Routing Algorithm (TORA): The Temporally-Ordered Routing Algorithm (TORA)
was developed by Park and Corson. Temporarily ordered routing algorithm (TORA) is highly adaptive, loop-
free, distributed routing algorithm based on the concept of link reversal. It uses directed acyclic graphs (DAG)
to define the routes either as upstream or downstream. This graph enables TORA to provide better route aid
for networks with dense, large population of nodes. TORA involves four major functions: creating,
maintaining, erasing and optimizing routes. Since every node must have a height, any node which does not
have a height is considered as an erased node and its height is considered as null. Sometimes the nodes are
given new heights to improve the linking structure. This function is called optimization of routes.

d) Associativity Based Routing Protocol (ABR): The Associativity Based Routing (ABR) protocol is a new
approach for routing .ABR defines a new metric for routing known as the degree of association stability. It is
free from loops, deadlock, and packet duplicates. In ABR, a route is selected based on associativity states of
nodes. The routes thus selected are liked to be long-lived. All node generate periodic beacons to signify its
existence. When a neighbour node receives a beacon, it updates its associativity tables. For every beacon
received, node increments its associativity tick with respect to the node from which it received the beacon.
Association stability means connection stability of one node with respect to another node over time and space.
A high value of associativity tick with respect to a node indicates a low state of node mobility, while a low
value of associativity tick may indicate a high state of node mobility. Associativity ticks are reset when the
neighbors of a node or the node itself move out of proximity. The fundamental objective of ABR is to find
longer-lived routes for ad hoc mobile networks. The three phases of ABR are:

e Route discovery
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¢ Route reconstruction (RRC)
¢ Route deletion

Hybrid Routing Protocols: Purely proactive or purely reactive protocols perform well in a limited region of network

setting.

However, the diverse applications of ad hoc networks across a wide range of operational conditions and

network configuration pose a challenge for a single protocol to operate efficiently [3]. For example, reactive routing
protocols are well suited for networks where the call-to-mobility ratio is relatively low. Proactive routing protocols, on
the other hand, are well suited for networks where this ratio is relatively high. The performance of either class of
protocols degrades when the protocols are applied to regions of ad hoc networks space between the two extremes.

a)

b)

Zone Routing Protocol (ZRP): Haas and Pearlman proposed Zone Routing Protocol. ZRP [29] is a hybrid
routing protocol for mobile ad hoc networks which localizes the nodes into sub-networks (zones). Every
node’s routing zone is described by zone radius which is expressed in terms of hops. Inside the zone Proactive
Routing is used provided by Intra Zone Routing protocol (IARP). Thus routes are easily available using IARP.
Outside the zone Reactive routing is used provided by Inter Zone Routing Protocol (IERP). The special feature
that ZRP uses is border-casting i.e., if a node wants to communicate a node which is outside its zone, then
instead of broadcasting the packets it border-cast it to the peripheral (border) nodes using information
provided by IARP. The border-casting technique is provided by Border-cast Resolution Protocol (BRP).
Zone-Based Hierarchical Link State Routing Protocol (ZHLS): ZHLS is based on hierarchical structure in
which the network is divided into non-overlapping zones. According to Joa and Lu [30], each node is assigned
one unique node ID and a zone ID, which are calculated using geographical information. Hence the network
follows a two-level topology structure: node level and zone level. Respectively, there are two types of link
state updates: the node level LSP (Link State Packet) and the zone level LSP. A node level LSP contains the
node IDs of its neighbours in the same zone and the zone I1Ds of all other zones. A node periodically broadcast
its node level LSP to all other nodes in the same zone. Before transmission, the source node first checks its
intra-zone routing table. If the destination lies in its zone, the routing information is already present.
Otherwise, the source sends a location request to all other zones through gateway nodes, which in turn replies
with a location response containing the zone ID of the desired destination. The header of the data packets
originated from the source contains the zone ID and the node ID of the destination node.

111. COMPARISON BETWEEN ROUTING PROTOCOLS

In this section we have discussed the parameters based comparison of three types of routing protocols.

Parameters Proactive Reactive Hybrid
Memory Overhead More as table is maintained Less as no table is maintained. | Depends whether routing is
inside and outside the zone.
Availability of Route Always available On demand, Route Discovery | Both
will be done
delay Low High Low for local destinations
and high for Interzone
Scalability 100 Nodes >100 nodes >1000 nodes
Network structure Flat and Hierarchical Flat Mostly Hierarchical

Routing information

Stored in table

Doesn’t stored information.

Inside the zone information is
stored in table; outside the
zone no information is stored.

Traffic control

High

Low.

Lower than both

Periodic updates of
information

Required for table maintenance

Not required

Required inside the zones.

Network structure

Flat and Hierarchical

Flat

Mostly Hierarchical
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1V. CONCLUSION

In this paper, we have discussed the taxonomy of routing protocols in mobile ad hoc networks and provided
comparisons between them. The protocols are divided into three main categories: (i) source-initiated (reactive or on-
demand), (ii) table-driven (pro-active), (iii) hybrid protocols. For each of these classes, we reviewed and compared
several representative protocols. While there are still many challenges facing Mobile ad hoc networks related to routing
and security. Each routing protocol has unique features. Based on network environments, we have to choose the
suitable routing protocol. The analysis of the different proposals has demonstrated that the inherent characteristics of ad
hoc networks, such as lack of infrastructure and rapidly changing topologies, introduce additional difficulties to the
already complicated problem of secure routing. At last we have provided the overall characteristic features of all
routing protocols and described which protocols may perform best in large networks. Almost all the protocols we
discussed in this paper have their own characteristic features and performance parameter combinations where they out
perform their competitors.
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