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ABSTRACT: The Blockchain-Enabled E-Voting uses a digital-currency comparison, where a ballot can be cast 

anonymously using a network system in qualifying voters. BEV uses encrypted key, smart biometrics, and real-time 

tamperproof personal ID authentication. Blockchain allows for the development of tamper-proof voting audit trails. The 

idea of integrating digital voting systems to make the public election process cheaper, quicker and easier is a convincing 

one in modern society that normalizes it in the eyes of voters, eliminates a certain barrier of control between the elector and 

the elected candidate, making it an efficient way to cast votes in this technology age. 
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I.INTRODUCTION 

Electronic Voting (E-Voting) is one of the voting methods that uses electronic mechanisms to help cast and count votes in a 

cryptographic election. It secures Multi-Party Computation (MPC) due to properties like openness, decentralization, 

nonrepudiation and irreversibility. Two principal forms of e-voting can generally be defined: 

1. E-voting that is monitored physically by members of governmental or autonomous electoral authorities (e.g. 

Electronic voting machines at polling sites) 

2. Remote e-voting from any location via the Internet (also known as I where the elector submits their votes electronically 

to the election authorities. Blockchain has a great potential when built into many areas. 

Blockchain Technology: A blockchain is a increasing list of blocks that are connected using cryptography, called records. 

Each block includes the previous block's cryptographic hash, timestamp and transaction data and has features such as 

longevity, robustness, improved network security and decentralization. The database ledger is not located at any single 

location. The documents are kept public, and are easy to check. There is no centralized version of the information for a 

crooked hacker. 

Ethereum Platform: Ethereum is an open-source, public , blockchain-based distributed computing platform, and a smart 

contract operating system. The Ethereum Wallet is a portal to decentralized applications on the Ethereum blockchain, in 

which miners work to gain Ether instead of mining for bitcoin. 

Ether: Ether is a type of crypto token that is a digital asset to issuer that power the network. In addition to a tradable 

cryptocurrency, the application developers can use Ether to pay transaction fees and utilities on the Ethereum network. Like 

cash, a third party need not process or authorize a transaction. 

Node Package Manager: The Node Package Manager or NPM is a dependency of JavaScript software globally enabled, 

which comes with Node.js. It consists of a client command line, npm and an online public and paid private package 

database, npm registry accessed via client and operated by npm, Inc. 

Truffle Framework: Dependence on the Truffle Platform enables the development of decentralized applications on the 

blockchain Ethereum. It offers a suite of tools that enables smart contacts to be written, checked and deployed in order to 

blockchain with the Solidity programming language. 

Ganache: The Ganache dependency, a local in-memory blockchain is downloaded from the Truffle Framework website. It 

gives 10 external accounts with addresses on local Ethereum blockchain to run tests, execute commands and inspect state 
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while controlling how the chain operates. Each account is preloaded with 100 fake ether. It is used for developing and 

deploying of DAPP on ethereum.  

Metamask: MetaMask acts as an Ethereum browser through a plug-in for Chrome allowing users to manage their 

Ethereum wallet with multiple accounts, switch between different networks and interact with decentralized applications and 

smart contracts without running a full node. The transactions are signed using the sender’s private key [5]. 

Paillier Encryption: Full homomorphic encryption enables users to perform computations on encrypted data that can be 

decrypted and yield the same result as if the computation had been originally performed on decrypted data. This 

probabilistic public-key encryption method supports addition and multiplication. Paillier system can homomorphically add 

two ciphertexts but it can only multiply a ciphertext with a plaintext integer. Hence, it is considered partially homomorphic 

thus achieving the advantages of homomorphic encryption without the substantial reduction in processing speed [5].  

 

II.LITERATURE SURVEY 

According to Nir Kshetri et.al [1], E-Voting is among the key public sectors that can be disrupted by blockchain technology. 

To use a digital-currency analogy, BEV issues each voter a “wallet” containing a user credential. Each voter gets a single “coin” 

representing one opportunity to vote. Casting a vote transfers the voter’s coin to a candidate’s wallet. A voter can spend his or 

her coin only once. 

According to Fridrik P Hjalmarsson et.al [2], this paper aims to evaluate the application of blockchain as service to 

implement distributed electronic voting systems. The paper starts by evaluating some of the popular blockchain frameworks that 

offer blockchain as a service. More generally this paper evaluates the potential of distributed ledger technologies through the 

description of a case study, namely the process of an election and implementing a blockchain- based application which 

improves the security and decreases the cost of hosting a nationwide election. 

According to Ahmed Ben Ayed [3], Blockchain is offering new opportunities to develop new types of digital services. In this 

paper, we are going to leverage the open source Blockchain technology to propose a design for a new electronic voting system 

that could be used in local or national elections. The Blockchain-based system will be secure, reliable, and anonymous and will 

help increase the number of voters as well as the trust of people in their governments. 

According to Freya Sheer Hardwick et.al [4], the objective of such a scheme would be to provide a decentralized architecture 

to run and support a voting scheme that is open, fair, and independently verifiable. In this paper, we propose a potential new e-

voting protocol that utilises the blockchain as a transparent ballot box. The protocol has been designed to adhere to fundamental 

e-voting properties as well as offer a degree of decentralisation.     

 

III.RESEARCH METHODOLOGY 

The proposed system involves a client server architecture integrated with a block chain system. The minimum requirements 

needed by a voter is a smartphone or a computer. BEV issues each voter a “wallet” containing a user credential. Each voter gets 

a “digital coin” as ether representing one opportunity to vote. Voters can cast their vote before a preset deadline.  

The objectives of the adoption of the Blockchain technology in the solution are - To provide a decentralized architecture; To 

support a voting scheme that is open, fair and independently verifiable; To optimize the electoral process that enables secure, 

quick, cost effective, transparency and improved identity verification. 

A. SYSTEM ARCHITECTURE: 

The Fig 1 shows how the user interacts with the different parts of the system. The system has two parts – functionality of each 

part and the processes associated with the system 
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Fig 1: System Architecture 

i. System Parts: 

• User - The voter can have any digital device with internet to register and vote. 

• Authentication Server (AS) - The Authentication Server is a traditional centralized web server. It has a backend 

database connected which has voter’s details. This system is used by people to register to vote for their elections. It  creates 

accounts on the blockchain system when people register. The AS also authenticates the token provided by the voter while 

voting. 

• Arbitration Server (AR) - The Arbitration Server acts as an intermediary between a user and the Blockchain voting 

system. It verifies the voter while voting using the Authentication Server. The AR is a blockchain thin client 

that sends the users’ vote to a blockchain node and sends the voter the key to encrypt their vote. 

• Blockchain System - The actual voting takes place in the blockchain system. The users’ vote is sent to the one of the 

nodes on the system depending on each node’s load to ensure a distributed network traffic on the system. Then the node adds 

the transaction to the blockchain depending on the smart contracts that exist on each node. The smart contracts are the rules that 

the nodes follow to not only verify but also add the vote in the system. 

ii. System Processes: 

• Registering to vote - The voter will log in to the E-Voting System using the credentials interacting with the 

Authentication Server via a website. The system will use private key provided to registered voters by the ethereum wallet. Also 

an entry is made next to the voters’ database entry storing whether user has registered to vote. The system will check all 

information entered, if it is valid, the voter will be authorized to cast a vote. 

• Casting a vote - Voters will choose to vote for one of the candidates through user interface. A specific amount of ether 

is added to the voters’ account which enables them to vote. 

• Encrypting votes - After the voter casts the vote, the system will generate an input that contains the voter identification 

number followed by the complete details of the voter as well as the hash of the previous vote. This way each input and 

encrypted output will be unique. The encrypted information will be recorded in the block header of each vote cast. The 

information related to each vote will be encrypted using SHA-256, which is a one- way hash function that has no known reverse 

to it. Therefore there would be no way voters' information could be retrieved. 

• Adding the vote to the Blockchain and counting votes - After a block is created and depending on the candidate 

selected, the information is recorded in the corresponding Blockchain. Each block gets linked to the previously casted vote. The 

candidate with the highest amount of ether in their account wins the election. 

 

B. Implementation Results: 

Table 1 compares decentralized e-voting and normal voting based on different criteria and gives an overview of both the voting 

process. 
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Table 1: Comparative Analysis 

 

 

 

 

 

 

Table 2 : shows all the contracts being executed and time taken to execute each contract individually 

 

 

 

 

 

 

The implementation is based on a private network that uses the Ethereum blockchain API. With Ethereum, the computational 

expense is exhibited in the form of ’gas’ which is a unit of measure of a contract. Gas is priced by the  node to push the node to 

the wider chain and this price will be paid to the node that mines that transaction. Therefore, nodes are attempting to maximise 

profits by determining the worth of a transaction verses the computational cost. Hence, the computational expense is minimised 

to make a blockchain application viable. 

 

IV.CONCLUSION 

The proposed e-voting system is based on the Blockchain technology. Any registered voter will have the ability to vote 

using any device connected to the Internet. The Blockchain based system will be secure, reliable, anonymous and will help 

increase the number of voters as well as the trust of people in their governments. The current existing system has large 

number of issues. Hence, it is vital to have a transparent voting system that must have the least number of obstacles. 

Considering all these factors, the proposed system is a comprehensive solution that satisfies all the requirements. 
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