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ABSTRACT: Secure data deduplication can drastically reduce communication and storage overheads in cloud storage
services in a society driven by big data. The bulk of data deduplication methods in use today either aim to withstand
brute-force attacks or to ensure data efficiency and availability, but not both. Furthermore, to our knowledge, there is
no existing project that encourages accountability by reducing the dissemination of unnecessary information (e.g., to
determine whether plaintexts of two encrypted messages are identical). In this study, we investigate a three-tier cross-
domain architecture and propose an efficient and privacy-preserving huge data deduplication in cloud storage (hereafter
referred to as EPCDD). EPCDD safeguards privacy and guarantees data accessible while preventing brute-force
attacks. Accountability is another factor we take into account while trying to offer better services. Then, we
demonstrate that EPCDD outperforms currently employed rival techniques in terms of computing, communication, and

storage overheads. The temporal complexity of the EPCDD duplication search is also logarithmic.

KEYWORDS: Cloud computing, cloud storage, confidentiality, cryptography, convergent encryption, deduplication,
privacy

I.  INTRODUCTION

While there are brute-force attack-resistant strategies in the literature, as far as we are aware, there isn't a
single scheme that simultaneously offers efficiency and data availability. Existing data deduplication systems cannot
guarantee privacy with data encryption alone. For instance, duplicate information of the outsourced data left
unprotected may have major privacy implications (e.g., to verify whether plaintexts of two encrypted communications
are identical). Numerous occurrences have demonstrated that such information may invade people's privacy more than
the primary data itself (e.g. NSA PRISM [1]).However, current deduplication strategies make such information sharing
inevitable. As a result, we strive to minimize information leakage to the extent that only the party (the cloud storage
provider) operating the deduplication is aware of it. Additionally, the cloud storage provider will be held responsible if
the duplicate information leaks [2], [3].

It is obvious that it is difficult to create an effective deduplication method that achieves privacy preservation,
availability, and accountability while fending off brute-force attacks. Therefore, we suggest an effective and privacy-
preserving big data deduplication in cloud storage, referred to as EPCDD, in this study employing a three-tier cross-
domain architecture. The EPCDD method successfully protects privacy while ensuring data availability, accountability,
and resistance to brute-force attacks.To reduce the temporal complexity of duplicate search, we then build a
deduplication decision tree based on the binary search tree. A dynamic tree, this deduplication decision tree supports
data updates such data insertion, deletion, and modification.

1.1 Data deduplication

By maintaining only one copy of redundant information, deduplication is a technique for locating and removing
duplicate data. In other words, data deduplication lowers the need for bandwidth as well as storage. However, the most
common attack in safe data deduplication systems, brute-force attacks, pose a threat. As yet another effective secure
deduplication strategy to stave off brute-force attacks, SecDep was put out by Zhou et al. [4]. Although this method
works well for deduplicating tiny data sets, it does not work well for deduplicating enormous amounts of data. To
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address this issue, Yan et al. [5] suggested a technique for deduplicating encrypted massive data kept in the cloud using
ownership challenges and proxy re-encryption. Despite being effective, this system is vulnerable to brute-force attacks.

1.2 EPCCD

Effective privacy-preserving Data De-Duplication (EPCDD), which thwarts brute-force attacks, accomplishes
privacy preservation, data availability, and accountability. We create a deduplication decision tree based on the binary
search tree to reduce the time complexity of duplicate search. This deduplication decision tree supports data changes
such data insertion, deletion, and modification.

II. RELATED WORK
In order to save on storage space and related expenses, data deduplication techniques are being employed more
frequently in cloud storage services like Dropbox [8], Google Drive [9], Mozy [10], and Sipderoak [11]. The research
community has recently researched secure data deduplication [12]. In secure data deduplication, convergent encryption
(CE), also known as content hash keying, is a cryptosystem that creates identical ciphertexts from identical plaintext
files [13].

Efficiency is, generally speaking, a key indicator of whether a plan can be implemented in real life. Therefore, to utilise
data deduplication in the real world, only securing data confidentiality is not enough. Based on their underlying
architecture, secure data deduplication algorithms can also be divided into categories (i.e. client-side deduplication and
server-side deduplication). Before it is sent, client side deduplication alters the data at the client.

As noted in, when building a deduplication scheme, dependability, security, and privacy should be taken into account
in addition to attaining efficiency in storage, communication, and computing. While Zhou et al. proposed an effective
secure deduplication scheme (SecDep), which uses User-Aware Convergent Encryption (UACE) and Multi-Level Key
management (MLK) approaches to fend off bruteforce attacks, Li et al. [14] attempted to formalise the idea of
distributed reliable deduplication system.

III. PROPOSED ALGORITHM
A. Key Generation:
KDC uses the composite bilinear parameter generator technique Gen() to generate a 5-tuple (N, g, G, GT, e)
from a security parameter. Then, it chooses four random numbers at random from s, t, a, and b, where p | (as + bt), p,
and p - bt, and computes yA = g aq G and yB = g bq G. KDC also selects three cryptographic hash functions, h1: 0, 1 0,
I n,h2:0,1Zp,and h3: G 0, 1 n, where n is the bit length of the symmetric key. Finally, the KDC delivers yA and yB
to the CSP through the secure channel along with s and t to each member of domains A and B, respectively.

B. Data encryption and Tags generation:
Following receipt of the secret key(s), each client in domain A encrypts the data mi and creates relevant tags for data
deduplication as shown below.

B.1 Data Encryption

Using the secret key s and the parameter e(g, g) t, the client creates the message-dependent symmetric key ski
= h1(mi|le(g, g) st). The client then chooses a random number, ri ZN, and computes the ciphertext, Ci = Encski (ri||mi),
using the symmetric encryption algorithm, AES-CBC in the CBC mode.

C. Deduplication Decision Tree (DDT) Initialization

To increase the effectiveness of finding duplicated data, we create deduplication decision trees (DDTs) based
on the well-known binary search tree (BST).
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D. Uploading data

Let's imagine a client from domain B requests to upload data to the CSP. The LMB receives two tags from this client: 1
= g(tth2(m)) and 2 = h1(mke(g, g)st) mod. When LMB gets tags, it first calculates the hash value for 1, which is T =
h3(1), and then looks up the hash value of the first tag by searching the hash table for all the different data from domain
B. If the exact same hash value has already been stored, LMB informs the client of the duplicate find and does not need
to send any messages to the CSP. The process for uploading data from domain A clients is identical to the process for
uploading data from domain B clients, which is worth emphasizing. Therefore, we fail to notice it.
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IV.PSEUDO CODE

There were two main algorithms that were used while implementing this project. The algorithms were:
e The Construction for Deduplication Decision Tree (DDT)
e Data Deduplication over DDT-A

4.1 THE CONSTRUCTION FOR DEDUPLICATION DECISION TREE (DDT)

According to the given algorithm, CSP stores k message tuples in turn at appropriate nodes, as shown in Fig.2. In
addition, in order to ensure the time complexity of searching duplicates is O(log k), we need to balance the tree in the
process of the DDT construction.

Suppose the CSP needs to store message tuple (€. 71, 77) at
some point. {Initially, the current node is the root of the DT
while current node # null do
if 77 < current node — 7 then
move tuple (. 71, 72) to the left subtree of current node.
else
mowve the mple to the right subtree of current node.
end if
end while
Store the message tuple (7. 7}, 77) at the current node, where
current node — 71 = 7}, current node — 2 = 72 and
current node — O = 7.

The Construction for Deduplication Decision Tree
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4.2 DATA DEDUPLICATION OVER DDT-A
After receiving the feedback, LMB forwards it to the client. Once receiving the message “upload data”, the client
encrypts m* as C+ = Encsk* (r* kmx* ), and then sends it to the CSP via the LMB. After receiving the ciphertext C* ,
CSP leverages Algorithm 1 to insert the message tuple (Cx , 11 * , T2 * ) into the appropriate node in the DDT-B.

1: Client — LMB: a client sends two tags (7}, 72) to the LMB.

2. LMB: LMB computes T, = h3(7!), and then checks the
hash table. If the same hash value has already been recorded,
sends the “duplicarion find” back to this client. Otherwise,
LMB stores T, at the hash table, and transmits tags (7}, 72)
to the CSP.

3: CSP: After receiving tags, it starts checking for the duplicate
data from the root node. (Initially. the current node is the root
of DOT-A)

3.1 CSP determines whether current node — 7 = T2,
if not, it will proceed to step 3.2. Otherwise, it verifies
whether

elcurrent node — 71, g%} - e(rl, g = 1. (1)

If the equation (1) holds, then the duplicate data has been
found. CSP deletes tags (1. 72). Otherwise. it means that
there is no duplicate data. After that, CSP stops the search
and goes to step 4.

3.2 CSP compares current node — 72 and 72 If 2 <
current node — 77, then CSP moves the pointer to the
left subtree of the current node. Otherwise, it moves the
pointer to the right subtree. Then, it returns to step 3.1.
This process is repeated until the duplicated data is found
or the remaining subtree is nulfl.

4: CSP — client: CSP returns 1 when the duplication is found,
and [} otherwise.

5: Client: when the client receives ([} from the CSP, it encrypts
the data me, as C, = Ency._(r.||m.), and sends it to the
CSP via the LMB. Otherwise, it does not need to upload m.,..

& CSP: After receiving the ciphenext €., CSP leverages Al-
gorithm 1 to inset the message tple (.. 7}, 72) into the
appropriate node in DO7T-8.

Data Deduplication Over DDT-A

V. SECURITY ANALYSIS

In this part, we examine the proposed EPCDD scheme's security attributes. Our research will pay special
attention to outlining how the proposed EPCDD system may provide privacy preservation, data availability, and
accountability while fending against brute-force attacks, in line with the design goals outlined in Section II.

5.1 Privacy analysis

We examine how well our EPCDD system can prevent the exposure of sensitive information while minimising the
disclosure of redundant information. Clients must not only upload the encrypted data but also two associated tags in
order to work with the CSP to process data deduplication. The symmetric encryption algorithm, AESCBC, is used to
encrypt Ci, hence the security of Ci is reliant on the symmetric encryption algorithm. Furthermore, dealing with the
discrete logarithm (DL) problem and the one-way hash function, both of which have been demonstrated to be
challenging problems that are computationally infeasible, is necessary if the CSP and LMA (LMB) are to acquire.Only
CSP or LMA (LMB) can be used to solve an equation with two unknown values.ski by assuming an assault. However,
if [ski | = 256 bits, as explained in section 4.2, we can set || = 128 bits, which can effectively fend off the guessing
attack. As a result, this paper can achieve data secrecy. Additionally, it must confirm that Eq. (1) holds in order to
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determine whether the various ciphertexts correspond to the same plaintext. Because only the CSP has access to the
secret parameters g aq and g bq under our EPCDD scheme, only it is capable of conducting this verification. In other
words, the duplicate information is only known to the CSP. As a result, Our technique can minimise the disclosure of
duplicate information.

5.2 Brute-force Attack Resilience

Although CSP has some knowledge of plaintext space M and maintains all clients' message tuples, our
suggested EPCDD solution is still able to withstand brute-force attacks. In particular, despite having two secret
parameters g aq and g bq, the DL problem's difficulty prevents the CSP from even obtaining aq or bq, much less s or t
(p | as + bt).It is therefore challenging to determine e(g, g) st without s or t, which is the CDH problem, given e(g, g) s
and e(g, g) t. Similarly, getting g is challenging. Although the CSP knows the plaintext space M and can attempt all data
mi M for the particular message tuple, it is unable to produce the appropriate symmetric key ski = h1(mike(g, g)without
e(g, g)st. As a result, without knowing ski and the random number ri, it is unable to decrypt Ci, much less produce the
identical ciphertext Ci. is determined by ski, therefore without knowing ski, it cannot use to execute brute-force attacks.
Additionally, CSP can determine the associated hashvalue, h2, for all mi M. (mi). It still is unable to compute, though.
As a result, using brute-force methods, CSP is unable to determine if the plaintext and a particular message tuple are
related.

5.3 Availability

According to Section 2, regardless of the duplicated data that has been deleted, the client must make sure that this client
can download and decrypt the stored ciphertext in order to access the data as long as the client has uploaded the
ciphertext matching to the specific data.Let's use the example of client A from domain A needing to store mi. First, he
communicates with the CSP by sending the message tuple (Ci, 1i, 2i).Then, CSP learns that Cithat has the same data
that has already been stored. As a result, it is not required to store (Ci, 1i, 2i).Client A sends a request to download the
encrypted data Ci after some time has passed, but the CSP only responds with Ci.

VI. PERFORMANCE EVALUATION

We assess the effectiveness of the suggested EPCDD method in terms of the overheads associated with computation,
communication, and storage. Additionally, we provide a comparison with Yan's scheme [4] and the R-MLE2
(Dynamic) scheme [2].

6.1 Computational Overheads

In our EPCDD scheme, there are four different entities: customers, KDC, CSP, and LMA (LMB). According to the
aforementioned system model, KDC is in charge of creating the system parameters but not the data deduplication. As a
result, the KDC's computational overhead can be disregarded. We examine the computational cost of uploading a single
data in two scenarios: duplicate data and fresh data.

6.2 Communication Overheads

As previously stated, we do not include communication overheads for encrypted data Ci and instead discuss the
overheads in two scenarios: one without duplication and one with duplication. Regardless of whether duplicate data
exists, the client must send data to the CSP using the LMA or LMBits in our EPCDD scheme. We set 128 bits because
the symmetric key for AESCBC is 256 bits long (n = 256 bits), which is more than enough for security. As a result, the
message tuple has a size of 1152 bits. Consider that k data files from various customers must be uploaded. The
duplication ratio in this case is, and the total communication overhead is 1152k bits.
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Fig. 5: A Comparative Summary: Storage Costs

6.2 Storage Costs

CSP doesn't keep any duplicate data messages. Therefore, CSP only has to store k(1 ) ciphertexts and the accompanying tags for k
data with k duplicate data.

The storage costs of ciphertexts are also not included because they are the same for all three techniques. Thus, the storage costs of our
EPCDD, R-MLE2 (Dynamic), and Yan's schemes are, respectively, 1152k(1 ), 6272k(1 ), and 3200k(1 ) bits. In terms of k and, Fig. 5
compares the storage costs for these three strategies. We can see from the statistics that the storage costs for these three schemes rise
as k rises and fall as rises. Furthermore, it is clear that our EPCDD solution saves storage costs in comparison to the competition
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VIIL. RESULTS
The bubble chart is another name for the DFD. It is a straightforward graphical formalism that may be used to depict a
system in terms of the data that is fed into it, the different operations that are performed on it, and the data that is
generated as a result of those operations. There were different system designs.

° Sequence Diagram

Genmate Key Wiew Regust
i ;

Fig 6 Sender User

The implementation stage involves careful planning, investigation of the existing system and it’s constraints on
implementation, designing of methods to achieve changeover and evaluation of changeover methods.

Main Modules:-

1. User Module:
Users in this module can access the information presented in the ontology system with authentication and security.
Users must have an account in order to access or search the details; otherwise, they must register.

2. Secure DeDuplication System:

The tag of a file F will be decided by the file F and the privilege to support approved deduplication. We refer to it as a
file token to highlight the differences between it and the conventional notation oftag. A file token will be produced
using a secret key kp connected to a privilege p to support allowed access. The token of F that only a user with the
privilege p is permitted to access is denoted by ' F;p= TagGen(F, kp). In other words, only users with privilege p could
compute the token ' F;p. In another word, the token ¢’ F;pcould only be computed by the users with privilege p. As a
result, if a file has been uploaded by a user with a duplicate token ¢'F,p, then a duplicate check sent from another user
will be successful if and only if he also has the file F and privilege p. Such a token generation function could beeasily
implemented as H(F, kp), where H(_) denotes a cryptographic hash function.

3. Security Of Duplicate Check Token :

We take into account a number of privacy types that we need to safeguard, namely: i the duplicate-check token's
invulnerability. There are two different kinds of enemies: exterior enemies and inside enemies. The external enemy
might be considered as an unprivileged internal adversary, as is demonstrated below. The adversary must be unable to
create and print a legitimate duplicate token with any other privilege p’ on any file F, where p does not match p’, if a
user has privilege p. It further stipulates that the attacker cannot fabricate and produce a legitimate duplicate token with
p on any F that has been queried if it does not request a token with its own privilege from a private cloud server.

4. Send Key:

After receiving a key request, the sender has the option of sending the key or declining it. The receiver can
decrypt the message using this key and the request id that was produced at the time of sending the key request.
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Block Level De-Duplication

Home  Upload File  Logout

MRIMS: shashanka 03:33:00 AM

Upload File: | Choose File| No fie choser

Fig 7 Uploading File

In Fig 7 shows a new user can upload file may be txt,docs. The file will be accepted if it contains only unique values

which are not present in storage.

Data De-Duplical...

Fig 8 Request Accept

The Fig 8 represents a request sent by the different user to the owner of the file to access the file that is present in the
server.

VII.  CONCLUSION
In the foreseeable future, it's anticipated that more people and businesses will continue to adopt cloud storage.
This is due to the digitization of our society, which is not surprising. One related study area is how to effectively reduce
cloud storage costs brought on by data duplication.

In this study, we describe a three-tier crossdomain architecture for huge data deduplication in cloud storage that is
efficient and protects user privacy. The security of our suggested strategy was then investigated, and it was discovered
that it improved data availability, accountability, and privacy preservation while thwarting brute-force attacks. We also
showed that the proposed system beats current state-of-the-art methods in terms of computation, communication, and
storage overheads. Additionally, our method's duplicate search time complexity is an effective logarithmic time.
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