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ABSTRACT: Query processing on relational data has been intensively investigated over the last decade, with several 

theoretical and practical solutions to query processing suggested in a variety of circumstances. Users may now outsource 

their data as well as data management chores to the cloud, thanks to the rising popularity of cloud computing. Sensitive data 

(e.g., medical records) must be encrypted before being sent to the cloud, due to the rise of numerous privacy concerns. 

Furthermore, the cloud should perform query processing chores; otherwise, there would be no reason to outsource the data 

in the first place. It's a difficult task to perform queries over encrypted data without the cloud ever decrypting the data. The 

goal of this work is to solve the k-nearest neighbour (kNN) query problem using an encrypted database that has been 

outsourced to the cloud: a user sends an encrypted query record to the cloud, and the cloud returns the k closest records to 

the user. We begin by presenting a rudimentary system and demonstrating that such a simplistic approach is insecure. To 

improve security, we offer a secure kNN protocol that safeguards data confidentiality, user input query confidentiality, and 

data access patterns. In addition, we use a variety of tests to test the efficacy of our processes. These findings show that our 

secure protocol is very efficient on the user's end, and that this lightweight approach allows a user to do the kNN query on 

any mobile device. 

 

I. INTRODUCTION 

 

Many firms are considering cloud computing as an emerging computing paradigm because of the cost-efficiency, 

flexibility, and offloading of administrative burden it offers. A data owner outsources his or her database T and DBMS 

operations to the cloud in the cloud computing model [1], [2], which has the infrastructure to host outsourced databases and 

provides access mechanisms for querying and controlling the hosted database. On the one hand, outsourcing benefits the 

data owner by lowering data administration expenses and improving service quality. Hosting and query processing of data 

that is not under the control of the data owner, on the other hand, poses security issues such as maintaining data 

confidentiality and query privacy. 

One simple technique to preserve the confidentiality of outsourced data from the cloud and unauthorised users is for the 

data owner to encrypt the data before outsourcing [3]. The data owner can preserve the privacy of his or her own data in 

this way. Furthermore, authorised users must encrypt their queries before transmitting them to the cloud for review in order 

to protect query privacy. Furthermore, by watching the data throughout query processing, the cloud can deduce relevant and 

sensitive information about the actual data items. 

 

Even if the data and query are encrypted, access patterns can be found [4], [5]. As a result of the preceding considerations, 

secure query processing must provide (1) the confidentiality of encrypted data, (2) the confidentiality of a user's query 

record, and (3) the concealment of data access patterns. 

 

Encryption as a means of ensuring data secrecy may cause a problem during the cloud query processing stage. In general, 

processing encrypted data without needing to decrypt it is quite challenging. The question is how the cloud can conduct 

queries over encrypted data while the data is encrypted at all times in the cloud. Various strategies for query processing 

over encrypted data, such as range queries [6]–[8] and other aggregate queries [9], [10], have been presented in the 

literature. However, for sophisticated searches like the k-nearest neighbour (kNN) query, these strategies are either not 

relevant or inefficient. The challenge of secure processing of k-nearest neighbour queries over encrypted data (SkNN) in 
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the cloud is addressed in this study. The goal of the SkNN challenge is to securely identify the k-nearest data tuples to Q 

utilising the encrypted database T in the cloud, without allowing the cloud to learn anything about the actual contents of the 

database T or the query record Q, given a user's input query Q. When encrypting data and sending it to the cloud, we 

discovered that an effective SkNN protocol must meet the following requirements: 

• Maintaining T and Q's secrecy at all times  

• Hiding data access patterns from the cloud 

• Compute the k-nearest neighbours of query Q accurately  

• Inflict minimal computing burden on the end-user 

Researchers have proposed numerous methods [1], [11]–[13] to overcome the SkNN problem in recent years. However, we 

stress that present SkNN approaches lack at least one of the desirable features of a SkNN protocol described above. On the 

one hand, the approaches in [1], [11] are unsafe since they are vulnerable to plaintext assaults that are chosen and known. 

The recent method in [13], on the other hand, gives a non-accurate kNN result to the end-user. Instead of obtaining the 

encrypted exact k-nearest neighbours, the cloud in [13] obtains the relevant encrypted partition. Furthermore, the end-user 

is involved in significant computations during the query processing stage in [1], [12], and [13]. By doing so, these solutions 

treat the cloud as as a storage medium, requiring no additional effort. 

 

II. LITERATURE SURVEY 

 

In this section, we present an overview of the existing secure k-nearest neighbor techniques. Then, we discuss the security 

definition adopted in this paper along with the homomorphic properties of the Paillier cryptosystem as a background. 

 

A. Existing SkNN Techniques 

One of the most fundamental problems in many application domains, such as similarity search, pattern recognition, and 

data mining, is locating the k-nearest neighbours to a given query Q. Many solutions have been presented in the literature to 

address the SkNN problem, which can be divided into two categories based on whether or not the data is encrypted: 

centralised and distributed. 

Centralized Methods: We assume that the data owner outsources his or her database and DBMS operations (e.g., kNN 

query) to an untrusted external service provider who handles the data on behalf of the data owner and only allows 

trustworthy users to query the hosted data. Many security risks exist when data is outsourced to an untrustworthy server, 

such as data privacy (protecting the confidentiality of the data from the server and query issuer). Before outsourcing his or 

her data to the server, the data owner must employ data anonymization models (e.g., k-anonymity) or cryptography (e.g., 

encryption and data perturbation) techniques to ensure data privacy. 

 

Encryption is a traditional technique used to protect the confidentiality of sensitive data such as medical records. Due to 

data encryption, the process of query evaluation over encrypted data becomes challenging. Along this direction, various 

techniques have been proposed for processing range [6]–[8] and aggregation queries [9], [10] over encrypted data. 

However, in this paper, we restrict our discussion to secure evaluation of kNN query. 

 

Monika Rokade and Yogesh Patil [11] proposed a system deep learning classification using nomaly detection from network 

dataset. The Recurrent Neural Network (RNN) has classification algorithm has used for detection and classifying the 

abnormal activities. The major benefit of system it can works on structured as well as unstructured imbalance dataset. 

The MLIDS A Machine Learning Approach for Intrusion Detection for Real Time Network Dataset has proposed by 

Monika Rokade and Dr. Yogesh Patil in [12]. The numerous soft computing and machine learning classification algorithms 

have been used for detection the malicious activity from network dataset. The system depicts around 95% accuracy ok 

KDDCUP and NSLKDD dataset. 

 

Monika D. Rokade and Yogesh Kumar Sharma [13] proposed a system to identification of Malicious Activity for Network 

Packet using Deep Learning. 6 standard dataset has sued for detection of malicious attacks with minimum three machine 

learning algorithms.Sunil S. Khatal and Yogesh kumar Sharma [14] proposed a system Health Care Patient Monitoring 

using IoT and Machine Learning for detection of heart and chronic diseases of human body. The IoT environment has used 

for collection of real data while machine learning technique has used for classification those data, as it normal or 

abnormal.Data Hiding In Audio-Video Using Anti Forensics Technique For Authentication has proposed by Sunil S.Khatal 
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and Yogesh kumar Sharma [15]. This is a secure data hiding approach for hide the text data into video as well as image. 

Once sender hide data into specific objects while receivers does same operation for authentication. The major benefit of this 

system can eliminate zero day attacks in untrusted environments.Sunil S.Khatal and Yogesh Kumar Sharma [16] proposed 

a system to analyzing the role of Heart Disease Prediction System using IoT and Machine Learning. This is the analytical 

based system to detection and prediction of heart disease from IoT dataset. This system can able to detect the disease and 

predict accordingly. 

 

Data Distribution Methods: Data is expected to be partitioned vertically or horizontally and dispersed among a group of 

independent, non-colluding parties in data distribution methods. Secure multiparty computing (SMC) techniques enable 

many parties to safely evaluate a function using their respective private inputs without disclosing the input of one party to 

the others, according to the literature. Many attempts have been made to solve the kNN query problem in a distributed 

context. Shaneck et al. [18] suggested a privacy-preserving k-nearest neighbour search technique. The protocol described in 

[18] uses secure multiparty computation to compute kNN points in a horizontally partitioned dataset privately. Qi et al. [19] 

suggested a single-step kNN search protocol with linear computing and communication complexity that is provably safe. 

Vaidya et al. [20] investigated privacy-preserving top-k queries in vertically partitioned data. Ghinita et al. [21] developed a 

PIR-based architecture for answering kNN queries in location-based services to answer kNN inquiries. We underline that 

the data on the server in [21] is in unencrypted format. However, if the data is encrypted to maintain data security, it is 

unclear how a user can obliviously access the output records if he or she is unaware of the indexes that match his or her 

input query. Even though a user can get records using PIR, the user must still do local computations in order to find the k-

nearest neighbours. Our system, on the other hand, totally outsources the user's processing to the cloud.. 

 

In conclusion, the previous data distribution strategies are ineffective for performing kNN queries over encrypted data for 

two reasons: (1). We deal with encrypted database and query forms in our work, which is not the case with the above 

approaches (2). In our situation, the database is encrypted and stored in the cloud, whereas it is partitioned (in plaintext 

format) among different parties in the aforementioned techniques. 

 

B. Security Definition 

The amount of information released during the execution of a protocol is intimately related to privacy/security in this paper. 

Information disclosure can be defined in a variety of ways. We use the security definitions in the literature of secure 

multiparty computation (SMC) first established by Yao's Millionaires' issue for which a provably secure solution was 

developed [14] to maximise privacy or minimise information disclosure. In this work, we assume that parties are semi-

honest (or honest-but-curious), which means that a semi-honest party follows the protocol's rules with valid input but is free 

to utilise what it sees during execution to compromise security afterwards. In general, secure protocols based on the semi-

honest model are more efficient than malicious adversary protocols, and practically all real SMC protocols proposed in the 

literature are secure under the semi-honest model. We recommend the reader to [14] for thorough security definitions and 

models due to space constraints. 

 

III. OUR CONTRIBUTION 

 

We offer a unique SkNN protocol to support k-nearest neighbour search over encrypted data in the cloud while 

maintaining both data and query privacy in this work. Alice does not engage in any computations in our protocol once 

the encrypted data are outsourced to the cloud. As a result, Alice receives no information. The suggested protocol, in 

particular, satisfies the following conditions. 

• Data confidentiality -Contents of T or any intermediateresultsshouldnotberevealedtothecloud. 

• Query privacy -Bob’s input query Q should not berevealedtothecloud. 

• Correctness -The outputt
′
1, . . . , t

′
kshould be revealedonlytoBob.In addition, no information other than t

′
1, . . . , 

t
′
kshould be revealed to Bob. 

• Low computation over head on Bob-Aftersendinghis encrypted query record to the cloud, our protocolsincur low 

computation overhead on Bob compared withtheexistingworks[1],[11]–[13]. 

• Hidden data access patterns -Access patterns to thedata, such as the records corresponding to the k-

nearestneighbors of Q, should not be revealed to Alice and thecloud(topreventanyinferenceattacks). 
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VI. RESULTS AND DISCUSSION 

 

In this section, we go over the proposed protocols' performance in depth under various parameter settings. The suggested 

protocols were written in C using the Paillier cryptosystem [15]. Various tests were carried out on a Windows computer 

running with an Intel i3 CPU 2.07 GHz processor and 12GB RAM. 

Towards Performance Improvement 

The proposed techniques appear to be expensive at first glance, and they may not scale well for huge datasets. However, we 

underline in both protocols that the computations performed on each data record are independent of the others. As a result, 

we can parallelize operations on data records for increased efficiency. 

To back up this assertion, we used OpenMP programming to create a parallel version of our SkNNb protocol and compared 

its computation costs to the serial version. Our machine, as previously said, has six cores that can be used to do parallel 

tasks on six threads. Figure 3 shows the comparison findings for m = 6, k = 5, and K = 512 bits. SkNNb's parallel version is 

around 6 times more efficient than its serial version, according to our findings. This is due to the parallel version's ability to 

perform operations on six data records at once (i.e., on 6 threads in parallel). For example, when n = 10000, the parallel and 

serial versions of SkNNb take 40 and 215.59 seconds to run, respectively.We believe that parallelizing the procedures in 

SkNNm will yield similar efficiency advantages. We suggest that the proposed protocols' scalability issue can be removed 

or lessened based on the previous arguments, especially in a cloud computing environment where high speed parallel 

processing is easily obtained. Furthermore, we may enhance speed even more by running parallel processes on several 

nodes using existing map-reduce algorithms. This analysis will be left to future research. 

 

IV. CONCLUSION 

 

In many data mining applications, the k-nearest neighbours query is one of the most widely used queries. Secure query 

processing over encrypted data becomes difficult in an outsourced database environment where encrypted data is stored in 

the cloud. Over encrypted data, the present SkNN algorithms are insecure. We introduced two new SkNN protocols for 

encrypted data in the cloud in this paper. The first protocol, which serves as a starting point, sends some data to the cloud. 

Our second protocol, on the other hand, is completely secure, meaning it protects the data's confidentiality, the user's input 

inquiry, and the data access patterns. 

However, as compared to the basic protocol, the second protocol is more expensive. We also tested the performance of our 

protocols with a variety of parameter settings. We plan to examine and extend our research to other complicated 

conjunctive searches over encrypted data in the future. 
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