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ABSTRACT: Cloud storage as one of the most important services of cloud computing. Data ownership proof is an
essential process of data deduplication, especially for encrypted data. But this scheme does not provide flexible
deduplication control across multiple Cloud Service Providers (CSPs). In this paper, They propose a multiple cloud
service provider (CSPs) in which the data owner will upload the file and the hash MDS5 algorithm is used to check data
duplication during data storage at the cloud. CSPs. It can achieve data deduplication and access control with different
security requirements. And also they have proposed a scheme called Provable Ownership of the File (POF). The result
it is security, effectiveness and efficiency towards data storage management.

I. INTRODUCTION

Cloud computing allows centralized data storage and online access to computer services or resources. It offers a new
way of Information Technology (IT) services by rearranging various resources and providing them to users based on
their demands. Cloud computing has greatly enriched pervasive services and become a promising service platform due
to a number of desirable properties, such as scalability, elasticity, fault-tolerance, and pay-per-use. Data storage service
is one of the most widely consumed cloud services. Cloud users have greatly benefited from cloud storage since they
can store huge volume of data without upgrading their devices and access them at any time and in any place. However,
cloud data storage offered by Cloud Service Providers (CSPs) still incurs some problems.

First of all, various data stored at the cloud may request different ways of protection due to different data sensitivity.
The data stored at the cloud include sensitive personal information, publicly shared data, data shared within a group,
and so on. Obviously, crucial data should be protected at the cloud to prevent from any access of unauthorized parties.
Some important data, however, have no such a requirement. As outsourced data could disclose personal or even
sensitive information, data owners sometimes would like to control their data by themselves, while on some occasion,
they prefer to delegate their control to a third party since they cannot be always online or have no idea how to perform
such a control. How to make cloud data access control adapt to various scenarios and satisfy different user demands
becomes a practically important issue. Access control on encrypted data has been widely studied in the literature.

II. LITERATURE SURVEY
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[II. PROPOSED SYSTEM

In this work, we proposed to storage across multiple CSP’s and preserve data security by managing deduplication. we
also introduced a scheme called Provable Ownership of the File(POF).They enhance user privacy and improve the
performance of practical deployment. The random hash code challenge is applied to verify data ownership, which can
guarantee that the data holder really have the original data rather than its hash code
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CLOUD USER AUTHENTICATION

Owner has an initial level Registration Process in Cloud Service Provider(CSP). The users provide their own personal
information for this process. The server in turn stores the information in its database. Then they have the Login process
for the further access in cloud service Provider.
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FILE UPLOAD AND COMPARISON

In this module, the data Owner create their account under the Public cloud and upload the file in cloud storage. Here the
Provable Ownership of the file(POF) scheme is proposed. While uploading the file by data owner, the hash key is
generated based on MDS5 algorithm. The hash key is unique for all the upload files. But if the same file is upload by the
other data Owner it will not allow the file to upload rather then it will replace the reference id through Mapping of
index. It also check the file for physical present or not by both the data Owner.

SET ACCESS POLICY FOR FILE

In this module User will chooses the file and uploads to Storage where the HDFS storage system .In the system will
generate a signature in particular file and then split into multiple block. Each block will be generate signature with key
. In the signature by using MD5 message-digest algorithm is cryptographic hash function producing a 128-bit hash
value typically expressed in text format as 32 digit hex value so that files of same are de-duplicated. After that generate
convergent keys for each blocks splitting to store CSV file .like filename, file path, blocks, username, password and
block keys.

FILE DOWNLOAD REQUEST AND HANDLING

In this module , the data owner will download the file from cloud service provider. If they do not find the file then they
will request to download the file from different Cloud service provider and also check whether the file is present or not
then it gives the response to data owner.

IV. RESULT

Data deduplication is important and significant in the practice of cloud data storage, especially for big data storage
management. In this paper, we proposed a heterogeneous data storage management scheme, which offers flexible cloud
data deduplication and access control. Our scheme can adapt to various application scenarios and demands and offer
economic big data storage management across multiple CSPs. It can achieve data deduplication and access control with
different security requirements. Security analysis, comparison with existing work and implementation based
performance evaluation showed that our scheme is secure, advanced and efficient.

V. CONCLUSION

Our scheme supports data privacy of cloud users since the data stored at the cloud is in an encrypted form. One way to
support identity privacy is to apply pseudonyms in Key Generation Centre (KGC), where a real identity is linked to a
number of pseudonyms, which is verified and certified by the KGC. In our future work, we will further enhance user
privacy and improve the performance of our scheme towards practical deployment. In addition, we will conduct game
theoretical analysis to further prove the rationality and security of the proposed scheme.
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