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ABSTRACT: Cloud computing has been a widely proliferous technology providing promising services to the users in
the recent years and is ratified by most of the organizations. Archiving colossal amounts of data in the local storage is
too pricey and has high administration costs. Cloud computing is a location independent service wherein data can be
accessed anytime anywhere and is contracted out as a service by the users to the third-party cloud server. Such data
may have sensitive profitable information that needs to be secured. Several schemes have been proposed to handle the
attestation of remote data integrity in the cloud archive systems. Most of these schemes, however, do not bolster adept
data dynamics and suffer from security loopholes under these conditions. In this paper, a secure and innovative scheme
of ensuring a pliable distributed cloud storage by ensuring the integrity of the data has been proposed. It insures the
protected archiving of our private data in cloud storage environment in a proficient manner which requires less time
and low computational power thereby censoring the intruder from infiltrating into our private storage. The scheme is
straightforward and uncomplicated as compared to the others. The prototype framework has been developed in C#. The
experimental results proclaim that the framework is effective and pliable for distributed cloud storage integrity
checking.
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I. INTRODUCTION

A multitudinous number of businesses are contracting out their enormous amounts of data to the Cloud based
repositories, apparently by paying a charge for the privilege and storing their crucial data dutifully and accessing it
whenever required. This method provides great assistance to the users owing to its simplicity in the areas of hardware
and software management, storage management, power management global data access, personnel management and
cost management. It can also insure a decent repertory of crucial information by preserving its numerous replicas
thereby minimizing the chance of hardware failures causing data loss [1].

The advantages of cloud based repositories are compelling but due to the opaque nature of the cloud many
security issues exist. These issues need to be thoroughly probed for providing a reliable data solution. Data security,
privacy, integrity and trust are the major impediments faced by cloud companies for their global acceptance [2]. To
curb these issues, many algorithms and protocols (MD5, RSA, PDP) have been designed and implemented [3], [4].

Several data leakage cases have been reported for the most eminent storage service providers like Google
cloud, Dropbox and Amazon S3 [6], [7], [8] and [9]. The data loss might be concealed by the cloud service provider to
maintain its stature or data might be dispensed to save repository space, while affirming the data diminution to be nil.
The existing security mechanisms claim that the cloud supervisor can’t be fraudulent which is not true in all the cases.
Therefore, reconstruction of an adept data integrity algorithm for cloud repositories should receive prime attention [5].

In this paper, an innovative model for ensuring a pliable distributed cloud storage by maintaining the integrity
of its contents has been proposed. This verifies that the data saved by the user in the cloud repository has not been
compromised, thereby assuring data integrity. This scheme will prevent the adversaries from misstating or falsifying
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any information stored by the user by frequent inspections on such cloud repositories. It allows the data owner to
efficiently and securely guarantee the authenticity and reliability of its data provided by the cloud service provider. The
data owner might be a small hand-held device like a mobile phone or a tablet with limited processing capabilities like
CPU power, communication bandwidth and battery. Our proposed method will be able to address these issues and
generate a proof without involvement of the server or client to access the entire data. This scheme also mitigates the
local client computation and bandwidth consumption.

Il. RELATED WORK

The proof for data integrity in the cloud storage environment has gathered a lot of research attention. For assurance of
remote data integrity in the unreliable cloud, many scrutinizing techniques have been proposed. As the amount of data
generated is exceeding the data storage limit, it is expensive for small organizations to constantly modernize their
hardware and maintain large storages whenever supplementary data is generated. This complication is further
aggravated with consumption of heavy bandwidths for large file transfers with the system having only limited CPU and
battery power [1].

In 2004, Boneh et.al proposed [11] single keyword searchable encryption where all users can send the data
using public keys but only authentic users can search through the data using their allotted private keys. However, the
encryption technique used enhances the complexity of this method. In [12], a Provable Data Possession Scheme has
been proposed by the authors. This scheme ensures whether the data stored in the Cloud repositories is fully retained by
the remote cloud server by generating metadata and comparing the hash values.This scheme has high overhead and
consumes more time because the hash is run over the entire file. In 2007, Ari Juels et.al proposed [10] a scheme by
using sentinels for Proof of irretrievability for large files. It used a single key irrespective of the file size or number that
need to be verified. Whilst this scheme consumes less time, it cannot handle dynamic data and increased number of
queries. Also, this involves encryption of file using a secret key, which is more complicated to handle especially when
the file is very large. In [13], the authors have discussed compact proofs of retrievability using two POR schemes based
on the homomorphic linear authenticators for private and public verification. Although the speed of verification is
enhanced here, but the processing costs too are high. Dodis et al.in his scheme [14] reduced the size of the message, but
the scheme still suffered from the limitation due to linearity between the length of proof response to the number of
elements in the data block. Also, this scheme could only support private verification of data resulting in increased
overhead on the data owner. In [17], the authors have proposed a privacy preserving authorizationsystem for the cloud
which processes the microdata and sends anonymous data to the cloud service provider for integration with additional
information to get the results. In [16], the authors talk about Privacy-Aware Data Storage and Processing in Cloud
Computing Architectures. This paper deals with tamper proof cryptographic coprocessor, configured by authentic third
party to provide a secure platform free from unauthorized access. The authors in [15] have discussed a case study
“RACS” for Cloud Storage Diversity to avoid vendor lock-in and essentially minimize the costs.

In [18], the authors, proposed a secure auditing scheme, but suffered from the limitations of high
computational costs which were directly proportional to group and data size. Wang et al, in [19] proposed a scheme for
public auditability and data dynamics for storage security in cloud computing. However, this scheme also suffers from
high computational costs linear to the size of the data. In [20], Ming li et.al proposed an Authorized Private Keyword
Search over Encrypted Data in Cloud Computing. Here multiple data owners encrypt their documents and use
keywords and indices to allow searches. This scheme also supports multi-dimensional range queries however, suffers
from the limitations of high computational costs and excessive overhead. Ning Cao et.al in [21] proposed privacy
preserving multi-keyword search where a user can search the cloud data with multiple query keywords. This scheme
also suffers from the limitations of high computational costs and assumes that the cloud server can be trusted every
time. In reference [22], the authors propose a method of providing a choice of encryption algorithms to the users, who
can select any algorithm to secure their data. The authors here have not considered the cost of maintaining all these
algorithms. Also, this method can only be used for static data and limited number of queries. In [23], authors talk about
3 level security for the user, but they have not considered the cost aspect of this model. Also, it suffers from the
challenges such as Data locks by cloud provider, fault tolerance and disaster recovery mechanisms. In [24], the authors
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have proposed a fuzzy identity-based data auditing mechanism, where a user’s identity can be viewed as a set of
descriptive attributes, however, authors have not considered the cost and complexity aspect of this prototype. Also, they
have not tested it in a real-time environment. In [25], Salah H. Abbdal et. al, have proposed a mechanism to verify the
data integrity using TPAs based on homomorphic linear authentication and an elliptic curve digital signature algorithm
to support public verifiability. Although this technique reduces the time complexity, they have not considered the cost
and overhead involved. Yong Yu et al. in [26], have proposed ID based remote data integrity checking technique which
uses key-homomorphic cryptographic primitive to reduce the system cost and complexity for a PKI Framework.
Although, the security is enhanced, the high cost estimate is not taken into consideration. In [27], the authors have
proposed a novel public verification scheme for the cloud storage using indistinguishability obfuscation. However, the
authors have not discussed how to resist a malicious auditor and how to reduce the cloud server overhead.

Keeping in mind all these issues, a secure scheme of ensuring a pliable distributed cloud storage integrity
scrutinizing maneuver has been proposed.

The rest of the paper is organized as follows: section 11 consists of proposed scheme, section 1V describes the
experimental results, and finally the conclusion is given in section V followed by references in section VI..

I1l. PROPOSED SCHEME

One of the most cardinal concerns about cloud storage is maintaining the integrity and correctness of data stored for the
client. As the data is stored at a remote location, there should be a strategy for the client to scrutinize its integrity. In
this paper, a pliable distributed cloud storage integrity scrutinizing maneuver has been proposed. The corroboration can
be agreed upon by both the client and the cloud service provider in the form of a Service level agreement (SLA). This
scheme is used to check whether the data has been illegitimately amended or deleted.

The proposed scheme involves encrypting only few bits per block, but not the entire data thus reducing the
computational overhead. A high likelihood of security can be attained by encryption of fewer bits instead of the entire
data. The client does not need to store any data within itself, thus minimizing the storage overhead and bandwidth
requirements. Therefore, the scheme is well suited to thin clients (mobile phones, tablets, etc.) as well.

A. System Architecture:

Irrespective of the data size, the Third-Party Auditor (TPA) is required to store only one cryptographic key and
two random sequence generating functions. The Auditor is not supposed to store any data with itself. Its job is to pre-
process the file, append meta-data onto it and store it to the cloud repository. During the verification process, the
Auditor uses the meta-data to verify the actual data integrity. This scheme only scrutinizes the correctness of the data,
but cannot prevent data loss from cloud data repositories due to natural or unnatural causes. To prevent data loss, it
should be duplicated and stored in different authentic data centers. To support dynamic data behavior and multi-query
operations like update, insert and delete on the client side, an additional encryption of fewer data bits is done. The
architectural diagram for this scheme is given in figure 1. The key features of the proposed scheme are as follows:
Simplicity of operation.
low communication cost as no complex encryption algorithms have been used
low computation cost for data authentication
low storage and bandwidth overhead for client.
reduced chance of data loss due to hardware failures
protected archiving of our private data

RN
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Figure 1: Architectural Diagram

B. Integrity Scrutinizing Maneuver Algorithm

The proposed technique consists of three entities: Owner (Client), TPA (Third Party Auditor) and the Admin. Each
entity has a major role to play for the algorithm to execute perfectly. The client is the owner of the data who wants to
use the cloud services. The role of the Auditor is to pre-process the data, add meta-data to it and store it in the cloud
repository. The Admin is the main entity that controls the functioning of both the client as well as the TPA. The
sequence diagram is shown in figure 2.
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Figure 2: Sequence Diagram
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The proposed algorithm has two parts:

Algorithm 1: General

Step 1:
Step 2:
Step 3:
Step 4:
Step 5:

Step 6:

The client (owner) of the data registers with the cloud services.

A secret key for login is sent to the email id of the client for secure access of the cloud.

After login, client uploads its file to the cloud repository. A cryptographic encryption key is sent to the mail
id of the client.

Every client file uploaded or downloaded to and from the cloud repository goes through the encryption
scheme by generating new keys for each piece of data.

Admin overviews the entire functioning, monitors client data and issues warnings in case of suspicious
activities.

The Auditor verifies the client files, appends metadata to the file and stores them in the repository.

Algorithm 2: Generation of Metadata and Integrity Checking

Step 1:The client wants to store the file (F) in the cloud repository. Each file is divided into ‘i’ blocks.

Step 2:
Step 3:
Step 4:

Step 5:

Each ‘i’ block is divided into ‘j’ bits.
*k” number of bits out of ‘j” bits of ‘i’ blocks are selected for the construction of Metadata.
Generation of metadata is done by the function H(m,n) which is elucidated as follows:

H (M, n) — {1...j}, m €[L...i}, NE[L...K} —~---nmemms ),

Where ‘k’ is the number of bits per block. Function H(m,n) gives the n" bit in the m" data block. Value for ‘k’
is a secret given by the Auditor. Each data block has ‘k’ bits and total bits for all ‘i’ blocks is given as (i*k)
bits. “jm”” represents the k bits of meta data form™ data block.

The metadata from the data block “jm” is encrypted and modified to metadata “Jm”. Let “G” bethe

function which generates k bit integer “am” for each m. This is kept a secret with the Auditor and is defined
as:

G: m—am, am€{0...2"}---=mmmmm-- (2

Step 6:For metadata“jm” of each data block the number am is added to get a new K bit number given below:

Step 7:
Step 8:

Step 9:

Jm=jm+am 3)

The metadata generated is now clubbed together and affixed to the user’s file F before saving it to cloud.

If the client wants to verify integrity of the m"data block, the Auditor throws a to the cloud server by
specifying the block number m and bit number n generated using the function ““H”, which is known only by
the Auditor. The Auditor also specifies the position at which the metadata corresponding to block m is
appended. Metadata is a k bit number.

The cloudarchive server sends the response for the verification to the client via Auditor.

Step 10: Metadata of the response is decrypted using “am . The bit in decrypted metadata is compared with the bit

send in the response by the cloud. If both match, then the data is intact with its integrity maintained and
otherwise if a mismatch is found. In other words, the cryptographic key generated by TPA is compared to the
cloud archive’s cryptographic key. If both match, then the data integrity is not breached and vice versa.
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IV.EXPERIMENTAL RESULTS

This section describes the environment, hardware and software requirements that have been used to design the
proposed framework and to perform the experiments successfully. The system requirements are given in table I.

TABLE 1. SYSTEM REQUIREMENTS

S.No. Parameter Value
1 System (PC) Intel Core 13 processor
2 Operating System Windows 10
3 Database SQL Server 2008
4 Framework Microsoft Visual Studio 2010
5 Coding language C#
P [ :E Crener Tiegistralion ﬁ
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Figure 3 depicts the GUI for the proposed framework which is developed in C#. It has the following modules: Admin,
TPA, Owner and Signup for the client. Figure 4 shows owner/client registration process. It consists of credentials to be
filled by the client such as Owner ID, Password, Gender, Age, Phone, Email 1D and Date.
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Security Key —iiss Direct Verification Files (#)
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After the registration process, the client can login as shown in figure 5. The security key for the client is sent to his mail
id. To enhance the security of the client account, the security key can be changed by the client later per his own
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preference. Figure 6 depicts the account of the client/owner and all the tasks that he can perform like file upload,
checking the file details, verification, modification and download of the files.
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Figure 7 portrays the file upload status and generates a file cryptography encryption key which is sent to the owner’s
mail id. Figure 8 illustrates the file verification process after the two keys have been matched and found to be same and
the integrity of the data has been verified.

V. CONCLUSION

In this paper, an innovative prototype framework for ensuring a pliable distributed cloud storage by checking the data
integrity has been proposed. The main aim of this research is to develop a pliable framework for checking the integrity
of the data stored in a cloud repository by the client. The proposed framework removes the drawback of the existing
techniques by providing features like simplicity, low communication and computation costs as it uses least complex
encryption techniques, low storage and bandwidth requirements for the client, reduced chance of data loss due to
hardware failures and protected archiving of our private data. The client is needed to store only two functions, the bit
generator function H, and the function G which is used for encrypting the data. Therefore, the storage at client side is
minimal, thus it can be used for thin clients with low power batteries. Additionally, the encryption process used in our
technique is not so complex. Only a fraction of client data is encrypted, thus reducing the time complexity of this
framework. The network bandwidth is minimized too because the cloud repository sends the results in fewer bits as
compared to other techniques. In future, the focus of this research will be on using data in a dynamic and multi-query
environment.
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