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ABSTRACT: In cloud computing, private data can store in the server and allow for accessing the public users in the
cloud server. Outsourced data contain secure message data must be encrypted before uploaded in the cloud. When the
encrypted data must be search very difficult manner. We are used to develop the fine grained multi keyword search
schemes using encrypted cloud data. This concept is having the three fold. First, introduced in related to one word of
one meaning and get the important factors on keywords and enable to search keywords and personalized user
experience. Second, develop a very efficient to search the multi keyword. Third, classified sub dictionaries to achieve
more efficiency on content table, data can send do not block the other data. We analyze the much more secure proposed
schemes in this document to reliability privacy protection of content table and unlinkability of trapdoor. In this base
paper used Symmetric and Secret Keys for encryption. Symmetric encryptions are significantly faster than asymmetric
encryptions, but require all parties to somehow share a secret key. The asymmetric algorithms allow public key
infrastructures and key exchange systems, but at the cost of speed. To tackles the problem, we used hybrid encryption.
Hybrid encryption is a mode of encryption that merges two or more encryption systems. It includes a combination of
asymmetric and symmetric encryption to take advantage from the strengths of each form of encryption. These strengths
are respectively defined as speed and security. In this scheme, it achieves the security level and the better performance
in functionality and query complexity.
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I. INTRODUCTION

In Cloud computing, the cloud users can remotely store data into the cloud so as to enjoy the quality
applications and services from computing resources. Its having the great flexibility and money savings for both
individuals and organizations to outsource their local complex data management system into the cloud. To protect data
privacy and deal with unwanted accesses in the cloud and beyond, sensitive data. The outsourced data may have
sensitive privacy information. It is necessary to encrypt the private data before transmitting to the cloud servers. The
data encryption. Simply encrypting the data may cause other security issues. The solution for this issue is searchable
encryption. In searchable encryption owner needs to generate several keywords, and then these keywords are then
encrypted and stored at the cloud server.

When a search user want to access the outsourced data, it can select some relevant keywords and send the
ciphertext to the cloud server. The cloud server uses the ciphertext to match the encrypted keywords, and returns the
matching results to the search user. Later, for achieving the efficient search query Sun et al. propose a multi-keyword
text search scheme which uses the relevance scores of keywords and utilizes a multidimensional tree technique. Yu et
al. propose a multi-keyword top-k retrieval scheme to encrypt the index and guarantees high security. Li et al. uses the
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relevance score and k-nearest neighbor techniques to develop an efficient multi-keyword search scheme that return the
ranked search results based on the precision.

Query with user preferences is popular in the plaintext search, it allows personalized search and represent

user’s requirements, but not supported in the encrypted data. To improve the user’s experience on searching, an
important function is the multi-keyword search with the comprehensive logic operations, i.e., the “AND”, “OR” and
“NO” operations. This is reduce the searching space and quickly identify the desired data. The “OR” operation is for
searchable encryption scheme, “AND” operation with the returned documents matching all keywords. most existing
proposals can allow search with single logic operation, rather than the mixture of multiple logic operations on
keywords,In this work these issues addressed by developing two FMS schemes over encrypted cloud data.
In this paper we introduce relevance scores and the preference factors of keywords for searchable encryption. From this
relevance score can give more accurate result and the preference factor represent the importance of keywords in the
search keyword. Thus it improves the search functionality as well as user experience. The “AND”, “OR” and “NO”
operations in the multi-keyword search for searchable encryption. The proposed scheme can achieve more
comprehensive functionality and lower query complexity. The use of sub-dictionaries technique to enhance the
efficiency. It can achieve better efficiency in terms of index building, trapdoor generating and query.

Il. LITERATURE REVIEW
A.).Privacy-Preserving Multi-keyword Ranked Search over Encrypted Cloud Data

In cloud computing, data owners outsource their complex data. For protecting data privacy, sensitive data has
to be encrypted before outsourcing. Enabling an encrypted cloud data search service is major importance. Related
works on searchable encryption focus on single keyword search or Boolean keyword search, and rarely differentiate the
search results. In this paper, define and solve the challenging problem of privacy-preserving multi-keyword ranked
search over encrypted cloud data (MRSE), and establish a set of strict privacy requirements for such a secure cloud data
utilization.

B) Efficient multi-keyword ranked query over encrypted data in cloud computing

To avoid information leakage, sensitive data have to be encrypted before uploading onto the cloud servers. In
the current multi-keyword ranked search approach, the keyword dictionary is static and cannot be extended easily when
the number of keywords increases. In this paper, author propose a flexible multi-keyword query scheme, called MKQE
to address the aforementioned drawbacks. MKQE greatly reduces the maintenance overhead during the keyword
dictionary expansion. Therefore, the documents that have higher access frequencies and access history get higher
rankings in the matching result set.

C) Enabling Efficient Multi-Keyword Ranked Search Over Encrypted Mobile Cloud Data Through Blind Storage

In this paper, author gives the searchable encryption for multi-keyword ranked search over the storage data.
By considering the large number of outsourced documents (data) in the cloud, the use of relevance score and k-nearest
neighbour techniques to develop an efficient multi-keyword search scheme that can return the ranked search results
based on the accuracy. Due to this improve the search efficiency.

D) Secure Ranked Keyword Search over Encrypted Cloud Data
In this paper, for the first time author define and solve the problem of secure ranked keyword search over
encrypted cloud data. Ranked search greatly improves system usability by returning the matching files in a ranked

order regarding to certain relevance criteria (e.g., keyword frequency), thus making one step closer towards practical
deployment of privacy-preserving data hosting services in Cloud Computing. We first give a straightforward yet ideal
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construction of ranked keyword search under the state-of-the-art searchable symmetric encryption (SSE) security
definition, and demonstrate its inefficiency. To achieve more practical performance, author proposes order-preserving
symmetric encryption (OPSE).
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IV.PROPOSED SYSTEM

¢ In this work, we address by developing Fine-grained Multi-keyword Search (FMS) schemes over encrypted cloud
data.

e To tackle the existing problem, we proposed hybrid encryption for security.

o In this system, we introduce the relevance scores and the preference factors of keywords for searchable encryption.
The relevance scores of keywords can enable more precise returned results, and the preference factors of keywords
represent the importance of keywords in the search keyword set specified by search users and correspondingly
enables personalized search to cater to specific user preferences. It thus further improves the search functionalities
and user experience.

e In this system, we realize the “AND”, “OR” and “NO” operations in the multi-keyword search for searchable

encryption. Compared with schemes, the proposed scheme can achieve more comprehensive functionality and

lower query complexity.

In this system, we employ the classified sub-dictionaries technique to enhance the efficiency.

V.ALGORITHMS

Data Owner:
Step 1) Register
Step 2) Login
Step 3) Symmetric Key, Secret Key, Public and Private Key Generation
Step 4) Enter Document name and contents of Document
Step 5) Enter Some Keywords about Document
Step 6) Encrypt Document based on Symmetric Key (AES Encryption) --> Ciphertext
Encrypt that Ciphertext once again based on Public Key (RSA Encryption) --> Ciphertextl
Step 7) Encrypt Keywords based on Secret Key --> index
Encrypt that index once again based on Data Owner Identity (Identity Based Encryption) --> Encrypted
Index
Step 8) Upload Ciphertextl with Encrypted Index to Cloud Server
Step 9) Send Symmetric, Secret and Private Keys to Authenticated Search Users

Search User:
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Step 1) Register
Step 2) Login
Step 3) Choose Data Owner then send Key Request
Step 4) Get Symmetric, Secret and Private Keys from Data Owner
Step 5) Enter Search Keywords
Step 6) Encrypt Search Keywords based on Secret Key --> trapdoor
Encrypt that trapdoor once again based on Data Owner Identity (Identity Based Encryption) --> Encrypted
trapdoor
Step 7) Send Encrypted trapdoor with any one Operation (AND, OR, NO) to Cloud Server then Receive the
matched encrypted document collections from cloud server.
Step 8) Encrypted Documents (Ciphertextl) --> Decrypt that Ciphertextl based on Private Key (RSA
Decryption) --> Ciphertext Ciphertext --> Decrypt that Ciphertext based on Symmetric Key (AES Decryption) —
Document

VI.CONCLUSION

In this thesis, we have investigated on the fine-grained multi-keyword search (FMS) issue over encrypted
cloud data, and proposed two FMS schemes. The FMS _I includes both the relevance scores and the preference factors
of keywords to enhance more specific search as well as better users’ experience. The FMS_II achieves secure and
efficient search with practical functionality, i.e., “AND”, “OR” and “NO” operations of keywords. We proposed the
enhanced schemes supporting classified sub-dictionaries (FMSCS) to improve efficiency. Furthermore our proposed
hybrid encryption schemes, the result is the added security of the transmittal process along with overall improved
system performance.
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