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ABSTRACT: In this paper, we survey different intrusions affecting availability, confidentiality and integrity of Cloud 
resources and services. Proposals incorporating Intrusion Detection Systems (IDS) and Intrusion Prevention Systems 
(IPS) in Cloud are examined. We recommend IDS/IPS positioning in Cloud environment to achieve desired security in 
the next generation networks.  
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I. INTRODUCTION 

 
The  term  ‘Security’  in  the  world  of  digital  computing refers to safeguarding the information that is being 

transmitted over the internet. Since all the operations performed in this era are automated and large volumes of data or 
storage upto giga, tera and petabytes is demanded, so security still remains a typical issue that has to be addressed. 
The evolving technologies like cloud computing uses a huge volume of storage, its data and services are also 
distributed among multiple  users.    

 
The most preferred technology by industries the “Cloud Computing” introduced by NIST is a large scale dynamic 

distributed computing technology. It is built in order to meet the demand for power and memory storage to lend a 
hand for the scientific research and industrialization [1]. The services are made available by the virtual hardware, 
simulated by one or more hypervisor that runs the virtual machines. 

 
In Distributed environment, the computing is decentralized where two or more computers communicate over a 

network to establish a common goal independently. To retain the transparency, consistency, integrity, concurrency 
and availability of data it must be secured enough at each level of computing. Since the dynamic users share the data 
and hardware resources distributed over the network, the users and their data must be protected and should be 
available during relocation. 

 
The five essential characteristics include On-demand service [3], Broad network access, Resource pooling, 

Scalable 
& elastic and Metered services by NIST. The cloud computing offers three service models viz. Infrastructure as a 
service (IaaS), Platform as a service (PaaS), Software as a service (SaaS) and four deployment models viz. public 
cloud, private 
cloud, community cloud and hybrid cloud [4], [5]. DDoS Attacks and its Countermeasures 
A.   DDoS attacks and its history 

DDoS attacks are initiated by a network of remotely controlled, well structured, and widely dispersed nodes called 
Zombies. The attacker launches the attack with the help of zombies. These zombies are called as secondary victims. 
The first massive DDoS attack has been encountered in the late june and early july, 1999 [2] followed by an Fapi 
tool attack in 
1998 which is not well documented. The first DDoS attack was to flood a single computer in University of 
Minnesota. 
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The occurrences of DDoS attacks with year are given in the table 1. The servers suffered from DDoS attacks 
during the 
year 2000 [2] are Yahoo server, Amazon, Buy.com, CNN, and eBay, E*Trade and ZDNet, and NATO sites. 
The recent attacks in 2013 include the attack in China’s websites, Bitcoin, largest cyber attack by Cyber 
Bunker, NASDAQ trading market, Iranian Cyber attacks on FBI and so. 
 

 
 

 
 
From the above survey most of the victims of DDoS attacks are distributed and shared. 
 
B.  Taxonomy of DDoS Attacks 
Variety of DDoS attacks are sprouting in the computing world. The taxonomy of the DDoS attacks has been depicted in 
the Figure 1. 
1) Bandwidth Depletion Attacks 
This type of attack consumes the bandwidth of the victim by 
flooding the unwanted traffic to prevent the legitimate traffic from reaching the victim’s network. Trinoo is one of the 
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DDoS tools that cause the Bandwidth depletion attacks. These attacks can be further classified as: 
 
a) Flood Attacks: This attack is launched by an attacker sending huge volume of traffic to the victim with the help of 
zombies that clogs up the victim’s network bandwidth with IP traffic. The victim system undergoes a saturated network 
bandwidth and slows down rapidly preventing the legitimate traffic to access the network. This is instigated by UDP 
and ICMP packets. 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

Fig. 1.  Taxonomy of DDoS Attacks 

An UDP flood attack is initiated by following steps: 
1. An attacker sends a large number of UDP packets to the victim’s random or specified ports with the help of 

zombies. 
2. On receiving the packets, the victim looks the destination ports to identify the applications waiting on the port. 
3. When there is no application, it generates an ICMP packet with a message ‘destination unreachable’. 
4. The return packets from the victim are sent to the spoofed address and not to the zombies. 

As a result the available bandwidth has been depleted without servicing the legitimate users. This impacts the 
connections and systems located near the victim [6] [7]. 

An ICMP flood attack is set off by following steps: 
1. An attacker sends a large number of ICMP_ECHO_REPLY packets to the victim with the help of zombies. These 

kind of packets requires a response message from the victim. 
2. The victim sends the responses to the packets received 
3. Now the network is clogged with request response traffic. The spoofed IP address may be used in the ICMP 

packet. 
The bandwidth of the victim network connections is saturated and depleted rapidly without servicing the legitimate 

users. 
 

Other variations of these attacks has been described in[8]. 
b) Amplification attacks: 

The  attacker  sends  a  large  number  of  packets  to  a broadcast IP address. In turn causes the systems in the 
broadcast address range to send a reply to the victim thereby resulting in a malicious traffic. This type of attack 
exploits the broadcast address feature found in most of the internetworking devices like routers. This kind of attack can 
be launched either by the attacker directly or with the help of zombies. The well known attacks of this kind are: 
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The Smurf attack is caused by following steps: 
1. Attacker sends packets to a network device that supports broadcast addressing technique e.g. Network amplifier. 

The return address in these packets are forged or spoofed with victim’s address. 
2. ICMP_ECHO_RESPONSE packets are sent by the network amplifier to  all  the  systems  in  the  broadcast IP  

address range. This packet implies the receiver to respond with an ICMP_ECHO_REPLY. 
3. An ICMP_ECHO_REPLY message from all the systems in the range reaches the victim. 
 

The Fraggle attack is the variation of Smurf attacks where the UDP echo packets are sent to the ports that supports 
character generation. It has following steps: 
1. Attacker sends UDP echo packets to a port that supports character generation. The return address in these 
packets are spoofed with victim’s address with the port supporting character generation thus creating an infinite loop. 
2. This targets the port supporting character generation of all the systems reached by broadcast address. 
3. All these systems in the range echoes back to the character generator port in the victim. 
4. This  process  repeats  since  UDP  echo  packets  are used. This attack is worse than the smurf attacks. 
 

A variant of these attacks is the reflector attack, which involves   a   set   of   reflectors   i.e.   intermediary  hosts   
to accomplish the specified task. The reflector keeps responding to the packets it receives. So the attackers make use 
of these reflectors for the attacks that requires responses. In this case the return IP- address will be spoofed with 
victim’s system. 
2)   Resource Depletion Attacks: 

The DDoS Resource depletion attack is targeted to strap the resources of the victim’s system, so that the legitimate 
users are not serviced. The following are its types: 

a) Protocol Exploit Attacks:These attacks is to consume the surplus quantity of resources from the victim by 
exploiting the specific feature of the protocol installed in the victim. TCP SYN attacks are the best example of this 
type [9]. 

 
b) Malformed Packet Attacks:The term malformed packet refers to the packet wrapped with malicious 

information or data. The attacker sends these packets to the victim to crash it. This can be performed in two ways: 
i. IP Address attack: The malformed packet is wrapped with same source and destination IP address thus creating 

chaos in the victim’s OS. It rapidly slows down and crashes the victim. 
ii. IP packet options attack: This attack makes use of the optional fields in the IP packet to form the malformed 
packet. The  optional fields  are  filled  by  setting all  the  quality of service bits to one. So the victim spends 
additional time to process this packet. This attack is more vulnerable when attacked by more than one zombie. 
C.  Countermeasures and Mitigating policies against DDoS Attacks 

Various countermeasures had  been adopted and  still emerging for mitigating against the DDoS attacks 
1) DDoS defense mechanisms- Intrusion based 

Most of the DDoS attacks are influenced by an intruder attempting to make an unauthorized access in the victim 
system/network. The defense mechanisms are as follows: 
a) Intrusion Prevention: The best mitigation policy against any attacks is to prevent the occurrence of the 
attacks. Some of the Intrusion Prevention techniques are [9-10]: 

Ingress filtering and Egress filtering 
Route based distributed packet 
Secure Overlay Services and Disabling unused services History based IP filtering 
Applying security patches, 
Changing IP address and Disabling IP 
broadcasts Load balancing and Honey pots 
The intrusion prevention techniques do not completely remove the risk of DDoS attacks but increases the security. 

b) Intrusion Detection: This system helps the victim to avoid the  propagation  of  DDoS  attacks  and  prevents  it  
from crashing. The various methods in intrusion detection include: 
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1. Anomaly detection: This method detects the attacks by recognizing the anomalies in the system’s performance. 
This is done by comparing with certain normal behavior of the system’s performance detected previously. This 
method identifies the false positives in the system’s behavior. Some of the studies include the following [9-12]: 

NOMAD 
Management Information Base [MIB] 
Packet sampling and filtering technique with congestion 
D-WARD 
MULTOPS – It is a data structure designed for the purpose of detecting DDoS attacks. It is based on the assumption that, if the 

IP addresses of the systems participating in a DDoS attack is possible, then measures are taken to block only these particular 
addresses. 

2. Misuse detection: This method detects the DDoS attacks by maintaining the database of well-known signatures or patterns of 
exploits. Whenever one such pattern has been detected, DDoS attacks are reported. Various misuse detection techniques has been 
discussed in [6]. 
 
c) Response to the intruder detection: Once the DDoS attack has been detected, it has to be blocked/ prevented and the attacker 
must be traced to keep track the attacker’s identity. 
The attackers can be blocked in two ways: The automated process which is normally not preferred since it may lead to service  
degradation  because  of  false  alarm.  The  manual process involves the network administrator to identify and block the attacker 
through Access Control Lists (ACL). 

Some of the commonly preferred approaches are discussed in this context [13]. 
IP traceback – refers to looking back the attack’s path to find its originator. By this policy, the path and route traversed by 

the attacker can be identified [9]. 
ICMP traceback– In this mechanism each router samples the forwarding packets with a low probability and sends an 

ICMP traceback message to the destination. In such scenario, the victim will receive more no of ICMP messages. A chain of 
traceback messages has been constructed to identify the attacker. 

Link-testing traceback [14] – In this technique the victim tests whether each of incoming link is probable for an attack or 
not. It does so by flooding the links with huge bursts of traffic and checks whether in causes any perturbation to the networks. It 
requires knowledge about network topology. 

 Probabilistic packet marking (PPM) [15] - This method can be deployed either during the attack or after the attack. Savage 
proposed an efficient way to encode the partial route path with IP traceback data without requiring any knowledge about network 
topology, router information, huge traffic and large packet size. 
 

There are certain DDoS attacks which can be detected but cannot be prevented. In such cases the research has been focused to 
minimize the attack’s impact by maximizing its 
QoS.  Systems  with  this  provision  are  called  as  Intrusion 
Tolerant system with following factors [16]: 

a.  Fault tolerance 
b. Quality of service 

 
II. DDOS ATTACKS IN CLOUD ENVIRONMENT 

 
Of various attacks in the cloud environment 14% had contributed by DoS attacks by eighth annual Worldwide Infrastructure 
Security Report in 2012 [9]. In [17] the cloud attacks have been classified based on DoS, Data Confidentiality, Data availability 
and integrity with the current defense measures. The attacks in cloud environment affects  the server, browser, application and 
network levels [1], [2], [4], [18]-[22] are depicted in the figure 2 and described briefly in the table 2. 
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 Fig. 2.  Levels of Cloud Attacks 
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III. CONCLUSIONS AND FUTURE WORK 

 
As DDoS attacks are on rise in all emerging technologies, we can expect a lot of security measures and corresponding 
vulnerabilities in future. This paper as a start provides a brief survey on DDoS attacks, taxonomy of attacks, its types 
and various counter measures to mitigate the DDoS attacks. This survey confers DDoS attacks detection, prevention 
and tolerance techniques. From the survey, the DDoS attacks are the major threat to the internet community and 
evolving distributed computing technologies. 
A swing to the global IT industries is the emerging cloud computing technology for which most of the IT industries are 
transferring their services to. The effects of DDoS effects in the Cloud environment have been focused. Of various 
attacks in cloud environment 14% is contributed by DDoS attacks. 
The future work is to design a secured cloud infrastructure mitigating the attacks identified and to withstand the future 
attacks. 
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