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ABSTRACT: In this paper, we survey different intrusions affecting availability, confidentiality and integrity of Cloud
resources and services. Proposals incorporating Intrusion Detection Systems (IDS) and Intrusion Prevention Systems
(IPS) in Cloud are examined. We recommend IDS/IPS positioning in Cloud environment to achieve desired security in
the next generation networks.
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|I. INTRODUCTION

The term ‘Security’ in the world of digital computing refers to safeguarding the information that is being
transmitted over the internet. Since all the operations performed in this era are automated and large volumes of data or
storage upto giga, tera and petabytes is demanded, so security still remains a typical issue that has to be addressed.
The evolving technologies like cloud computing uses a huge volume of storage, its data and services are also
distributed among multiple users.

The most preferred technology by industries the “Cloud Computing” introduced by NIST is a large scale dynamic
distributed computing technology. It is built in order to meet the demand for power and memory storage to lend a
hand for the scientific research and industrialization [1]. The services are made available by the virtual hardware,
simulated by one or more hypervisor that runs the virtual machines.

In Distributed environment, the computing is decentralized where two or more computers communicate over a
network to establish a common goal independently. To retain the transparency, consistency, integrity, concurrency
and availability of data it must be secured enough at each level of computing. Since the dynamic users share the data
and hardware resources distributed over the network, the users and their data must be protected and should be
available during relocation.

The five essential characteristics include On-demand service [3], Broad network access, Resource pooling,
Scalable
& elastic and Metered services by NIST. The cloud computing offers three service models viz. Infrastructure as a
service (laaS), Platform as a service (PaaS), Software as a service (SaaS) and four deployment models viz. public
cloud, private
cloud, community cloud and hybrid cloud [4], [5]. DDoS Attacks and its Countermeasures
A. DDos attacks and its history

DDosS attacks are initiated by a network of remotely controlled, well structured, and widely dispersed nodes called
Zombies. The attacker launches the attack with the help of zombies. These zombies are called as secondary victims.
The first massive DDoS attack has been encountered in the late june and early july, 1999 [2] followed by an Fapi
tool attack in
1998 which is not well documented. The first DDoS attack was to flood a single computer in University of
Minnesota.
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The occurrences of DDoS attacks with year are given in the table 1. The servers suffered from DDoS attacks

during the

year 2000 [2] are Yahoo server, Amazon, Buy.com, CNN, and eBay, E*Trade and ZDNet, and NATO sites.
The recent attacks in 2013 include the attack in China’s websites, Bitcoin, largest cyber attack by Cyber
Bunker, NASDAQ trading market, Iranian Cyber attacks on FBI and so.

From the above survey most of the victims of DDoS attacks are distributed and shared.

TABLE I Or1cD OF DDOS ATIACKS
DDoS tool Possible Attacks Year
Fapi UDP, TCP(SYN and ACK) and ICMP floods 1998
Tnnoo Distmbuted SYIN DoS attack 1999
Tnbe Flood | ICME flood, SYN flood, UDP flood, and 1999
Network SMUEF style attacks
Stacheldraht ICMPE flopd, SYN flood, UDP flood, and 1999
SMURF attacks
Shatt packet flooding attacks 1999
mstrearn TCP ACK Flood attacks 2000
Trmity UDP, fragment, SYMN, E3T, ACK and other flood | 2000
attacks
Tribe Flood | UDP, TCP, and ICMP Teardrop and LAND 2000
Network 2K attacks
Ramen Uses back chaining model for automatic 2001
propagation of attack
Code Red & | TCPSYN 2001
CodeRed 11 attacks
Knight SYN attacks, UDP Flood attacks 2001
Nimda Attacks throush email attachments, SMB 2001
networking and backdoors attacks
SQL slammer | SQL codeinjection attack 2003
DDOSIM-0.2 | TCP based connection attacks 2010
Loris Slowloris attack and its variants viz. Pvloris 2009
Qslowloris Attacks the websites eg: IRC bots, Botnets 2009
L4D2 Propagation attacks 2009
XerXeS Wiki Leaks attacks, QR code attacks 2010
Saladin Web servers attacks, tweet attacks 2011
Apacheldller Apache server attacks, scripting attacks 2011
Tor's HTTP POST attacks 2011
Hammer

B. Taxonomy of DDoS Attacks
Variety of DDoS attacks are sprouting in the computing world. The taxonomy of the DDoS attacks has been depicted in

the Figure 1.

1) Bandwidth Depletion Attacks
This type of attack consumes the bandwidth of the victim by
flooding the unwanted traffic to prevent the legitimate traffic from reaching the victim’s network. Trinoo is one of the
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DDosS tools that cause the Bandwidth depletion attacks. These attacks can be further classified as:

a) Flood Attacks: This attack is launched by an attacker sending huge volume of traffic to the victim with the help of
zombies that clogs up the victim’s network bandwidth with IP traffic. The victim system undergoes a saturated network
bandwidth and slows down rapidly preventing the legitimate traffic to access the network. This is instigated by UDP
and ICMP packets.

{eep)
J

Fig. 1. Taxonomy of DDoS Attacks

An UDP flood attack is initiated by following steps:
1. An g_ttacker sends a large number of UDP packets to the victim’s random or specified ports with the help of
zombies.
2.0n receiving the packets, the victim looks the destination ports to identify the applications waiting on the port.
3. When there is no application, it generates an ICMP packet with a message ‘destination unreachable’.
4.The return packets from the victim are sent to the spoofed address and not to the zombies.
As a result the available bandwidth has been depleted without servicing the legitimate users. This impacts the
connections and systems located near the victim [6] [7].
An ICMP flood attack is set off by following steps:
1. An attacker sends a large number of ICMP_ECHO_REPLY packets to the victim with the help of zombies. These
kind of packets requires a response message from the victim.
2. The victim sends the responses to the packets received
3. NO\II(V the network is clogged with request response traffic. The spoofed IP address may be used in the ICMP
packet.
The bandwidth of the victim network connections is saturated and depleted rapidly without servicing the legitimate
users.

Other variations of these attacks has been described in[8].
b) Amplification attacks:

The attacker sends a large number of packets to a broadcast IP address. In turn causes the systems in the
broadcast address range to send a reply to the victim thereby resulting in a malicious traffic. This type of attack
exploits the broadcast address feature found in most of the internetworking devices like routers. This kind of attack can
be launched either by the attacker directly or with the help of zombies. The well known attacks of this kind are:
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The Smurf attack is caused by following steps:

1. Attacker sends packets to a network device that supports broadcast addressing technique e.g. Network amplifier.
The return address in these packets are forged or spoofed with victim’s address.

2. ICMP_ECHO_RESPONSE packets are sent by the network amplifier to all the systems in the broadcast IP
address range. This packet implies the receiver to respond with an ICMP_ECHO_REPLY.

3. An ICMP_ECHO_REPLY message from all the systems in the range reaches the victim.

The Fraggle attack is the variation of Smurf attacks where the UDP echo packets are sent to the ports that supports
character generation. It has following steps:

1. Attacker sends UDP echo packets to a port that supports character generation. The return address in these
packets are spoofed with victim’s address with the port supporting character generation thus creating an infinite loop.

2. This targets the port supporting character generation of all the systems reached by broadcast address.
3. All these systems in the range echoes back to the character generator port in the victim.
4.This process repeats since UDP echo packets are used. This attack is worse than the smurf attacks.

A variant of these attacks is the reflector attack, which involves a set of reflectors i.e. intermediary hosts
to accomplish the specified task. The reflector keeps responding to the packets it receives. So the attackers make use
of these reflectors for the attacks that requires responses. In this case the return IP- address will be spoofed with
victim’s system.

2) Resource Depletion Attacks:

The DDoS Resource depletion attack is targeted to strap the resources of the victim’s system, so that the legitimate

users are not serviced. The following are its types:

a) Protocol Exploit Attacks:These attacks is to consume the surplus quantity of resources from the victim by
exploiting the specific feature of the protocol installed in the victim. TCP SYN attacks are the best example of this

type [9].
b) Malformed Packet Attacks:The term malformed packet refers to the packet wrapped with malicious
information or data. The attacker sends these packets to the victim to crash it. This can be performed in two ways:

i. IP Address attack: The malformed packet is wrapped with same source and destination IP address thus creating
chaos in the victim’s OS. It rapidly slows down and crashes the victim.

ii. IP packet options attack: This attack makes use of the optional fields in the IP packet to form the malformed
packet. The optional fields are filled by setting all the quality of service bits to one. So the victim spends
additional time to process this packet. This attack is more vulnerable when attacked by more than one zombie.

C. Countermeasures and Mitigating policies against DDoS Attacks
Various countermeasures had been adopted and still emerging for mitigating against the DDoS attacks
1) DDoS defense mechanisms- Intrusion based
Most of the DDoS attacks are influenced by an intruder attempting to make an unauthorized access in the victim
system/network. The defense mechanisms are as follows:

a) Intrusion Prevention: The best mitigation policy against any attacks is to prevent the occurrence of the
attacks. Some of the Intrusion Prevention techniques are [9-10]:

Ingress filtering and Egress filtering
Route based distributed packet

Secure Overlay Services and Disabling unused services History based IP filtering

Applying security patches,

Changing IP address and Disabling IP

broadcasts Load balancing and Honey pots

The intrusion prevention techniques do not completely remove the risk of DDoS attacks but increases the security.

b) Intrusion Detection: This system helps the victim to avoid the propagation of DDoS attacks and prevents it
from crashing. The various methods in intrusion detection include:
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1. Anomaly detection: This method detects the attacks by recognizing the anomalies in the system’s performance.

This is done by comparing with certain normal behavior of the system’s performance detected previously. This

method identifies the false positives in the system’s behavior. Some of the studies include the following [9-12]:
NOMAD

Management Information Base [MIB]

Packet sampling and filtering technique with congestion
D-WARD

MULTOPS - It is a data structure designed for the purpose of detecting DDoS attacks. It is based on the assumption that, if the
IP addresses of the systems participating in a DDoS attack is possible, then measures are taken to block only these particular
addresses.
2. Misuse detection: This method detects the DDoS attacks by maintaining the database of well-known signatures or patterns of
exploits. Whenever one such pattern has been detected, DDoS attacks are reported. Various misuse detection techniques has been
discussed in [6].

¢) Response to the intruder detection: Once the DDoS attack has been detected, it has to be blocked/ prevented and the attacker
must be traced to keep track the attacker’s identity.

The attackers can be blocked in two ways: The automated process which is normally not preferred since it may lead to service
degradation because of false alarm. The manual process involves the network administrator to identify and block the attacker
through Access Control Lists (ACL).

Some of the commonly preferred approaches are discussed in this context [13].

IP traceback — refers to looking back the attack’s path to find its originator. By this policy, the path and route traversed by
the attacker can be identified [9].

ICMP traceback— In this mechanism each router samples the forwarding packets with a low probability and sends an
ICMP traceback message to the destination. In such scenario, the victim will receive more no of ICMP messages. A chain of
traceback messages has been constructed to identify the attacker.

Link-testing traceback [14] — In this technique the victim tests whether each of incoming link is probable for an attack or
not. It does so by flooding the links with huge bursts of traffic and checks whether in causes any perturbation to the networks. It
requires knowledge about network topology.

Probabilistic packet marking (PPM) [15] - This method can be deployed either during the attack or after the attack. Savage
proposed an efficient way to encode the partial route path with IP traceback data without requiring any knowledge about network
topology, router information, huge traffic and large packet size.

There are certain DDoS attacks which can be detected but cannot be prevented. In such cases the research has been focused to
minimize the attack’s impact by maximizing its
QoS. Systems with this provision are called as Intrusion
Tolerant system with following factors [16]:
a. Faulttolerance
b. Quality of service

I1. DDOS ATTACKS IN CLOUD ENVIRONMENT
Of various attacks in the cloud environment 14% had contributed by DoS attacks by eighth annual Worldwide Infrastructure
Security Report in 2012 [9]. In [17] the cloud attacks have been classified based on DoS, Data Confidentiality, Data availability

and integrity with the current defense measures. The attacks in cloud environment affects the server, browser, application and
network levels [1], [2], [4], [18]-[22] are depicted in the figure 2 and described briefly in the table 2.
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Fig. 2. Levels of Cloud Attacks

JABLETI,  LISTOFCLCUT amacky

Name of Definition Dwetection / Preven tion
the attack Technigue

Virtual Causad dus to the vulnarabilitissin | Advanced cloud|

Machine | the hypervisor that nms thevirtual | protection swstam  that

(VL) Machinas monitors the  gunsst

lawal Vs

stacks

Bandwidt | This Eind of attacks consumes hultops. tre= ofnodas,

b Attack target swstem's antire resourcas datacts tha|
dispiopartional packats
going and coming from
tha attacker

IChEP This is the varigtion ofbandwidth | Screen0S

(Ping) attacks that usas ICMP packsts

Flood

i The attacker makssaraquestthers | Using high]
tipn attack | by inducinsthe devics to generate | performance 05, load
larger respomsas balancer, Limiting the|
sonnastion and
connectionrate

Feflector | Inthis kind ofscenario thirdparties | DEERI  {Dietarministic
Attack bounce the gtack, traffic from Edg= Routar harking)
marker tothe targst identifies, tracks and
filtars the attack

Smurf Attackers mekeuseofthe ICMF [ Ingress filtering

Attack zgho.fzanast packsats to g=nerats

DS attacks
JRISE While callime a server by name | Eadwarzs carriar
Attack during the translation of a domain | solution . DNS
name to an IP Address, the victim | Sacurity Extensions

mav be directed to some cloud | (DNSSEC)
server whichis different from the

pamg spacifisd
BGF Thiz Iimd of attacks takes place | Autonomeous security]
Prafix when a flawad announcemant sbout | svstem

Hijacking | ths IF addrasses related with the
Autonomous systam (AS) is mads,
allowing the malicious users to
access untraceable [P addresses.
This can even parformed by soms
faulty AS.

Copyright to JIRCCE DOI:10.15680/1JIRCCE.2017. 0505251 10223


http://www.ijircce.com

ISSN(Online): 2320-9801
ISSN (Print): 2320-9798

International Journal of Innovative Research in Computer

and Communication Engineering
(An 1SO 3297: 2007 Certified Organization)

Website: www.ijircce.com
Vol. 5, Issue 5, May 2017

Fort Fortattacks are dusto soms ofthe | I. Secuing ports  with]
Scanning | ppap.peds 22 Port BQHTIRL..... | Ensrption
whigh is always opan to provide | 2. Firewall agsinst port
wab servicas. attacks

SNIFFER. | The term SMIFFER refers to 1. sniffine detaction
Attack “overhearing or detainingthedata | platform based on ARP
transmitted overthe network™. The | andRTT
SHIFFER attack mav rasultin data | 2. Enervpting  the data
loss. by capturing semsitive data | transfzrred through the
over the transmission chamal network

Issue of | This Lind of aftacks is detected | The DNS cachas and
ReusedIP | when an IP addmss of the user | cockiss  must be
Addrassas | ramoved from the netwod: still | clearsd or updated on
remains in theDNS cachememory | sach  insertion  and|
and when it is assigned to nawuszr | delstion of users

Cookie The malicioususerusesthacookia [I. The ancrvption]

Poisonine |gdata to view soms unsuthodzed |scheme for  cookies
websitas  impersonating thal data can be
legitimatz user implementad

2. Periodically
gleapup  of  cookiss

shouldbe done.
3. Web Application|
Firawalls (WAF) Hiddan
Lhe hackers tnizs to rstrisve the | L. secuntypolmesior
Fiald contents ofthe hidden fislds inthe | enervpting  the hiddsn
Manipulat | web pages ez in the forms fizlds  chould  he
ion pmword fields incorpomts

2.ppa session token
instzad of hidden form

3. Outgoing and
Incoming Formdigast-
concatenationof name
value  pairs and
appending the  sscrst
kev in the outgoins and
incoming  maszazss of
the form

AL This attack occurs when the 1. Paramatarizad
Injection | maliciouscodeis injectadintothe | Queries

Attacks S0L query destinad for SQL sapvar |2, Validate user  Input
ppindirectlvby injectinethecode | fr  both type  and
inte the Quary dastinad for tabls format

Copyright to JIRCCE DOI:10.15680/1JIRCCE.2017. 0505251 10224


http://www.ijircce.com

ISSN(Online): 2320-9801
ISSN (Print): 2320-9798

International Journal of Innovative Research in Computer

Copyright to IJIRCCE

and Communication Engineering

(An 1SO 3297: 2007 Certified Organization)
Website: www.ijircce.com

Vol. 5, Issue 5, May 2017
Ian Tn | Third party trizs to ovedhsar the 1. Encrypting  thadata
Thea information whan two parties are |using Cain, iriack,
Middls communicating Ettarcap. Disniff atc.
Attack
(AWITH)
Cloud Aftacker injects a malicious code | Utilization of File
Walwara which is similar to the instancs allocation Tabla  that
Injection running in the cloud, tharsby may list the sat of
Attack esining access to the resources as application the
walid users and making the customar  will ba
Lﬁ,ggmusws to wrait. URBinE
Backdoor | The = a daw publish] D=bug options shoul
and their website in the internst with | be anablad and
Dizbug debyg option enabled for makipe  disabled after use
Options...... za.d = 2 = i
Sometimes pp authorized usaruse
this privileges to hack thewebsite
CAFITH CAFITHA grgmamlyusadby the [ Implementing Istter
BeriereeeedoAENaloper  to diffarenfiate pzopls| overlap
Braaking from..ather malicious computers| 2. Marishla 2
aerassine.thecomant. Attackars| fonts ofthe letters usad
makingusz ofths audic syvstemto to desisn a CAPTCHA
track the CAPTCHA 1. Increasingthe string
lepgth and using a
periurhativebackeround
Cross Site | This gitack imyvplkras disgnising a I Active Content
Seripting sgFipt.in the UEL wariable and Filtaring
2 BEants Ly ContentBasedData
Attack rasulting Mg,m Lzakags Pravention
affeciing “theuser s browsar 3. Avoid clicking the
wrknaem, inks
s 37 | The intmdermakes use of 2ll the 1 W af]
v Attack i combinatims for| words for a ths
snccessfol deaypton of the datz | passwards  in the
12siding in'flowins avar di ot anay
the netwark 2 Chzllens=-respaomss|
FVETEm
Byl A malicious gser wjfh multipls (A firewall sysem to
attack t]:-'-1-:l—:uh1:—'-==]:5 i be distnct | detect Tlemaidmity
ﬂ:ale comemunication befre ssiting ames: 0
wit] stinz’ legitimats nses This | the user &
ia n:aﬂ volnerable in socil
perwia like Fagshook. Qdond
Bshn whes unsers shars and
main tain their photos, videos online
a1z hacked T the attarker
Goagls The hagkers '3 out 2 security 1. Btandasd securiny
ackinz | logpholes for tracking the sensitivemsessures must  be
information throngh spgale search
2. Avaid Cnstom
implementation ol
antharization and
anthentication schemss
3. Back up palides
Tienizlaf | Ta% atfacls are demyme the |[Inftmsion Dretaction
Bervics intended service to the lasitimes | System (IDF)
4] | nsers. This kind of attad: ocours
A.rr ok when {:lhg onmher of r=quess
r=0eiv empeads  the aA:I::=_]:|.a-:1"tj.r
handled by thesanes
Distribuwz | This i5,. yariafam of Digl amecds |1 5., the wvinus]
d  Diemizl whers fus anad: is induced ana machine
gf Service | sever  (wictim) by sewerzl| 2. [DE.n 3l phosical
{Dras) compromisad  systems  from | machins
Attack different  dymamicnatwoads clld
“zamhisy (slavs) direcied byan
attacker '1.[512‘[)
EML Far each ol the requests from the Mzineimins a2 digite
W wser's VAl viz its beovser 2 B0AP | cemtificae for =ach
e Aardmp| messass. {contzins the stroctopa]l XML script
Langage | information) is sepereied.im the
Ziznatoes. L Jaysr. Durns this translahim the
Element acker chaness both the messazs
Wrappinz | and simame vale in XML
it

DOI:10.15680/1JIRCCE.2017. 0505251

10225


http://www.ijircce.com

ISSN(Online): 2320-9801
ISSN (Print): 2320-9798

(1JIRCCE)

International Journal of Innovative Research in Computer

and Communication Engineering
(An I1SO 3297: 2007 Certified Organization)

Website: www.ijircce.com
Vol. 5, Issue 5, May 2017

111. CONCLUSIONS AND FUTURE WORK

As DDoS attacks are on rise in all emerging technologies, we can expect a lot of security measures and corresponding
vulnerabilities in future. This paper as a start provides a brief survey on DDoS attacks, taxonomy of attacks, its types
and various counter measures to mitigate the DDoS attacks. This survey confers DDoS attacks detection, prevention
and tolerance techniques. From the survey, the DDoS attacks are the major threat to the internet community and
evolving distributed computing technologies.

A swing to the global IT industries is the emerging cloud computing technology for which most of the IT industries are
transferring their services to. The effects of DDoS effects in the Cloud environment have been focused. Of various
attacks in cloud environment 14% is contributed by DDoS attacks.

The future work is to design a secured cloud infrastructure mitigating the attacks identified and to withstand the future
attacks.
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