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ABSTRACT: Developing and accessing secure MANET in real scenario is a tedious task that involves a secure design
with reduced level of energy consumption. It is necessary one to operate over the continuous node processing system,
as mobile nodes are resource constrained. In this project, we make a study about designing a secured cryptographic
model. The intention of the study is to efficiently make use of all mobile nodes at the reduced level of energy
consumption without compromising the security of nodes. The study is focused into two steps. The first step
concentrates on developing an enhanced IDEA cryptography model. And the second step focuses on balancing the
loads of IDS nodes in order to reduced energy usage. Our novel proposed systems works independently towards each
other under secured environment. Experimental analysis will prove the effectiveness of the system.
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I. INTRODUCTION

MANET is actually self-organizing and adaptive networks that can be formed and deformed on-the-fly without the
need of any centralized administration. Otherwise, a stand for “Mobile Ad Hoc Network” A MANET is a type of ad
hoc network that can change locations and configure itself on the fly. Because MANETS are mobile, they use wireless
connections to connect to various networks.Using mature components from previous work on experimental reactive
and proactive protocols, the WG will develop two Standards track routing protocol specifications:

. Reactive MANET Protocol (RMP)

. ProactiveMANET Protocol (PMP)

If significant commonality between RMRP and PMRP protocol modules is observed, the WG may decide to go with a
converged approach. Both IPv4 and IPv6 will be supported. Routing security requirements and issues will also be
addressed.

The MANET WG will also develop a scoped forwarding protocol that can efficiently flood data packets to all
participating MANET nodes. The primary purpose of this mechanism is a simplified best effort multicast

“forwarding function. The use of this protocol is intended to be applied ONLY within MANET routing areas and the
WG effort will be limited to routing layer design issues.

The MANET WG will pay attention to the OSPF-MANET protocol work within the OSPF WG and IRTF work that is
addressing research topics related to MANET environments.

Il. RELATED WORK

1) Detecting and Overcoming Black hole Attack in Mobile Adhoc Network-2015

AUTHORS:Sakshi Jain, Dr. Ajay Khuteta

A mobile Adhoc Network (MANET) is a huddle of autonomous mobile nodes which dynamically forms a temporary
multi-hoped radio network, without any use of previous infrastructure. Due to its characteristics like limited resources,
changing topology and lack of centralized administration, MANET is exposed to various network layer attacks. Ad-hoc
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On Demand Distance Vector (AODV) is a self-starting routing protocol for MANETS whose security is compromised
with the particular type of attack called “BlackHole” attack.

2)Black Hole Attack Prevention Method Using Multiple RREPs in Mobile Ad Hoc Networks-2018

AUTHORS: TakuNoguchi ,Mayuko Hayakawa

A mobile ad hoc network (MANET) is a collection of mobile nodes that do not need to rely on a pre-existing network
infrastructure or centralized administration. Securing MANETSs is a serious concern as current research on
MANETscontinuesto progress. Each node in a MANET acts as a router, forwarding data packets for other nodes and
exchanging routing information between nodes. It is this intrinsic nature that introduces the serious security issues to
routing protocols.

3)Black Hole Attack Prevention Method Using Dynamic Threshold in Mobile Ad Hoc Networks - 2017

AUTHORS: TakuNoguchi ,Takaya Yamamoto

A mobile ad hoc network (MANET) is a collection of mobile nodes that do not need to rely on a pre-existing network
infrastructure or centralized administration. Securing MANETS is a serious concern as current research on MANETS
continuesto progress. Each node in a MANET acts as a router, forwarding data packets for other nodes and exchanging
routing information between nodes. It is this intrinsic nature that introduces the serious security issues to routing
protocols. A black hole attack is one of the well-known security threats for MANETS.

4)A Novel Taxonomy of Black-hole Attack Detection Techniques in Mobile Ad-Hoc Network (MANET) -2013
AUTHORS: AhmedSherif, MahaElsabrouty and Amin Shoukry

Mobile Ad-Hoc Networks (MANETS) are character- ized by the lack of infrastructure, dynamic topology, and their use
of the open wireless medium. Black-hole attack represents a major threat for such type of networks. The purpose of this
paper is two folds. First, to present an extensive survey of the known black-hole detection and prevention approaches.
Another objective is to present new dimensions for their classification.Inparticular, the AODV protocol uses
advertisements (HELLO messages) to discover their neighbors. When a source node wants to send a packet to a
destination node it first broadcasts a Route Request message (RREQ) which is forwarded, through intermediate nodes,
to their neighbors. When the (RREQ) reaches the destination node it responds by sending a unicast Route Reply
message (RREP) to the source node.

5)A key management and secure routing integrated framework for Mobile Ad-hoc Networks -2013
AUTHORS:Shushanzhao , Robert Kent, AkshaiAggarwal

Key management (KM) and secure routing (SR) are two most important issues for Mobile Ad-hoc Networks
(MANETS), but previous solutions tend to consider them separately. This leads to KM-SR interdependency cycle
problem. In this paper, we propose a KM-SR integrated scheme that addresses KM-SR interdependency cycle
problem. By using identity based cryptography (IBC), this scheme provides security features including confidentiality,
integrity, authentication, freshness, and non-repudiation. Compared to symmetric cryptography, traditional asymmetric
cryptography and previous IBC schemes, this scheme has improvements in many aspects. We provide theoretical proof
of the security of the scheme and demonstrate the efficiency of the scheme with practical simulation. For key
management, we can distribute security context in the form of symmetric keys or asymmetric keys. The latter includes
certificate-based cryptography (CBC), and identity-based cryptography (IBC). Asymmetric key based schemes can
provide more functionalities than symmetric ones, e.g., key distribution is much easier, authentication and non-
repudiation are available, compromise of a private key of a user does not reveal messages encrypted for other users in
the group.
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I1l. PROPOSED ALGORITHM

EXISTING SYSTEM

Existing security protocol, Security Using Pre-Existing Routing for Mobile Ad hoc Networks (SUPERMAN). The
protocol is designed to address node authentication, network access control, and secure communication for MANETS
using existing routing protocols. SUPERMAN combines routing and communication security at the network layer.
This contrasts with existing approaches, which provide only routing or communication security, requiring multiple
protocols to protect the network.

DISADVANTAGES OF EXISTING SYSTEM
*More computation overhead.
eIncrease communication overhead.
*Consumes more energy.
*Detection of attackers not included.

PROPOSED SYSTEM

This paper proposes a novel security protocol, Security Using Pre-Existing Routing for Mobile Ad hoc Networks
(SUPERMAN). The protocol is designed to address node authentication, network access control, and secure
communication for MANETS using existing routing protocols. SUPERMAN combines routing and communication
security at the network layer. This contrasts with existing approaches, which provide only routing or communication
security, requiring multiple protocols to protect the network. SUPERMAN is a framework that operates at the network
layer (layer 3) of the OSI model. It is designed to provide a fully secured communication framework for MANETS,
without requiring modification of the routing protocol which process packets and provide confidentiality and integrity.
SUPERMAN also provides node authentication. In this project, we make a study about designing a secured
cryptographic model. The intention of the study is to efficiently make use of all mobile nodes at the reduced level of
energy consumption without compromising the security of nodes. The study is focused into two steps. The first step
concentrates on developing an enhanced IDEA cryptography model. And the second step focuses on balancing the
loads of IDS nodes in order to reduced energy usage. Our novel proposed systems works independently towards each
other under secured environment. Experimental analysis will prove the effectiveness of the system.

ADVANTAGES OF PROPOSED SYSTEM
eIncrease accuracy rate on detection DDos attack
*Decrease communication overhead
eIncrease network lifetime.
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MODULES DESCSRIPTION

Network Topology

The sensor nodes are randomly distributed in a sensing field. We are using mobile ad hoc network (MANET). This
is the infra structure less network and a node can move independently. In a MANET, each node not only works as a
host and also acts as a router. We can find the communication range for all nodes. Every node communicates only
within the range. If suppose any node out of the range, node will not communicate those nodes or drop the packets.

The Superman Framework

SUPERMAN is a framework that operates at the network layer (layer 3) of the OSI model. It is designed to provide
a fully secured communication framework for MANETS, without requiring modification of the routing protocol. It
shows the flow of data from transport, through the network layer (including SUPERMAN) to the data link layer. The
dashed boxes represent elements of SUPER-MAN that process packets and provide confidentiality and integrity.
SUPERMAN also provides node authentication.

Key Management

SUPERMAN relies on the dynamic generation of keys to provide secure communication. The Diffie-Hellman key-
exchange algorithm provides a means of generating symmetric keys dynamically and is used to generate the SK keys.
SKbkeys can simply be generated by means of random number generation or an equivalent secure key generation
service.

Secure Node-to-Node Keys

SKekeys are used to secure end-to-end communication with other nodes, with one SKekey generated per node, for
every other node also authenticated with the network. SKpkeys are used for point-to-point security and generated inthe
same manner as SKekeys. It is important that SKeandSKpkeys are different, as the network needs to secure both the
content of a packet and the route taken. A KDF can be used to generate these two keys in con-junction with the result
of the Diffie-Hellman algorithm, requiring a DKSp/DKSprivpair, to minimise the cost of security on the network and
reduce the key re-use and, in turn the lifetime of each key.These keys are generated when nodes receive DKSp’s from
other SUPERMAN nodes.

Secure Point-to-Point Footers

Secure footers are appended to all communication packets sent between SUPERMAN nodes.

SKbpandSKp(x)keys are used in broadcast and unicast integrity service provision respectively. An example tag
generation algorithm is the Hashed-Message Authentication Code (HMAC) which provides integrity and authenticity
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services to a packet. A digest of the packet is generated, encrypted with the appropriate key (SKbp or SKp(x)), and
appended to the packet. This tag is removed, checked and regenerated at each hop

Secure Broadcast Keys

At initialization of the network, the first node to be contacted about joining the network will generate a symmetric
network key (SKb). This key is sent to all nodes that authenticate with the network. This key provides the basis for all
broadcast communication security in a SUPERMAN network. The SKbis processed by the function KDF (SKb, type)
into two broadcast keys (SKbe and SKbp). A node will use these keys to encrypt and sign packets sent to the broadcast
address of the network. This key is used for broadcast and multicast communication, such as MANET route updates. It
is not used for communication between individual end-points.

Performance Evaluation
In this section, we can evaluate the performance of simulation. We are using the xgraph for evaluate the performance.
We evaluate our proposed method with respect to the following metrics: Packet Delivery Ratio, Energy Consumption
and End to end delay. These parameter values are recorded in the trace file during the simulation by using record
procedure. The recorded details are stored in the trace file. The trace file is executed by using the Xgraph to get graph
as the output.

IV.SIMULATION RESULTS

Simulation has been done using network simulator (NS2.28 in the area of 1500m * 1500m. Simulation setup is
described in this section. The development of NS-2 is an oriented object program where two languages are used: C + +
and Tcl. NS-2 supports a variety of protocols, providing simulation results for both wired and wireless It can also be
used as a network simulator with limited functionality. It is popular in academia for its scalability (due to its open
source model) and the online documentation abundant.

Below represents additional parameters used during simulation.

setval(chan) Channel/WirelessChannel ;# channel type

setval(prop) Propagation/TwoRayGround ;# radio-propagation model
setval(netif) Phy/WirelessPhy ;# network interface type
setval(mac) Mac/802_11 # MAC type

setval(ifq) Queue/DropTail/PriQueue ;# interface queue type

setval(ll) LL ;# link layer type
setval(ant) Antenna/OmniAntenna  ;# antenna model

setval(ifglen) 50 ;# max packet in ifg
setval(nn) 59 ;# number of mobilenodes
setval(rp) SAODV ;# routing protocol
setval(energymodel) EnergyModel

setval(x) 900 ;# X dimension of topography
setval(y) 900 ;# Y dimension of topography

Once the code « main.tcl » is debugged, the window below appears to start the simulation.
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The above figure shows the nodes creation the maximum number of nodes used here is 59. Let’s assume a network

in which MANET has formed a topology shown in above. Node S and D are source and destination respectively, N1,
N2... N8 represents the intermediate nodes. Route discovery is started by source node S.

In the above the node “1” checks the route data between Nearest Neighbor node by sending RREQ and RREP.It will
repeats until it reached Node “59”. Based on generated route reply, destination node decides the priority for each path.
While assigning priority, destination checks whether two path has same route cost and assigns based on delay if found.
That means a route which has less delay value will get higher priority than other. Route discovery is started by node S

by broadcasting the route request (RREQ) in the network. Route request packet initializes timestamp, total residual
energy, minimum residual energy and delay values. All neighbor of S, N1, N3, N5 will receive the RREQ and extract.
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In the above figure shows the green color nodes are the final encrypted path for the data sends from node 10 sends
the Encrypted payload to destination 50 via 10 55 12 36 40 56 31 4 3 58
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Performance Evaluation

In the above figure shows End-to-End delay is the average time taken for a packet to be transmitted from the source
to destination. The lower value of end to end delay means the better performance of network.

The above figure shows end to end delay of proposed protocol compared to existing approaches. It shows end to end
delay of Existing Method is very high compared to Proposed Method. This is because it mainly focuses on the
maximum number of packet delivery irrespective of the delay hence increased

Packet delivery ratio is the ratio of the number of packet received at destination and number of packet sent by the
source. The greater value of packet delivery ratio means the better performance of network.

The above figure shows that the ratio of packets loss occurred due to the attackers node or link error appears in the
packet transmission between the nodes

V. CONCLUSION AND FUTURE WORK

SUPERMAN has been shown to provide lower-cost securitythan SAODV and SOLSR for their respective
routingprotocols. By establishing a secure, closed network; onecan assume a certain level of trust within that
network.This reduces the need for costly secure routing behaviorsdesigned to mitigate the effects of an untrusted
environment (and untrusted nodes) on the routing process. By preventingthe entry of potentially untrustworthy nodes to
thenetwork, and thus the routing process, a MANET may beprotected from subversion of its routing services at a
lowercost, as malicious nodes are barred from the process entirely. SUPERMAN provides security to all data
communicatedover a MANET. It specifically targets the attributesof MANETS; it is not suitable for use in other types
of networkat this time. It sacrifices adaptability to a range of networks,to ensure that MANET communication is
protectedcompletely and efficiently. A single efficient method protectsrouting and application data, ensuring that the
MANETprovides reliable, confidential and trustworthy communicationto all legitimate nodes.
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