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ABSTRACT: Cloud Computing is the newly emerged technology of Distributed Computing System. In this
environment Distributed Denial of Service attack (DDoS), especially Hypertext Transfer Language(HTTP), Extensible
Markup Language (XML) or Representational State Transfer(REST) based DDoS attacks may be very dangerous and
may provide very harmful effects for availability of services and all consumers will get affected at the same time. One
other reason is that because the cloud computing users make their request in XML then send this request using HTTP
protocol and build their system interface with REST protocol such as Amazon EC2 or Microsoft Azure. So the threaten
coming from distributed REST attacks are more and easy to implement by the attacker, but to security expert very
difficult to resolve. So to resolve these attacks this paper introduces a comber approach for security services called
filtering tree. This filtering tree are also called as XDETECTOR.
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1. INTRODUCTION
1.1 CLOUD COMPUTING
Cloud computing is a combination of distribute system, utility computing and grid computing. In cloud computing we
use combination of all these three in virtualized manner. Cloud computing converts desktop computing into service
based computing using server cluster and huge databases at data center. Cloud computing gives advanced facility like
on demand, pay per use, dynamically scalable and efficient provisioning of resources. Cloud computing the new
emerged technology of distributed computing systems changed the phase of entire business over internet and set a new
trend. The dream of Software as a Service becomes true; Cloud offers Software as a Service (SaaS), Platform as a
Service (PaaS) and Infrastructure as a Service (1aaS). Providing the basics of Cloud Computing is not part of this paper,
for basic knowledge go through. Cloud offers these services with the help of Web Services
The main aim of the proposed framework is to create an Open Grid Services Architecture (OGSA) by employing
Service Oriented Traceback Architecture (SOTA) in Conjunction with a filter defence system (XDetector) for an
effective defence against XDoS and upcoming DXDaoS attacks.
Denial of Service Attacks

o Exploitation of a system weakness.

. Computational system overload- Impose a computationally intensive task on a victim.

. Misusing a protocol- Inject packets and disturb protocol handlers.

. Flooding-based attacks- Use up all available bandwidth by fast sending many attack packets

Distributed Denial of Service Attacks

. Attacker logs into Master and signals slaves to launch an attack on a specific target address (victim).
. Slaves then respond by initiating TCP, UDP, ICMP or Smurf attack on victim.
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I1. RELATED WORK

A lot of research has been done in the domain of network security but security for cloud computing is still a very new
open challenge. Lot of research is going in security aspects in cloud computing. Now a days daily it is going to see that
Cloud is facing the problem regarding new vulnerabilities as there are various latest real time examples in which cloud
is suffering from new attacks. Among these different cloud vulnerabilities this paper is focusing on cloud API
vulnerability mainly HTTP and XML DDoS attacks.

In the next following section paper is discussing about various vulnerability issues (as Shared Technology, Data
Leakage and Insecure API)in laaS layer.

2.1 Deterministic Packet Marking (DPM)

This approach effectively addresses shortcomings of existing techniques. [3]DPM is light, secure, scalable, and suitable
for many types of attacks. In addition, it does not reveal the topologies of ISPs, which implement DPM—this is
desirable.
2.2 SYN Flooding Attacks Using Fuzzy Logic

This paper introduced the new logic called fuzzy logic[4] to find flooding attack. This solution will give more
false positive results.

2.3 Packet Marking for IP Traceback

We also offer a solution to traceback through our Cloud TraceBack (CTB)[5] to find the source of these attacks, and
introduce the use of a back propagation neutral network, called Cloud Protector, which was trained to detect and filter
such attack traffic. Our results show that we were able to detect and filter most of the attack messages and were able to
identify the source of the attack within a short period of time.

2.4 IP Flow

In this paper, we establish IP Flow which is used to select proper features for DDoS detection[8]. The IP flow statistics
is used to allocate the weights for traffic routing by routers. Our system protects servers from DDoS attacks without
strong client authentication or allowing an attacker with partial connectivity in-formation to repeatedly disrupt
communications. The new algorithm is thus proposed to get efficiently maximum throughput by the traffic filtering,
and its feasibility and validity have been verified in a real net-work circumstance. The experiment shows that it is with
high average detection and with low false alarm and miss alarm. Moreover, it can optimize the network traffic
simultaneously with defending against DDoS at-tacks, thus eliminating efficiently the global burst of traffic arising
from normal traffic.

2.5 Client Puzzles

DosS attacks using client puzzles[10], a cryptographic countermeasure which provides a form of gradual authentication
by requiring the client to solve some computationally difficult problems before access is granted. In particular, we
describe a mechanism for integrating a hash-based puzzle into existing web services frameworks and analyze the
effectiveness of the countermeasure using a variety of scenarios on a network testbed. Client puzzles are an effective
defence against flooding attacks. They can also mitigate certain types of semantic-based attacks, although they may not
be the optimal solution.

2.6 SOAP message exchange in a SOA

[9]SOAP message exchange is one of the core services required for system integration in Service Oriented Architecture
(SOA) environments. One key concern in a SOA is thus to provide Message Level Security (as opposed to point to
point security). We observe that systems are communicating with each other in a SOA over SOAP messages, often
without adequate protection against XML rewriting attacks.

I1l. PROPOSED WORK
In this project Our new approach, service oriented traceback architecture (SOTA), provides a framework to be able to

identify the source of an attack. This is accomplished by deploying our defence system at distributed routers, in order to
examine the incoming SOAP messages and place our own SOAP header. By this method, we can then use the new
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SOAP header information, to traceback through the network the source of the attack. According to our experimental
performance evaluations, we find that SOTA is quite scaleable, simple and quite effective at identifying the source. Fig
1 shows the overall architecture of the proposed.

we follow Service-Oriented Trace back Architecture (SOTA), by applying our framework to OGSA. We further add to
our work by introducing a defense filter called XDetector [ XML Detector], in which it is distributed throughout the
grid, in order to properly defend it. Our system is one of the first defense systems to attempt to defend against these
new attacks.

SOTA Arch SERVER
~ [Soe message] -
Amacker & |50 Message| [ 5oTv PROXY [T 7T | Xoetentr
Client & flooder
———————— LR Flooder
Proxy that Marks the
incoming packets with
source message Monitors XDoS attacks

identification Filter those packets

Fig 1 architecture of proposed work

The cloud browser can sent request to the server to access the data. while sending request original message is converted
into SOAP message. The XML SOAP message from the client or attackers send to the corresponding server. It is
considered to be a Service Oriented Traceback Architecture (SOTA). SOTA is founded upon the Deterministic Packet
Marking (DPM) algorithm. DPM marks the ID field and reserved flag within the IP header. As each incoming packet
enters into proxy is marked. Fig 2 shows the operation of the XDETECTOR architecture.

The marked packets will remain unchanged as they traverse the network. Outgoing packets are ignored. DPM
methodology is applied to our SOTA framework, by placing the Service-Oriented Traceback Mark (SOTM) within web
service messages. If any other web security services (WS-Security for example) are already being employed, SOTM
would replace the ‘token’ that contains the client identification. Real source message identification are stored within
SOTM, and placed inside the SOAP message. SOTM, as in DPM tag, will not change as it traverses through the
network. The composition of SOTM is made up of one XML tag, so not to weigh down the message, and stored within
a SOAP header.

SOTA does not directly eliminate an XDoS or DXDoS attack message. This is left for the filter section of a defense
system (Firewalls or our new filter XDetector). Instead SOTA’s two main goal is to deal with the two main objectives
of XDoS, which are: exploit a known vulnerability, in order to bring down system. These vulnerabilities could be found
in communication channels (flooding for example) or known exploits within the services provided (for example, an
attacker can Overload their messages, which will result in the web server crashing). The second objective is that
attackers try to hide their identity. The reasons vary, depending on what type of attack, but usually it is to cover their
crime or to bypass a known defense that is in place to prevent it. It is with this second objective that SOTA attempts to
cover, as other trace back methods.

IV. FUNCTIONAL MODULES
The cloud browser can sent request to the server to access the data. while sending request original message is converted

into SOAP message. The converted message is send to the proxy server and transfer to the XDETECTOR to filter
theattack before to reach the cloud server it filter all the attack in the requested message.

Attacker
CLOUD SERVER
Cloud PROXY With
Browser
Client

Attacker

Fig 2 XDECTECTOR architecture
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4.1 PROXY

This proxy transfers the XML SOAP message from the client or attackers to the corresponding server. It is considered
to be a Service Oriented Traceback Architecture (SOTA). SOTA is founded upon the Deterministic Packet Marking
(DPM) algorithm. DPM marks the ID field and reserved flag within the IP header. As each incoming packet enters into
proxy is marked. The marked packets will remain unchanged as they traverse the network. Outgoing packets are
ignored.

It deals with attackers, who are going to attack servers through web services. In this module attacker can hide his real
source of identification by servers, they can compose a wrong message and they can change their XML structure and
send the message to destination server via proxies.

4.2 XDETECTOR

It identifies the real source of XDoS attack messages, and filters in order to protect Grid Web Services. SOTA is a trace
back system that is constructed on the basis of Web Services. XDetector, is a Back Propagation Neural Network,
trained to detect and filter XDoS attack message. The empirical data from our experiments shows that SOTA is
efficient and effective. The experimental data also shows that SOTA is able to traceback to the source. Once an attack
has been discovered and the attacker’s identity known, XDetector can filter out these attack messages.

It checks the SOAP message for any of the changes through, True identity hiding, Wrong composition of message,
Unformatted message.

4.3 SERVER

Server can validate the user and check the user IP address and response the request to the client. Sometimes proxy can
act as server and sent response to the client. Proxy can act as a intermediate node between the client and the server to
provide the reliable service to client without any delay attack. It contains the web page to calculate life time for the
input (DOB), generally called user interface.

V. CONCLUSION

DDoS attack is a more dangerous in cloud system because the cloud system consists of collection of
information in the single place so for the hacker it is easy to send the attack to affect or stop the services in the network.
So this paper is used to filter the service request messages at different stages by using the XDectector in the server. By
using this application the Xml and HTTP DDoD attack is monitored and to provide the reliable service to client.
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