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ABSTRACT: There is a huge plunge in use of cloud services in our day today life e.g. Google Drive, Dropbox etc.
Shared data within friends might consist of sensitive/personal information. It’s always the users responsibility to
safeguard own data while sharing and avoid misuse of it. It becomes a challenge for user to protect self-data on cloud
network, to overcome this scenario it is important to design and allocate self-destruct period assigned by the user and
access control to the data until the expiry period. The shared data should be self-destructed after the user-defined
expiration time. With the help of KPABE (Key-policy ABE) and where we can apply time interval to each attribute in
the form of decryption attributes. In the KP-TSABE scheme, every cipher text is labeled with a time interval while
private key is associated with a time instant. Deletion of data in a secure way is the task of deleting data irrecoverably
from a physical storage medium. In this digital world, data is not securely deleted by default; instead, many approaches
add secure deletion to existing physical medium interfaces

l. INTRODUCTION

CLOUD technology is the next big leap forward in the field of Information Technology, which is derived with Service
architecture and Virtual environment. 1t’s in common use to share data with help of cloud offering services with other
users, friends etc. E.g. Such as Google Drive, Drop box etc. Shared data might consist of sensitive or personal
information of the user sharing the data or vice versa (e.g. Profile information, health or property records, etc.). It’s
always the users responsibility to safeguard own data and avoid misuse of it. It becomes a challenge for user to protect
self-data on cloud network, to overcome this scenario it is important to design and allocate self-destruct period assigned
by the user and access control to the data until the expiry period. The shared data should be self-destructed after the
user-defined expiration time. Basic can be to store the data in encrypted format but disadvantage with classic
encryption is the owner should know what information the users wants to share and with whom this makes the process
to sharing the data to many a bit hectic. To overcome this disadvantage we have ABE (Attribute based encryption)
which enables one to many encryptions. ABE has the ability to provide data security as well as access control to the
minimum level. We also have Timed-release encryption (TRE) which provides encryption service based on Time as
variable, where an encryption key is associated with a predefined lease time, and an authorized receiver can construct
the corresponding decryption key in this time instance. On this basis, Paterson et al. designed a time specific encryption
(TSE) scheme, which is able to specify a suitable time interval such that the cipher text can only be decrypted in this
interval (decryption time interval, DTI). ABE has issues with Time Constrains whereas TSE has problems with Access
Control both these issues can be addressed with the help of KPABE (Key-policy ABE) and where we can apply time
interval to each attribute in the form of decryption attributes.

I1. RELATED WORK

As cloud is a common platform for sharing and storing data, there are number of tools and techniques developed for
both the users as well as data crawlers for public domain to audit the cloud data without hampering the actual data this
breaches the data integrity on the cloud server. KPABE identity user of each block and shared data is kept private from
public users, which is only used by authorized user and it efficiently verifies shared data, integrity is preserved without
retrieving the entire file. In addition, our KPABE mechanism is able to perform multiple auditing tasks simultaneously
instead of verifying them one by one.Here we are considering the problem of sending messages in the future,
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commonly known as timed release Cryptography in Existing schemes for this task either solve the relative time
problem with uncontrollable, coarse-grained release time (time-lock puzzle approach) or do not provide anonymity to
senders and/or receivers and are not scalable (server-based approach). Using a bilinear pairing on any Gap Diffie-
Hellman group, we solve this problem by giving scalable, server-passive and user anonymous timed release public-key
encryption schemes allowing precise absolute release time specifications. In previous server-based schemes, there was
the trusted time server which was completely passive there was no interaction between it and the sender or receiver is
needed actively; and not even aware of all the existence of a user, thus assuring the Privacy of a message and the
anonymity of both its sender and receiver. Besides, this scheme also has a number of desirable properties including a
single form of update for all users, self-authenticated time-bound key updates, and key insulation, making it a scalable
and appealing solution. It could also be easily generalized to a more general policy lock mechanism.

To provide basic protection for the integrity of the data user should have a set of credentials or attributes like public
key or private key. This can be achieved when we store the data on a single central server provided with access control
from where user can access his\her related data, but if the central data server is compromised then this system fails on
the data availability and integrity standards. For this we have system for realizing complex access control on encrypted
data that we call Cipher text-Policy Attribute-Based Encryption. The techniques of encrypted data can be kept secret
even if the storage server is untrusted; moreover, these methods are secure against attacks. Previous Attribute Based
Encryption systems used attributes to describe the encrypted data and built policies into user’s keys; while in this
system attributes are used to describe a user’s credentials, and a party encrypting data determines a policy for who can
decrypt. Thus, these methods are conceptually closer to traditional access control methods such as Role-Based Access
Control (RBAC). Every secret key in Cipher text policy attribute-based encryption (CP-ABE) is associated with a set of
attributes, and every cipher text is associated with an access structure on attributes. Decryption on the other end can
only be performed if the user’s attribute set satisfies the cipher text access requirements. This provides a basic
requirement of access control on shared data in many practical scenarios.

Cloud computing is an emerging market as it provides scalability and infrastructure as service over the internet, this
is helpful for many IT companies but it also addresses new challenges for the organizations in form or data security as
all the users data rely on the untrusted cloud domain. To maintain the integrity of the user’s data simple cryptography
methods of only sharing decrypting keys only with authorized users can help. But these will not work when we
consider a bigger scenario when the distribution list might belong to an organization and not some users. Simple
cryptography fails in terms of scalability and requirement of achieving fine-graininess, scalability, and data
confidentiality of access control actually still remains.

So on one part we are enforcing access policies based on data attributes and on secondary part allowing the owner
of data to delegate most computing tasks of data access control to the cloud domain without transferring the actual data.
We achieve this by combining techniques of attribute-based encryption (ABE), proxy re-encryption, and lazy re-
encryption. This scheme has salient features of user access privilege confidentiality and user private key accountability.

Migrating data to the cloud is useful in terms of economy, scalability, and accessibility, but important technical
challenges remain unattended. Sensitive data stored in the cloud must be protected from being read in the clear by a
cloud service provider that is honest-but-curious. Cloud-based data is used heavily and being accessed by resource
constrained mobile devices for which the processing and communication cost must be minimized. Innovative
modifications to attribute-based encryption are designed to allow authorized users access to cloud data based on the
requirements of the attributes such that the higher computational load from cryptographic operations is assigned to the
cloud service provider and the overall communication cost is lowered for the end user. Furthermore, data re-encryption
may be optionally performed by the cloud provider to reduce the expense of user revocation in a mobile user
environment while preserving the privacy of user data stored in the cloud. Deletion of data in a secure way is the task
of deleting data irrecoverably from a physical storage medium. In this digital world, data is not securely deleted by
default; instead, many approaches add secure deletion to existing physical medium interfaces. Interfaces to the physical
medium exist at different layers, such as user-level applications, the file system, the device driver, etc. Depending on
which interface is used, the properties of an approach can differ significantly. Related work in detail and organize
existing approaches in terms of their interfaces to physical media. Characteristics include environmental assumptions,
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such as how the interface's use affects the physical medium, as well as behavioral properties of the approach such as the
deletion latency and physical wear. We perform experiments to test a selection of approaches on a variety of file
systems and analyze the assumptions made in practice.

A general approach to the design and analysis will be the solution for secure deletion for persistent storage that
relies on encryption and key wrapping. We define a key disclosure graph models of the adversarial knowledge of the
history of key generation and wrapping. We make use of a generic update function and prove that it achieves secure
deletion of data against a coercive attacker; instances of the update function implement the update behavior of all data
structures including B-Trees, extendible hash tables, linked lists, and others. This implementation is at the lowest level
of data storage i.e. block-device layer, allowing any block-based file system to be used on top of it. Using different
workloads, we find that the storage and communication overhead required for storing and retrieving B-Tree Nodes is
small and that this therefore constitutes a viable solution for many applications requiring secure deletion from persistent
media.

1. ATTRIBUTE-BASED ENCRYPTION

Attribute-based encryption is one of the important applications of fuzzy identity-based encryption. ABE comes in two
flavors called KP-ABE and cipher text-policy ABE (CP-ABE).In CP-ABE, the cipher text is associated with the access
structure while the private key contains a set of attributes. Bethencourt et al. proposed the first CPABE scheme , the
drawback of their scheme is that security proof was only constructed underthe generic group model.

To address this weakness, Cheung et al. presented another construction under a standard model. Waters used a
linear secret sharing scheme (LSSS) matrix as a general set of access structures over the attributes and proposed an
efficient and provably secure CP-ABE scheme under the standard model. In KP-ABE, the idea is reversed the cipher
text contains a set of attributes and the private key is related to the access structure. The first construction of KP-ABE
scheme was proposed in. In their scheme, when a user made a secret request, the trusted Authority determined which
combination of attributes must appear in the cipher text for the user to decrypt. Ostrovsky et al. presented the first KP-
ABE system which supports the non-monotone formulas in key policies.

V. SECURE SELF-DESTRUCTION SCHEME

A well-known method for addressing this problem is secure deletion of sensitive data after expiration when the data
was used. Recently, Cachin et al. employed a policy graph to describe the relationship between attributes and the
protection class and proposed a policy-based secure data deletion scheme. Reardon et al. leveraged the graph theory,
Btree structure and key wrapping and proposed a novel approach to the design and analysis of secure deletion for
persistent storage devices. Because of the properties of physical storage media, the above-mentioned methods are not
suitable for the cloud computing environment as the deleted data can be recovered easily in the cloud servers . Aself-
destructing scheme,is a promising approach which designs a Vanish system helps users to control over the lifecycle of
the sensitive data. Wang et al. improved the Vanish system and proposed a secure self-destructing scheme for
electronic data (SSDD) . In the SSDD scheme, a data is encrypted into a cipher text, which is then associated and
extracted to make it incomplete to resist against the traditional cryptanalysis and the brute-force attack. Then, both the
decryption key and the extracted cipher text are distributed into a distributed hash table (DHT) network to implement
self-destruction after the update period of the DHT network. However, Wolchok et al. made a lot of experiments and
confirmed that the Vanish system is vulnerable to Sybil attacks by using the Vuze DHT network. So the security of the
SSDD scheme is also questionable. To address this problem, Zeng et al. proposed a SeDas system, which is a novel
integration of cryptographic techniques with active storage techniques. Xiong et al. leveraged the DHT network and
identity-based encryption (IBE) and intend to IBE-based secure self-destruction (ISS) scheme. In order to protect the
confidentiality and privacy security of the composite documents within the whole lifecycle in cloud computing, Xiong
et al. applied the ABE algorithm to propose a secure self-destruction scheme for composite documents. Recently,
Xiong et al. employed identity-based timed-release encryption (ID-TRE) algorithm and the DHT network and proposed
a full lifecycle privacy protection scheme for sensitive data (Full PP), which provide full lifecycle privacy protection
for users’ sensitive data making it non-readable before a predefined time and automatically destructed after expiration.
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The main idea of the above-mentioned schemes is that they respectively combine different cryptographic techniques
with the DHT network to provide fine-grained data access control during the lifecycle of the safeguard data and apply
data self-destruction after expiration. However, using of the DHT network will result in the fact that the lifecycle

V. TIME-SPECIFIC ENCRYPTION

The time-specific encryption scheme TSE, proposed by Peterson et al., was introduced as an extension of TRE. In
TRE, a protected data can be encrypted in such a way that it cannot be decrypted (even by a legitimate receiver who
owns the decryption key for the cipher text) until the time (called the release-time) that was specified by the encryptor.
Most of the previous TRE schemes that adopt a time-sever model are in fact public-key TRE schemes. They do not
consider the sensitive data privacy after expiration. In the TSE scheme, a time sever broadcasts a time instant key
(TIK), a data owner encrypts a message into a cipher text during a time interval, and a receiver can decrypt the cipher
text if the TIK is valid in that interval. Kasamatsu designed an efficient TSE scheme by using forward-secure
encryption (FSE) in which the size of the cipher text is greatly small than that generated by the previous schemes. The
time interval may be considered as the authorization period of the protected data, and TSE schemes are able to meet
this requirement. However, it is a tricky problem when the traditional TSE is used in the cloud computing environment:
cloud computing environment needs a fine-grained access control, which cannot be provided by the traditional TSE
schemes. How to achieve the time-specified cipher text into a fine-grained access control level is a problem to be
explored.

VI. SYSTEM ANALYSIS

Sharing data among users is perhaps one of the most important features that motivate cloud storage. So variability of
files, there are a series of encryption techniques which are used as far as allowing a third-party auditor to check the
availability of files on behalf of the data owner without revealing data, or without compromising the data owner’s
anonymity.

DISADVANTAGES OF EXISTING SYSTEM:

» Data Privacy issues

* Large Amount of space need in Cloud storage

* Calculation overhead at user’s side for encryption and decryption.
VILI. PROPOSED SYSTEM

We have proposed KP-TSABE scheme, which A NOVEL IN IS securing data and automatically self-destructing IN
cloud computing. In KP-TSABE, every cipher text is tagged with a time interval, while private key is associated with a
time instant. The cipher text can only be decrypted if both attributes such as the time instant is in the allowed time
interval and the attributes associated with the cipher text satisfy the key’s access structure.

ADVANTAGES OF PROPOSED SYSTEM:
* Security issue is addressed.
* Privacy issues are minimized.

» Reducing the space required to store data in cloud.
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VIII. SYSTEM ARCHITECTURE

Data Users

&

Data Owner Cloud Servers Potential Adversary

(1) Data Owner. Data owner can provide data or files that contain some sensitive information, which are used for
sharing with his/her friends (data users). All these shared data are outsourced to the cloud servers to store.

(2) Authority. It is an indispensable entity which is responsible for generating, distributing and managing all the private
keys, and is trusted by all the other entities involved in the system.

(3) Time Server. It is a time reference server without any interaction with other entities involved in the system. It is
responsible for a precise release time specification.

(4) Data Users. Data users are some peoples who passed the identity authentication and access to the data outsourced
by the data owner. Notice that, the shared data can only be accessed by the authorized users during its authorization
period.

(5) Cloud Servers. It contains almost unlimited storage space which is able to store and manage all the data or files in
the system. Other entities with limited storage space can store their data to the cloud servers.

(6) Potential Adversary. Can either be end user or a challenger.
IX. CONCLUSION AND FUTURE SCOPE

Intensive use and development of versatile cloud services, a lot of new challenges have emerged. One of the most
important issues is how to securely curb or delete the outsourced data stored in the cloud severs. This paper propose a
novel KP-TSABE scheme that is able to achieve the time-specified cipher text in order to solve these problems by
implementing flexible fine-grained access control during the authorization period and time-controllable self-destruction
after expiration to the shared and outsourced data in cloud computing. We also gave a system model and a security
model for the KPTSABE scheme. The in-dept analysis indicates that the proposed KP-TSABE scheme is superior to
other existing schemes.

Since this project is all about sharing files, what we have aimed and achieved creating is not a product but a tool to a
better automotive environment, a tool can be used to shape many things in the future, thus this project will give rise to
many future modifications forking in all directions. Some of the near future scopes of this project are as follows. There
are few interesting problems we will continue to study for our future work. One of them is we can share a file to multi
users at a time. We use AES (Advanced Encryption Scheme) to encrypt the Data
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