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ABSTRACT: The Internet of Things (IoT) makes brilliant items a definitive building block in the improvement of
digital physical savvy inescapable systems. The IoT has an assortment of utilization zones, including medicinal
services. The IoT revolution is upgrading present day medicinal services with promising innovative, monetary, and
social prospects. In the cutting edge, the usage of IoT technologies brings convenience to physicians and patients, since
they are applied to various medical areas. Presently a-days medical issues like cardiovascular disappointment, lung
failure, and heart-related infections are emerging step by step at a high rate. Due to these problems, time to time
wellbeing checking is extremely basic. A modern concept in the IOT is the wireless health monitoring of a patient. It is
a noteworthy improvement in the therapeutic field. The body sensor network (BSN) innovation is one of the center
advances of IoT improvements in medicinal services framework, where a patient can be observed utilizing an
accumulation of small tiny powered and lightweight remote sensor hubs. Nonetheless, the improvement of this new
innovation in healthcare applications without considering security makes patient privacy vulnerable. In this paper, the
major security requirements in the BSN-based modern healthcare system are highlighted. In this paper, the real security
prerequisites in the BSN-based modern healthcare framework are featured.

The point of this survey paper is to condense late advancements in the field of wearable sensors and frameworks that
are pertinent to the field of disease prediction and remote monitoring.

KEYWORDS: Internet of Things (IoT), Body Sensor Network (BSN), Advanced Encryption Standard (AES), Sensor
nodes, healthcare, wearable sensors.

I. INTRODUCTION

In the course of the most recent few decades, the Internet has been in a consistent condition of development. The
beginning of the Internet was portrayed by the World Wide Web, a system of connected HTML reports that dwelled
over the Internet design. This system of static HTML pages bit by bit developed into what is alluded to as Web 2.0, in
which two-way correspondence wound up plainly normal. While Web 2.0 as of now overwhelms the Internet,
researchers have been working towards another objective, normally referred to as the Semantic Web and once in a
while alluded to as Web 3.0. Alongside improvements in the Internet advances, advances in Sensor Networks and Near
Field Communication utilizing RFID labels have additionally been developing. Joining of these two innovations, i.e.
the Internet and Sensor Networks, is prompting new conceivable outcomes and dreams. The likelihood of a system that
would permit coordinate machine-to machine correspondence over the Internet has driven scientists to imagine the
advantages of bringing more machines on the web and enabling them to take an interest in the web as a tremendous
system of self-governing, self-arranging gadgets. This vision has delivered a worldview being alluded to as the Internet
of Things (IoT).

IoT is an idea mirroring an associated set of anybody, anything, whenever, wherever, any service, and any network.
The IoT is a megatrend in cutting-edge innovations that can affect the entire business range and can be thought of as

the interconnection of exceptionally identifiable savvy articles and gadgets inside the present web framework with
broadened benefits.
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Table 1 : Connected devices over years

YEAR NUMBER OF CONNECTED DEVICES

1990 0.3 Million
1999 90.0 Million
2010 5.0 Million
2013 9.0 Million
2015 1.0 trillion

The IoT worldview has been developing for a considerable length of time, with birthplaces in factory automation,
and embedded system. The interesting open doors accessible through the use of IoT today could take any building up
nation's economy to a bigger manageable economy by decreasing nourishment wastage, lessening energy utilization
and so forth.

As the following figure portrays the different interdisciplinary use of internet of things incorporates smart medicinal
services, brilliant urban areas, mechanization in ventures, horticulture, transportation where basic leadership is intense.

Applications of 10T

Consumer Heathcare Smart Retail
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Fig. 1 :Applications of IOT

Presently, IoT has turned out to be a standout amongst the most intense correspondence ideal models of the 21st
century. In the IoT condition, all items in our everyday life turn out to be a piece of the web because of their
communication and computing capacities (counting smaller scale controllers, communication, and computing). IoT
permits consistent cooperations among various kinds of gadgets, for example, medicinal sensor, observing cameras,
home machines soon.

Because of this reason, the market division of healthcare remote monitoring systems has expanded fundamentally.
Besides, IoT makes these remote checking frameworks, in fact, feasible(Blend patients important requirements with
building innovation progressions, wireless connectivity, human elements designing, information security) and the
diminishing expense of sensors makes it monetarily doable. In addition, it additionally incredibly enhances aged people
groups quality of life.
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A. Need of iot in healthcare

The most recent couple of decades have seen an enduring increment in future in numerous parts of the world
promoting a sharp ascent in the quantity of elderly individuals. A recent report from United Nations[1] anticipated that
there will be 2.1 billion(22% of the total populace) older individuals by 2050. Also, explore shows that around 89% of
the matured individuals are probably going to live autonomously. However medicinal research overviews found that
80% of more established individuals experience no less than one unending disease[1] making numerous matured
individuals experience issues in dealing with themselves. In like manner, giving a better than average personal
satisfaction for matured individuals has turned into a genuine social problem right then and there. The quick
multiplication of data and communication technology advancements is empowering inventive healthcare arrangements
and apparatuses that show guarantee in tending to the previously mentioned challenges.

With the risk of decreasing life expectancy because of the ascent in unascertained ailments and the coming of IoT
reforming medicinal services, the cooperation appears to be relatively normal. The deferral of exact treatment being
rendered to the patients if there should be an occurrence of the crisis being a noteworthy model for the need of IoT in
medicinal services. Since medicinal services are getting to be plainly costly by the day, the poor need another approach
and this is the place [oT ventures in.

B.  Healthcare using wireless sensor networks

The healthcare applications utilizing [oT are expanding step by step and more as a result of sensor gadgets. The IoT
can possibly offer ascent to numerous medicinal applications, for example, remote wellbeing checking, physical work
out schedules, Alzheimer*s maladies, and elderly care [2]. The IoT medicinal services framework, for the most part,
tries to take a shot at the current remote sensor systems, embedded device technologies, and ubiquitous computing. IoT
frameworks need to give the administrations to anyone at whenever and anyplace.

So we require engineering to actualize the healthcare frameworks all the more productively and with less cost. Here
we briefly clarify the remote healthcare framework which can be empowered to use alongside IoT frameworks. It
comprises of health sensors, advanced mobile phone gadgets and server framework to control and deal with the data.
The sensors will take input values and will send to the server utilizing the smartphones. The server processes the
information and educates patients. These medicinal services frameworks help the patients to take to choices proposed
by the application.

Advances in WSN have opened up new open doors in healthcare systems. Sensor-based innovation has invaded
medicinal gadgets to supplant a huge number of wires associated with these gadgets found in healing centers. The body
sensor network (BSN) innovation [2] is a standout amongst the most basic advancements utilized as a part of loT-based
present day healthcare system. It is fundamentally a gathering of low-power and lightweight remote sensor hubs that
are utilized to screen the human body works and encompassing condition. This innovation has the ability to give
unwavering quality notwithstanding upgraded versatility.

II. RELATED WORK

Wireless Sensor Networks (WSN) is a developing time in Embedded Systems. Over each industry, remote sensor
innovation has turned into the default for best-in-class organizations to monitor a horde of interacting factors because
of its openness, ease, and power. One of the greatest components driving its expanded appropriation is expanded trust
in the innovation itself. An ever-increasing number of industries are trusting passive monitoring to collect information
at least as reliably as a human, without any of the human headaches. Wireless sensor innovation's simple usage is
likewise driving its development.

Basic snap-on plans make it simple to convey a wireless sensor arranged in a matter of hours rather than weeks. The
exploration predicts that work innovation will represent a great part of the availability requirements for the IoT inside
the following five years. This is Wi-Fi, Bluetooth, WirelessHART, and ISA100. WirelessHART seems to lead the
procedure robotization showcase with ISA 100.11a. Another WSN innovation blowing some people's minds in the
Industrial IoT is the LPWAN. Having remotely associated sensors with a 10-year battery life can diminish support
times.

Late wireless communication innovation arrangement devours only 1/10000th power spent by a traditional Wi-Fi
network. It is altogether less expensive and more minimized. The most recent model for Jeeva's "backscatter-based"
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remote correspondence framework loos like a Mastercard estimated circuit board. Furnished with receiving wires, this
chip reflects and assimilates (or backscatters) existing radio waves and TV signals, changing them into both a source of
power and a communication medium. These sensors can be embedded into anything, anyplace at low expenses. Also,
since these gadgets have no batteries, they last inconclusively and require no support by any means, possibly
empowering smart urban areas.

Presently a days Mobile gadget (PDAs) are necessary and indistinguishable piece of normal man for reaching each
other by means of call or text. Cell phones are utilized as a part of a wide range of divisions, for example, business,
healthcare, social networks, environmental monitoring, safety, and transport. For empowering related application to
think about various spaces, an arrangement of embedded sensors, for example, accelerometer, compass, spinner, GPS,
microphone, and camera are specifically included to Smartphones[3].

Cell phones are likewise proficient to record helpful information like location and other environment details and
ceaselessly transfer it to a specific server. In view of such location traces and furthermore labeling the exercises, (for
example, walking, biking, driving, and so forth.) one can have complete data about client [4]. For example, healthcare
personal analyzers, for example, smart beds consequently educates who are possessing them and much more, they can
advise about various patient's physiological levels. Genuine smart home pharmaceutical dispensers too automatically
alert when medication is not taken.

Going for the current issues of healthcare services frameworks, creators in [6] proposed an unmistakable structure
"HES". The highlights of HES can be outlined in three territories:

(1) Utilizing low-cost and easily-deployed wireless sensor networks as the relay infrastructure for GSRM-based
secure transmission of medical data from WBANs to WPANSs; (2) Tending to the issue of accomplishing direct
interchanges between a client's mobile terminals and embedded (wearable) medical gadgets (hubs); and (3)
Implementing protection safeguarding techniques HEBM and accomplishing satisfactory performance. The usage of a
specialist framework that basically tends to routine physical examinations can enormously diminish a specialist's or
manager's association and empower families and guardians to get to users wellbeing data whenever and anyplace.

In [7] H. Moustafa, E. M. Schooler give a reusable blueprint for remote monitoring and real-time control of smart
medical spaces. Their answers offer a unified, scalable, secure and real-time platform that resolves several limitations
with existing solutions. IoT Gateways are utilized to oversee differing sorts of sensors and therapeutic gadgets, and
WebRTC is utilized to empower ongoing, intuitive and secure constant correspondence between brilliant medicinal
spaces and remote clients or wellbeing and health administrations. Likewise, they have shown the requirement for an
Edge Cloud to save on network bandwidth usage particularly for video movement and to guarantee continuous
handling prerequisites. A PoC has been effectively directed to test end-to-end usefulness, execution, and the utility of
the design for an eHealth utilize case.

The work in [8] creates wellbeing sensor systems for brilliant home frameworks. This tracks ongoing information
identified with the object utilization and development inside the home, to conjecture the health of a person. Just Zigbee
sensors are utilized as a part of this arrangement, transmitting their information to a Zigbee dongle appended to the
consistent nearness of a PC. Creators in [10] proposed a wearable framework which distinguishes heart assault and
related sicknesses with the assistance of various situations like observing heart rate and blood pressure framework in
view of IoT. The informational collection gathered from the pulse rate is dissected utilizing big data investigation
which makes easy to use and transparent condition by utilizing different instruments and platforms.In paper[11],
creators displayed a wireless framework to examine gait utilizing IoT-shoe and cell phone sensors through a real-time
detection of abnormality in users’ gait patterns. The proposed IoT framework can identify and foresee cautious gait that
can prompt a fall. In [12], the creator built up a remote determination framework coordinating computerized telemetry,
a homecare station, and a remote clinical station. Creators in [13] executed the android application for analysis of
coronary illness. The poll is set up after communicating with the specialists and existing writing study. The cardiologist
recommended some demonstrative parameters and the responsibility of the manifestations.
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III. APPLICATIONS OF IOT IN HEATHCARE

A.  Remote patient monitoring (RPM)

Remote patient checking (RPM) utilizes computerized advances to gather therapeutic and different types of wellbeing
information from people in a single area and electronically transmit that data safely to medicinal services suppliers in
an alternate area for evaluation and proposals.

B.  Mobile Personal Assistance

mHealth innovation utilizes gadgets, for example, smartphones and compact observing sensors that transmit data to
suppliers, and additionally dedicated application programming (applications), which are downloaded onto gadgets.
Given its current rise in this field, approaches overseeing the utilization of this innovation are consistently being
formed. The utilization of m-IoT services has been inspected in view of the capability of m-IoT for the noninvasive
detecting of the glucose level, and them-IoT design, usage issues, and difficulties are tended to in [14].

C. Wearable device access (WDA)

A wearable gadget is an innovation that is worn by the human body. A wearable gadget is regularly utilized for
following a client's imperative signs or bits of information identified with health and wellness, area or even his/her
biofeedback demonstrating feelings. Wearable gadget models may depend on short-range remote frameworks, for
example, Bluetooth or local Wi-Fi setups.

. ¢ Fitbit Alta HR, smart asthma monitoring smart asthma monitoring
Fitness-trackers o
e Under Armour Gemini 3 RE smart shoes

eSamsung Gear Fit 2 Pro
*Pebble, Skagen Hybrid Smartwatch

*Google glass
e Epson glass

eshoes, scarfs, dresses, Proximity Sensing Shirt ,Lumo Run
o Networked Jacket, Motion Detecting Pants, socks, bicycle helmets

¢ Insertable Cardiac Monitor ,Compass and fitness tracker
*Smart Tattoos, Biomagnet and magnet headphones

Fig.2 : Wearable devices

D. Telemedicine
Telemedicine is the remote conveyance of healthcare services administrations, for example, well-being assessments
or counsels, over the telecommunications foundation. It enables healthcare providers to assess, analyze and treat
patients without the requirement for an in-person visit.
1. Types of Telemedicine : Store-and-forward telemedicine solutions, Remote patient monitoring,, Real-time
telehealth

E. Ambient assisted living/ Elderly Care (AAL)

An IoT stage fueled by artificial intelligence that can address the health care of aging. The reason for AAL is to
expand the autonomous existence of elderly people in their place of living in an advantageous and safe way. A few
examinations have talked about AAL in view of the IoT. A secluded engineering for computerization, security, control,
and correspondence is proposed for IoT-based AAL in [16].

Copyright to IIIRCCE DOI: 10.15680/IJIRCCE.2018.0604053 3529


http://www.ijircce.com/

ISSN(Online): 2320-9801
ISSN (Print) : 2320-9798

International Journal of Innovative Research in Computer
and Communication Engineering
(A High Impact Factor, Monthly, Peer Reviewed Journal)
Website: www.ijircce.com
Vol. 6, Issue 4, April 2018

F.  SmartPhone Apps and Effective Solution

Applications for a smartwatch, belt, glares and more objects that are headed to turning into the IoT, taking the
networking to the whole new level. Late years have seen the development of electronic gadgets with a cell phone
controlled sensor, which features the ascent of cell phones as a driver of the IoT.

G. Real-Time Location Services

Through IoT, specialists can use real-time location services and track the gadgets utilized for treating patients.
Medicinal staff may once in a while keep the gadgets in outside of anyone's ability to see zones which makes them hard
to discover when another therapeutic staff goes ahead the scene. Medical apparatus and devices like wheelchairs,
scales, defibrillators, nebulizers, pumps or monitoring equipment can be labeled with sensors and found effectively
with IoT.

IV. THE I0T-BASED REMOTE MONITORING SYSTEM FOR HEALTHCARE SERVICE

Monitoring programs can gather a wide range of health data from the purpose of care, for example, vital signs,
weight, blood pressure, blood sugar, blood oxygen levels, heart rate, and electrocardiograms.

This data is then transmitted to health professionals in facilities such as monitoring centers in primary care settings,
hospitals and intensive care units, skilled nursing facilities, and centralized off-site case management programs. Health
experts screen these patients remotely and follow up on the data got as a major aspect of the treatment design.

Internet Of

. ings
\T_’ . *’H(((A)))_’

Personal Data

Patient processing unit ntemet Servics

Provider

&,

Physician

Fig. 3: Remote monitoring system

Observing projects can likewise enable keep individuals sound, enable more seasoned and debilitated people to
inhabit home longer and abstain from moving into talented nursing facilities. RPM can moreover serve to diminish the
number of hospitalizations, readmissions, and lengths of stay in recuperating focuses all of which help upgrade
individual fulfillment and contain costs.
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A. Four Layered Architecture
Table 2 : Layered architecture

LAYERS DESCRIPTION

Sensing Layer This layer integrated with existing
hardware(sensor, actuators, RFID etc)

Networking Layer Provides basic netwoking support and data transfer
over wireless or wired connection

Service Layer Provides services to satisfy user needs

Interface Layer Provides interaction methods to users and other
application

Any Healthcare infrastructure contains physical layer, transport layer, a middleware layer, and applications layer.
From the perspective of functionalities, a four-layered architecture is shown in Table 1.

B. IoT Protocols
There are numerous innovations that empower IoT. Urgent to the field is the system used to communicate between
gadgets of an IoT establishment, a part that few remote or wired advances may satisfy.

Table 3 : IOT Protocols

Bluetooth

Light-Fidelity (Li-Fi)

Near-field communication (NFC)

QR codes and barcodes

Radio-frequency identification (RFID)

Transport Layer Security (TLS)

Wi-Fi

Z-Wave

6LowPAN, Thread

ZigBee

HaLow

LTE-Advanced

Low-power WAN (LPWAN)

Cellular

SigFox, Neul, LoRaWAN

Very small aperture terminal (VSAT)

Ethernet

Wired Multimedia over Coax Alliance (MoCA)
Power-line communication (PLC)

Short

Medium

V. SECURITY REQUIREMENTS

Security is a standout amongst the most basic parts of any framework. Individuals have an alternate point of view
with respect to security and consequently, it characterized from numerous points of view. When all is said in done,
security is an idea like wellbeing of the framework in general.

A. Data Privacy

It is required to shield the information from revelation. BSN ought not to release patient's essential data to outside or
neighboring systems. In IoT-based human services application, the sensor hubs gather and advances delicate
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information to a coordinator. An enemy can spy on the correspondence, and can catch basic data. This listening in may
make extreme harm the patient since the foe can utilize the obtained information for some, illicit purposes.

B. Data Integrity

Keeping information secret does not shield it from outside modifications. An enemy can simply change the
information by including a few pieces or by controlling the information within a bundle. This altered information can
be sent to the facilitator. The absence of trustworthiness component is once in a while exceptionally unsafe particularly
in the event of life-critical (when crisis information is modified). Information misfortune can likewise happen because
of the awful communication environment.

C. Data Freshness
The enemy may once in a while catch information in travel and replay them later utilizing old key in more seasoned
to befuddle the organizer. Information freshness infers that information is fresh and nobody can replay the old message.

D. Authentication

It is a standout amongst the most vital prerequisites in any IoT based healthcare framework utilizing BSN, which can
proficiently manage the mimicking assaults. In BSN based healthcare framework, all the sensor hubs send their
information to a coordinator. At that point the facilitator sends occasional updates of the patient to a server. In this
unique circumstance, it is very basic to guarantee both are authentic.

E. Anonymity

It ensures that the adversary can neither observe who the patient isn't can differentiate whether two discussions start
from same (obscure) patient. In this way, obscurity conceals the source of the packet (i.e. sensor information) amid
wireless communication. It is an administration that can empower confidentiality.

VI. CONCLUSION

Internet of Things has numerous applications in various territories. [oT has been as of now intended for Wireless
sensor network (WSN). It has been developed for health monitoring. This framework exhibits the design of IoT and
architecture of Smart health monitoring using IoT. There are a few issues found in IoT and existing health monitoring.
This overview features the present security challenges. New advances could limit them by accomplishing the better
quality and also electronic security idea. This paper quickly audits the propel slants in smart healthcare services as an
IoT application that has changed the conventional medical system.
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