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ABSTRACT:  As technology advances there is an  increase in the amount of data being transferred over the network. 
One of the principle challenge that is faced is security. Security is achieved by cryptography; cryptography is a study of 
mathematical techniques related to information security such as confidentiality, data integrity, entity authentication and 
data origin authentication. In this paper, a 256 bit AES symmetric block cipher is initially used to encrypt the message, 
the key obtained from the AES encryption is encrypted again using 1024 bit RSA algorithm. Similarly the decryption is 
done using RSA algorithm to obtain the key which is used to decrypt the message using AES algorithm.AES is a 
symmetric algorithm that uses only a private key and RSA is an asymmetric encryption system that works with two 
different keys: A public and a private key. Both work complementary to each other, which means, when a message is 
encrypted with one of them can only be decrypted by its counterpart. This combination of algorithms provides better 
security and efficiency. 
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I.INTRODUCTION 
 

Cryptography is the science of keeping message secure.  The method, in which we disguise a message in such a way  
that its contents are an encrypted message, which is cipher text. The process of conversion of cipher text to plain text is 
decryption.  
Public-key cryptography, or asymmetric cryptography, is any cryptographic system that uses pairs of keys: Public keys 
that may be disseminated widely paired with private keys which are known only to the owner. Symmetric cryptography 
is a cryptographic system that uses a single key to encrypt and decrypt .This project is a combination of both symmetric 
and asymmetric encryption techniques that provides a system that can overcome mutual drawbacks of both the 
techniques and enables a secure transaction of data that won’t compromise on efficiency. 
 

II. LITERATURE SURVEY 
 

A.DES and AES Performance Evaluation 
In cryptography, we encode data before sending it and decode it on receiving, for this purpose, we use many 
cryptographic algorithms. AES and DES are most commonly used Cryptographic algorithms .In this paper we 
discussed AES and DES and their comparison using  MATLAB software .After applying AES and DES, we compare 
their result on the basis of avalanche effect, simulation time and memory required by AES and DES[1]. 
 DES: Data Encryption Standard is a symmetric key algorithm. In DES , the key size is 56 bits. The 56-bit key is 
divided into eight 7-bit blocks and additional 8th odd parity bit is further added to every block. A DES key is actually 
64 bits in length to avoid randomness; it is 56 bit for computation. 
AES:The  key size supported by AES is 128,192and 256 bits .AES takes 128 bits as minimum and maximum is taken 
256 bits. Whereas DES key is small in size and  its processor power has  less technological advancement 
Operations of AES are applied on the state during each round are: 

 Sub byte 
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 Shift row 
 Mix column 
 Add round key 

The comparison of Advanced Encryption Standard (AES) and Data Encryption Standard (DES) 

 
In AES, the avalanche effect is more than in DES. 
The comparison, on the basis of Memory usage for implementation and simulation time of AES and DES[5] 

 
Larger memory required for implementation in Advanced Encryption Standard (AES)  as compare to  Data Encryption 
Standard  (DES) .It  is  also  clear that simulation time in AES is more effective as compared to DES. In financial 
application encryption in done by DES but Memory usage is DES is more than in AES .Avalanche effective i.e. One bit 
variation is more in Advanced Encryption Standard (AES) as compare to Data Encryption Standard (DES). AES is 
mostly used in encryption of message in chat Channel and is also used in monumentry transaction.AES provides the 
improvement in security level in information world as compared DES. 
 
.B. Data Encryption and Decryption Using RSA Algorithm in a Network    Environment 
Network Security is premised on the fact that once there is connectivity between computers sharing some resources, the 
issue of data security becomes critical[2][3]. This paper presents a design of data encryption  and decryption  in a 
network  environment  using RSA algorithm with a  specific message block size. RSA is the most popular public key 
cryptography (PKC). It uses 2  key cryptosystem, a public key which is known by the sender and the receiver and a 
private key which is known only by the receiver, so that  two parties can engage in a secure communication over a non 
secure communication channel without having to share key. 
RSA encryption:The public and the private key-generation algorithm is the most complex part of RSA cryptography. 
Two large prime numbers, p and q, are generated using the Rabin-Miller primality test algorithm. A modulus n is 
calculated by multiplying p and q. This number is used by both the public and private keys and provides the link 
between them. Its length, usually expressed in bits, is called the key length. The public key consists of the modulus n, 
and a public exponent, e, which is normally set at 65537, as it's a prime number that is not too large. The e figure 
doesn’t have to be a secretly selected prime number as the public key is shared with everyone. The private key consists 
of the modulus n and the private exponent d, which is calculated using the Extended Euclidean algorithm to find the 
multiplicative inverse with respect to the totient of n.                                           
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   A flowchart illustrating the RSA decryption Algorithm 
 
An eavesdropper that breaks into the message that is encrypted by RSA algorithm will return a decoded message  that 
is a meaningless[4]. This ensures that data is secured against hackers within the network environment. 
 
C . RSA Encryption Algorithm Optimization to Improve Performance and Security Level of  Network  
Messages 
Asymmetric cryptographic algorithms are a robust technology used to reduce security threats in the transmission of 
messages on the network. The Major drawback is  the mathematical solutions that require a greater amount of 
calculation leading to increased use of computational resources. This paper aims to optimize the RSA encryption 
algorithm and thus improve the security, integrity and availability of information.This is done by obtaining the RSA 
Value for each character of the message ,using a matrix the characters are mixed as an additional process for 
emcryption.   
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In Base-line RSA model the key can be accessed by intruders whereas in optimized RSA model key is encrypted which 
makes it more secure upon evaluation of result optimized RSA model performs better than Baseline RSA model in 
terms of lowering time , memory , processor and network performance.   
 
D. A Study of Encryption Algorithms AES, DES and RSA for Security   
This paper by Dr. Prerna Mahajan & Abhishek Sachdeva (IITM India)is an effective comparison of the three important 
cryptography techniques using AES , DES and RSA comparing its performance based on simulation time for 
encryption and decryption and analysing the experimental result to realise effectiveness of each algorithm. encryption 
algorithms  can be categorized into Symmetric (private) and Asymmetric (public) keys encryption.Public key 
encryption is based on mathematical functions, computationally intensive and is not very efficient for small mobile 
devices  . Asymmetric encryption techniques are almost 1000 times slower than symmetric techniques due to 
computational processing power.  
The four text files of different sizes are used to conduct four experiments, where a comparison of three algorithms AES, 
DES and RSA is performed with Encryption Time and Decryption Time as evaluation parameters . 
 

 
 
 Based on the text files used and the experimental result it was concluded that AES algorithm consumes least 
encryption and RSA consume longest encryption time and  also  that Decryption of AES algorithm is better than other 
algorithms. from the simulation result it is evaluated that AES algorithm is much better than DES and RSA algorithm . 

 
In the table above a comparative study between AES, DES and RSA is presented in to eighteen factors. 
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III.CONCLUSION 
 

There is a need to secure sensitive and confidential data that is being transacted on day to day basis but the importance 
to security should not over shadow the efficiency and speed of the system , on reviewing the papers AES and RSA 
algorithms  are found to be  more efficient than other cryptographic techniques in terms of memory usage and 
simulation time. Hence the combination of AES and RSA becomes more reliable cryptosystem that enhances the speed 
and security . 
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