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ABSTRACT: Besides considering the benefits of cloud computing data, proprietors are developing more priority to
put their data in the cloud. Data in the cloud should be encrypted before outsourcing. Considering the huge network
traffic and size of the data it is necessary to allow multiple keywords in the search request to get appropriate results.
Currently, the mechanism of search encryption is mainly focusing on the limited keywords. In the present paper, for the
first time, we are introducing multi-keyword ranked search over encrypted data in the cloud computing (MRSE) by
considering privacy. For multi-keyword search mechanism on the cloud, we choose the most similar “Coordinate
matching” i.e., the maximum similar results to capture the search query. Initially, the idea proposed for the MRSE
based on secure inner product computation, it gives two significantly improved MRSE schemes to achieve various
stringent privacy requirements in two different threat models.
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I. INTRODUCTION

Distributed computing is a field of computer science that studies variety of distributed systems. A distributed system is
a software system in which components located on networked computers communicate and co-ordinate their actions by
passing the messages. The components interact with each other in order to achieve a common goal. There are numerous
alternatives for the message passing mechanism, including RPC-like connectors and message queues. Three significant
characteristics of distributed systems are concurrency of components, lack of a global clock, and independent failure of
components. An important objective and challenge of distributed system is location transparency. Examples of
distributed systems vary from SOA-based systems to massively multiplayer online games to peer-to-peer applications.

A computer program that runs in a distributed system is called a ‘distributed program’, and distributed programming is
the process of writing such programs. Distributed computing also refers to the use of distributed systems to solve
computational problems. In distributed computing, a problem is divided into many tasks, each of which is solved by
one or more computers, which communicate with each other by message passing. The word distributed in terms such
as "distributed system", "distributed programming"”, and “distributed algorithm" originally referred to computer
networks where individual computers were physically distributed within some geographical area. The terms are
nowadays used in a much wider sense, even referring to autonomous processes that run on the same physical computer
and interact with each other by message passing. While there is no single definition of a distributed system, the
following defining properties are commonly used:

e There are several autonomous computational entities, each of which has its own local memory.

e The entities communicate with each other by message passing.
In this article, the computational entities are called ‘computers or nodes’.
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A distributed system may have a common goal, such as solving a large computational problem.] Alternatively, each
computer may have its own user with individual needs, and the purpose of the distributed system is to co-ordinate the
use of shared resources or provide communication services to the users.

Other typical properties of distributed systems include the following:

e The system has to tolerate failures in individual computers.

e The structure of the system (network topology, network latency, the number of computers) is not known in
advance, the system may consist of different kinds of computers and network links, and the system may
change during the execution of a distributed program.

e Each computer has only a limited, incomplete view of the system. Each computer may identify only one part
of the input.

Distributed systems are groups of networked computers, which have the same goal for their work. The terms
"concurrent computing”, "parallel computing”, and "distributed computing” have a lot of overlap, and no clear
distinction exists between them. The same system may be characterized both as "parallel" and "distributed"”; the
processors in a typical distributed system run con-currently in parallel. Parallel computing may be seen as a particular
tightly coupled form of distributed computing, and distributed computing may be seen as a loosely coupled form of
parallel computing. Nevertheless, it is possible to roughly classify concurrent systems as "parallel™ or "distributed"
using the following criteria:

Il. RELATED WORK

N. Cao, C. Wang, M. Li, K. Ren, and W. Lou

With the advent of cloud computing, data owners are motivated to outsource their complex data management systems
from local sites to the commercial public cloud for great flexibility and economic savings. But for protecting data
privacy, sensitive data have to be encrypted before outsourcing, which obsoletes traditional data utilization based on
plaintext keyword search. Thus, enabling an encrypted cloud data search service is of paramount importance.
Considering a large number of data users and documents in the cloud, it is necessary to allow multiple keywords in the
search request and return documents in the order of their relevance to these keywords. Related works on searchable
encryption focus on single keyword search or Boolean keyword search, and rarely categorize the search results. In the
present work, for the first time, we define and solve the challenging problem of privacy-preserving multi-keyword
ranked search over encrypted data in cloud computing (MRSE).

S. Kamara and K. Lauter

We consider the problem of building a secure cloud storage service on top of a public cloud infrastructure where the
service provider is not completely trusted by the customer. We describe, at a high level, several architectures that
combine recent and non-standard cryptographic primitives in order to achieve our goal. We survey the benefits such
architecture would provide to both customers and service providers and give an overview of recent advances in
cryptography motivated specifically by cloud storage.

Y.-C. Chang and M. Mitzenmacher

We consider the following problem: a user $\mathcal{U}$ wants to store his files in an encrypted form on a remote file
server $\mathcal{S}$. Later the user $\mathcal{U}$ wants to efficiently retrieve some of the encrypted files containing
(or indexed by) specific keywords, keeping the keywords themselves secret and not jeopardizing the security of the
remotely stored files. For example, a user may want to store old e-mail messages encrypted on a server managed by
Yahoo or another large vendor, and later retrieve certain messages while travelling with a mobile device. In our studies,
we offer solutions for this issue under well-defined security requirements. Our schemes are efficient in the sense that no
public-key cryptosystem is involved. Indeed, our approach is independent of the encryption method chosen for the
remote files. They are also incremental, in that $\mathcal{U}$ can submit new files which are secure against previous
queries but still searchable against future queries.
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A. EXISTING SYSTEM

The effective data retrieval needs the large amount of documents demand the cloud server to perform result relevance
ranking, instead of returning undifferentiated results. Such ranked search system enables data users to find the most
relevant information quickly, rather than burdensomely sorting through every match in the content collection. Ranked
search can also elegantly eliminate unnecessary network traffic by sending back only the most relevant data, which is
highly desirable in the “pay-as-you-use” cloud paradigm. For privacy protection, such ranking operation, however
should not leak any keyword related information. On the other hand, to improve the search result accuracy as well as to
enhance the user searching experience, it is also necessary for such ranking system to support multiple keywords
search, as a single keyword search often yields far too coarse results.

B. DRAWBACKS OF EXISTING SYSTEM

e The encrypted cloud data search system remains a very challenging task because of inherent security and privacy
obstacles, including various strict requirement.

e On enrich the search flexibility, they are still not adequate to provide users with acceptable result ranking
functionality.

111.PROPOSED METHODOLOGY AND DISCUSSION

For the first time, we exemplify and resolve the problem of multi-keyword ranked search over encrypted cloud data
(MRSE) while preserving strict system-wise privacy in the cloud computing paradigm. Among various multi-keyword
semantics, we choose the efficient similarity measure of “co-ordinate matching,” i.e., as many matches as possible, to
capture the relevance of data documents to the search query. Specifically, we use “inner product similarity”, i.e., the
number of query keywords appearing in a documents, to quantitatively evaluate such similarity measure of that
document to the search query. During the index construction, each document is associated with a binary vector as a
sub-index where each bit represents whether corresponding keyword is contained in the document. Thesearch query is
also described as a binary vector where each bit means whether the corresponding keyword appears in this search
request, so the similarity could be exactly measured by the inner product of the query vector with the data vector.
However, directly outsourcing the data vector or the query vector will violate the index privacy or the search privacy.
To meet the challenge of supporting such multi-keyword semantic without privacy breaches, we propose a basic idea
for the MRSE using secure inner product computation, which is adapted from a secure k-nearest neighbour (KNN)
technique, and then give two significantly improved MRSE schemes in a step-by-step manner to achieve various
stringent privacy requirements.

A. MODULES

Data Owner Module
Data User Module
Encryption Module
Rank Search Module

B. MODULES DESCRIPTION

Data Owner Module
This module helps the owner to register those details and also include login details. This module helps the owner to
upload his file with encryption using RSA algorithm. This ensures the files to be protected from an unauthorized user.

Data User Module

This module includes the user registration login details. This module is used to help the client to search the file using
the multiple keywords concept and get the accurate result list based on the user query. The user is going to select the
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required file and register the user details and get activation code in mail email before entering the activation code. After user can
download the Zip file and extract that file.

Encryption Module:
This module is used to help the server to encrypt the document using RSA Algorithm and to convert the encrypted document to the
Zip file with activation code and then an activation code sends to the user for download.

Rank Search Module
These modules ensure the user to search the files that are searched frequently using rank search.This module allows the user to

download the file using his secret key to decrypt the downloaded data. This module allows the Owner to view the uploaded files and
downloaded files

IV. EXPERIMENTAL RESULTS WITH GRAPHS

For the corroboration of the accuracy of the algorithm theresults obtained from the algorithm were compared in the ground truth
dataset. It is evident that the proposed algorithm was able tosuccessfully details with more than95% accuracy. The algorithm’s
accuracy of searching data over encrypted cloud was higher (98.1%). The results showed that our algorithm could maintainthe high
accuracy. The graphical representations of the results are shown in the following figures and the results are discussed in the legends
of respective figure.
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Fig.1 describes the total time consumption of the previous over the existing systems, with comparison to number of documents. As per figure above it
can be seen that proposed system takes less time than previous system. However, the outcome of the results may slightly vary depending on the
change of environment and configurations
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Fig.2 illustrates recall of the previous and current systems generated results, with comparison to number of documents. As per figure above it can be
seen that proposed system has higher recall percentage than previous system.
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Precision Vs Web Services
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Fig.3 demonstrates precision of the previous and existing systems generated results, with comparison to number of documents. The graphical
representation shows that proposed system has higher percentage of precision than previous system.

V. CONCLUSION

Collectively, we define,confirmed and solve the problem of multi-keyword ranked search over encrypted cloud data,
and established a variety of privacy requirements. Among various multi-keyword semantics, we choose the efficient
similarity measure of “coordinate matching,” i.e., as many matches as possible, to effectively capture the relevance of
outsourced documents to the query keywords, and use “inner product similarity” to quantitatively evaluate such
similarity measure. For meeting the challenge of supporting multi-keyword semantic without privacy breaches, we
proposed a basic idea of MRSE using secure inner product computation. Additionally, we provided two improved
MRSE schemes to achieve various stringent privacy requirements in two distinctive threat models. Further we also
investigated some auxiliary enhancements of our ranked search mechanisms, including supporting more search
semantics, i.e., TF_IDF, and dynamic data operations. Comprehensive analysis investigating privacy and efficiency
securities of proposed schemes is given, and experiments on the real-world data set show our proposed schemes
introduces low overhead on both computation and communication. In future investigation, we will explore examining
the integrity of the rank order in the search result assuming the cloud server is untrusted.
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