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ABSTRACT: Wireless spoofing attacks are easy to launch and can significantly impact the performance of networks.
Although the identity of a node can be verified through cryptographic authentication, conventional security approaches
are not always desirable because of their overhead requirements. This paper, propose to use spatial information, a
physical property associated with each node, hard to falsify, and not reliant on cryptography, as the basis for 1)
detecting spoofing attacks; 2) determining the number of attackers when multiple adversaries masquerading as the same
node identity; and 3) localizing multiple adversaries. This project propose to use the spatial correlation of received
signal strength (RSS) inherited from wireless nodes to detect the spoofing attacks. The project formulate the problem of
determining the number of attackers as a multiclass detection problem. In addition, we developed an integrated
detection and localization system that can localize the positions of multiple attackers. Our localization results using a
representative set of algorithms provide strong evidence of high accuracy of localizing multiple adversaries.

l. INTRODUCTION

The project has named” Detection and Localization of Multiple Spoofing Attackers in Wireless Networks” for
detecting multiple attackers in wireless networks.Due to the openness of the wireless transmission medium, adversaries
can monitor any transmission.Further, adversaries can easily purchase low-cost wireless devices and use these
commonly available platforms to launch a variety of attacks with little effort. Among various types of attacks, identity-
based spoofing attacks are especially easy to launch and can cause significant damage to network performance. For
instance, in an 802.11 network, it is easy for an attacker to gather useful MAC address information during passive
monitoring and then modify its MAC address by simply issuing an ifconfigcommand to masquerade as another device.
In spite of existing 802.11 security techniques including Wired Equivalent Privacy (WEP), WiFi Protected Access
(WPA), or 802.11i (WPAZ2),such methodology can only protect data frames.An attacker can still spoof management or
control frames to cause significant impact on networks.

The project is about how the data can be transferred from one node to another. The project also detect
the attackers who tries to masquerades the data. The project use normalized entropy which calculates the over all
probability distribution in the captured flow in our algorithm to get more accurate result. The aim of attack detection
and recovery is to detect DDoS attack before it affects the end user . Intrusion detection systems are widely used for
DdoS detection. An Intrusion detection system (IDS) is software and/or hardware which will monitor the network or a
computer system for suspicious activity and alerts the system manager or network administrator.

1. MODULE DESCRIPTION
Implementation is the most crucial stage in achieving a successful system and giving the user’s confidence that the new

system is workable and effective [1]. Implementation of a modified application to replace an existing one. This type of
conversation is relatively easy to handle, provide there are no major changes in the system.
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Each program is tested individually at the time of development using the data and has verified that this program linked
together in the way specified in the programs specification, the computer system and its environment is tested to the
satisfaction of the user. A simple operating procedure is included so that the user can understand the different functions
clearly and quickly [2-3].

1. MODULE DISCRIPTION

Registration form

Login Form

Server Monitoring

Man In The Middle Attack
Denial of service Attack
Session Hijacking

Eaves Dropping
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A. REGISTRATION FORM

This module contains the Registration Details.The Registration details contains username
,password,emailid,contact no etc,.To login to the page for transferring the file we should register with this form [4].

B.LOGIN FORM

To transfer a file, user should login to the page .The Login Form contains the Username and the
password details.Once we enter a valid username and the password it redirects to the transfer page [5].

C.SERVER MONITORING

This module continuously monitoring the all request from the Client. When the request is coming, it
identifies the IP address and stored in cache and starts counting the request from the same IP address and also maintains
the timer [6].

D.MAN IN THE MIDDLE ATTACK

The man-in-the-middle attackis a kind of attack in which the attacker makes independent
connections with the victims and relays messages between them, making them believe that they are talking directly to
each other over a private connection, when in fact the entire conversation is controlled by the attacker. The attacker
must be able to intercept all messages going between the two victims and inject new ones.The below Fig 1.shows how
the attack will take place [7].

Victim

Attacker

Fig 1.Man In The Middle Attack
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E.DENIAL OF SERVICE ATTACK(DOS):
In this project, A DOS attack involves sending large number of packets to a destination to prevent
legitimate users from accessing information or services. Zombies are gathered to send useless service requests

continuously , packets at the same time. DOS attacks are targeted at stealing, modifying or destroying
information.Fig.2. shows the DOS attack [8].

DoS ATTACK

Attacker

Attackor Q

Fig 2.DOS Attack
F.SESSSION HIJACKING

Session hijacking, sometimes also known as cookie hijacking is the exploitation of a valid computer,
to gain unauthorized access to information or services in a computer system.The below Fig 3. shows how session

hijacking is taken place [9].
Session |D = ACF3D35F216AAEFC e

Victim

Attacker

Fig 3.Session Hijacking
5.2.7.EAVES DROPPING

Eavesdropping is the act of secretly listening to the private conversation of others without their
consent. This is commonly thought to be unethical and there is an old adage that "eavesdroppers seldom hear anything
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good of themselveseavesdroppers always try to listen to matters that concern them.Fig4.Shows how the eavesdropping
is done [10].
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Fig 4.Eaves Dropping
V. EXPERIMENTAL RESULT
HACKER FORM:

To use hacking mode we have to click to the ON radio button to activate hacker mode.Fig.5.shows
the hacking mode on form [11].
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Fig.5.Hacker Form.

After clicking the on mode ,we will see a hacker form with five attacks namely Man in the middle
attack,sessionhijacking,DDOSattack,eaves dropping.Fig.6.shows the attacker form [12].
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Fig 6.Man In The Middle Attack.
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V. FUTURE ENHANCEMENTS

After implementing and testing the database we found that it almost fulfilled all of the requirements of our abstract and
system designing considerations. The application is working smoothly for all its users, such as transferring the file and
detecting the attackers. In further we will try to solve our limitation and we are hopeful next time it will be a complete
localizing and detecting attackers.

VI. CONCLUSION

In this work, we proposed to use received signal strengthbased spatial correlation, a physical property associated with
each wireless device that is hard to falsify and not reliant on cryptography as the basis for detecting spoofing attacks in
wireless networks. We provided theoretical analysis of using the spatial correlation of RSS inherited from wireless
nodes for attack detection. We derived the test statistic based on the cluster analysis of RSS readings. Our approach can
both detect the presence of attacks as well as determine the number of adversaries, spoofing the same node identity, so
that we can localize any number of attackers and eliminate them. Determining the number of adversaries is a
particularly challenging problem. Additionally, when the training data are available, we explored using Support Vector
Machines-based mechanism to further improve the accuracy of determining the number of attackers present in the
system. We found that our detection mechanisms are highly effective in both detecting the presence of attacks . Further,
based on the number of attackers determined by our mechanisms, our integrateddetection and localization system can
localize any number of adversaries even when attackers using different transmission power levels.
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