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ABSTRACT: In India electricity meters have mainly been electromechanical in nature but are gradually being 
replaced by more sophisticated and accurate digital and electronic meters. A high percentage of electricity revenue is 
lost due to power theft, incorrect meter reading and billing, and reluctance of consumers towards paying electricity bills 
on time. This paper proposes a new methodology to implement a controller based smart prepaid energy meter which 
can also control electricity thefts. The energy meter makes use of the global system for mobile communication [GSM] 
network to incorporate the facility of prepaid metering system and remote load control. A prepaid energy meter is 
installed in every consumer home which makes use of an ARM 7[LPC 2148] microcontroller to calculate the energy 
consumed and a server unit is maintained at the service provider side. Both the units are well equipped with GSM 
modem. LCD display is used to display the amount of energy consumed. The user can recharge the meter as per his 
requirements by sending an SMS to the server. The user needs to make an initial recharge to deal with the issues of 
unpaid bills and human error in billing which eventually ensures justified revenue collection. Also different aspects of 
electricity theft can be dealt using the proposed algorithms. 
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I. INTRODUCTION 
 

Electrical metering instrument technology has come a long way from the original bulky meters with heavy magnets 
and coils to the recent electronic meters. There have been many innovations those have resulted in size & weight 
reduction in addition to improvement in features and specifications. Despite of the rapid development in majority of the 
sectors in India only few developments are made in electricity sector. As limited non-renewable resources are present 
in our daily life, electricity is one of them which are utilized in every country [1].Electric energy is a vital resource in 
everyday life and a backbone of every industry. As electricity is limited resource its proper use and measurement is 
very important. In Conventional metering system to measure power consumption the energy provider company hire 
persons who visit each house and record the meter reading manually. These meter readings are used for electricity bill 
calculation and this bill sent to consumer house by post. This makes the system sluggish and laborious [2][3]. The 
human error can open an opportunity for corruption due to human interventions. So the problems arise in the billing 
systems which make them inaccurate and inefficient. The availability of wireless communication media has made the 
exchange of information fast, secured and accurate. Communication media like the internet, GSM networks, etc. exists 
everywhere. Wireless meter reading puts more control into the hands of both utilities and consumers by giving them 
more detailed information about power consumption. This allows utilities to better regulate the power supply. So, 
remote & wireless meter reading system with prepaid technique is becoming a trend now.  

Meters can be manipulated to make them under-register, effectively allowing power use without paying for it. This 
theft or fraud can be dangerous as well as dishonest [4]. Power companies often install remote-reporting meters 
specifically to enable remote detection of tampering, and specifically to discover energy theft. The change to smart 
power meters is useful to stop energy theft. A common method of tampering on mechanical disk meters is to attach 
magnets to the outside of the meter. Strong magnets saturate the magnetic fields in the meter so that the motor portion 
of a mechanical meter does not operate. Lower power magnets can add to the drag resistance of the internal disk 
resistance magnets [5][6]. Magnets can also saturate current transformers or potential transformers in electronic meters, 
though countermeasures are common. Different nontechnical and technical methods were proposed in the past to detect 
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electricity pilfering. Although periodic inspection can substantially reduce electricity theft but such measure requires 
large manpower and huge labour[7]. Some of the technical ways to detect pilferage are use of central observer meter at 
secondary terminals of distribution transformer, harmonic generator, genetic support vectormachines, extreme learning 
machine and power line impedance technique [8][9]. However, these technical approaches can be effectively 
implemented only if proper communication is ensured between the central control station and the appropriate test 
points. Traditional electromechanical meters still widely used today are prone to drift over temperature and time as a 
result of the analog and mechanical nature of the components in these meters [10]. Collection of meter readings is also 
inefficient, because a meter reader has to physically be on- site to take the readings. This method becomes more 
problematic and costly. There exists chance for missing bills, absence of consumer etc.  
 

II. RELATED WORK 
 

In paper[1], a new concept of energy meter is discussed where maximum demand of energy of a consumer is 
indicated in the meter used by the consumer. After exceeding the maximum demand, the meter and hence the 
connection is automaticallydisconnected by an embedded system inserted in the meter itself. Paper[2] presents the 
design of a simple low cost wireless GSM energy meter and its associated web interface, for automating billing and 
managing the collected data globally. This system replaces traditional meter reading methods and enables remote 
access of existing energy meter by the energy provider. Also they can monitor the meter readings regularly without the 
person visiting each house. Paper [3] deals with automatic meter reading and theft control system in energy meter. 
Current transformer is used to measure the total power consumption for house or industrial purpose. This recorded 
reading is transmitted to the electricity board for every 60 days once. For transmitting the reading of energy meter 
GSM module is used. To avoid theft, infrared sensor is placed in the screw portion of energy meter seal. If the screw is 
removed from the meter a message is sent to the electricity board. The paper [4] proposes a design of an intelligent 
energy metering system that can efficiently control the amount of electricity consumed by the user. Electricity users 
can buy specific amount of energy to use, only when they need it. This is achieved by interfacing energy meter with 
smart card technology .The system also alerts when the payment was not cleared.Paper [5] presents the development of 
Automatic Trip Control System for Energy Management using GSM. This system monitors the usage level of 
electricity of every consumer at all the time. During excess of electrical energy used by consumer, the system will give 
the alerts through an alarm circuit. After the alarm circuit, the consumer has to take an alternative solution to cut-off 
excess supply from the Electricity Board (EB) to stop alarming. 

  
III. PROPOSED SYSTEM FRAMEWORK 

 
The major drawbacks of post-paid electric energy metering system are uncontrolled usage of electricity from the 

consumer’s side and lot of wastage of power due to the consumer’s lack of planning in electricity consumption. In this 
paper we have proposed to design a prototype of GSM based prepaid energy meter which will consist of a server to 
maintain the supply of electricity to the users, a consumer unit to perform the power billing and communicate it to the 
server as well as user through SMS, also detect electricity thefts and substantially reduce it using the algorithms 
designed. According to the proposed system a server unit is installed at the power utility side and every user is 
provided with a consumer unit which is the actual prepaid energy meter. The GSM modem makes use of the GSM 
network to establish communication between the server units, the consumer unit as well as with the user also. The 
server unit consists of a microcontroller (ARM 7-LPC2148), GSM modem (SIM 900), 16x2 LCD display. The 
consumer unit consists of a microcontroller (ARM 7-LPC 2148), GSM modem (SIM 900), 16x2 LCD display, current 
transformers, potential transformer and relays. The output signal of the current and potential transformers is provided 
to the in-built ADC of the microcontroller of the consumer unit. The microcontroller calculates the power consumption 
using the output pulses from the ADC. Fig.1. shows the block diagram of server unit and consumer unit. 

In this system the consumer initially needs to send a message to the server requesting to recharge his/her energy 
meter with the particular number of units. The server unit then sends those particular numbers of units to the GSM 
modem of consumer unit. As soon as the controller in the consumer energy meter receives a message from GSM 
modem it activates the relay and connects the power supply line to the load. As soon as the user connects the load the 
energy consumed is calculated, and amount along with energy consumed is displayed on the LCD display. The 
microcontroller uses AT command set to communicate with the GSM module. After the consumption of the complete 
allocated energy (i.e. number of units recharged), the meter automatically disconnects the load from the main power 
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line using the relay until the user recharges his/her meter again. Whenever there is any type of theft, billing irregularity 
or illegal practices detected at the consumer end the energy meter immediately disconnects the load from the mains 
supply and reports this malfunctioning to the server by sending a message through the GSM modem. The central 
authority can take actions against the defendants. Thus this system avoids the irregularities associated with traditional 
billing system and ensures revenue collection. 

 

 
Fig. 1. Block diagram of server unit and consumer unit 

 
IV. ELECTRICITY THEFT DETECTION & CONTROLLING 

 
1. Prevention from bypassing of the phase line –  

A popular method to bypass conventional meter is shorting the phase line as shown in Fig.2.This type of bypassing 
of the phase line can be detected with the help of potential transformer PT and the current transformer CT live those are 
connected in the phase line. As soon as the phase line gets bypassed the voltage sensed by PT will be zero and the 
current sensed by CT live will also be zero amperes. Hence the microcontroller gets intimation and it immediately 
sends a message to the authorized person of the theft. The authority in charge can take legal actions against the accused 
user. 

 
Fig. 2. Bypassing the phase line 
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2. Prevention from disconnecting the neutral line –  
Another method of electricity theft is to disconnect the neutral line as depicted in Fig.3. If a neutral line happens to 

be disconnected then there will be difference between the output voltages of CT1 and CT2. After comparing the 
voltages of CT1 and CT2 if any major difference is found, the microcontroller actuates the relay to disconnect the load. 
Also the energy meter warns the authorized person in charge of the corresponding theft by sending a SMS and hence 
the authority can take legal action against the user. 

 
Fig. 3. Disconnecting the neutral line 

3. Prevention against whole meter bypass – 
Bypassing the whole electricity meter is another type of electricity theft as shown in the Fig.4. In this case the meter 

detects no energy consumption. The potential transformer connected detects zero voltage when the whole meter gets 
bypassed and hence intimates the microcontroller of this particular theft. The meter hence sends a SMS to the 
authorized person so that the authority in charge can take legal actions against that particular customer. 

 

 
Fig. 4. Whole meter bypass 
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4. Prevention against connecting an illegal load –  
Electricity theft can also take place by connecting an illegal load as shown in the Fig.5. This type of theft is detected 

by the microcontroller when the current sensed by the current transformer CTLIVE exceeds a specified limit. The 
microcontroller then actuates the relay to cut the power supplied to the load and sends an alerting message to authority 
in charge to take legal actions against the consumer. 

 
Fig. 5. Connecting an illegal load 

 
5. Prevention from perverting the electricity meter –  

The user or professional person can try to open the energy meter and make changes into it, to show low or no power 
consumption. This also proves to be a major form of electricity theft. To tackle this problem a switch is connected to 
the proposed energy meter. One terminal of the switch is connected to +3.3V dc supply and the other is connected to 
the microcontroller as shown in the Fig.6. In normal conditions, the switch will be closed and the microcontroller will 
detect +3.3V at its input pin. If consumer tries to open the energy meter the switch is disconnected and the 
microcontroller will detect 0V at its input pin. If this occurs, the microcontroller immediately sends a notification SMS 
to the server and disconnects the load from the supply. 

 
Fig. 6. Prevention against tampering 

 
V. RESULTS 

 
The consumer unit sends an initial message “recharge over”to the user’s phone to recharge his unit as shown in Fig 

(a). If the user is not registered then he needs to register the phone number to create his account in the server unit. After 
registration is done the user gets acknowledgement message as shown in Fig (b). The different forms of theft SMS sent 
to the authorized person at the server side are as shown in figures (c), (d), (e). After each type of electricity theft is 
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detected and legal actions are taken against the consumer, a Power ON (PON) SMS needs to be sent back to the meter 
from the authorised person to turn it ON again and resume to its normal operation. 

 

 
(a)     (b)         (c) 

 

 
  (d)     (e) 

Fig. a, b, c, d, e. Results of the entire system 
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VI. CONCLUSION 
 

In this paper an idea of implementing a smart prepaid energy meter to control electricity theft has been presented. 
Herein stepwise procedure needs to be followed to design the meter which has resulted in reduced maintenance.This 
system is advantageous to reduce issues like unpaid bills, billing irregularities, inaccurate meter readings and illicit 
payment from customer because of bribed service man.The use of GSM modem facilitates establishing direct 
communication between the server and user end.This system can be a powerful tool for having efficient use of 
electricity.Through this system five different forms of electricity theft can be detected and controlled. The existing 
lethargic system can be made more efficient and accurate with the implementation of this system; also it reduces the 
laborious work to a great extent. 
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