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ABSTRACT: The wireless sensor network is an emerging technology in the field of communication. Now a days, use 

of wireless sensor network(WSN) is spreading more rapidly across the world. WSN has found lots of applications in 

environment monitoring, military applications, health care monitoring, habitat monitoring, etc. Because of these 

applications WSN is carrying very sensitive information and hence is the target for hackers to get some sensitive 

information.   This technology has many advantages but the security issues have been not given much consideration till 

now. Due to this neglecting, few loopholes in the security have started to occur such as wormhole attack. In this paper 

we are going to discuss about wormhole attack, attack model and detection mechanisms. 
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I. INTRODUCTION 

 

The Wireless Sensor Networks are the network which consist of many number of sensor nodes. These sensor nodes 

which mainly perform these operations like signal processing, sensor configuration and computation. The sensor nodes 

which helps to mitigate the environmental condition. The applications used in wireless sensor networks are 

environment monitoring, military application, healthcare monitoring, habitat and industrial monitoring. Since there are 

only limited number of nodes, the traditional security is impossible for this kind of networks.  
 

 
 

Fig.1.Wireless Sensor Networks 

 
The Architecture of WSN are made up of sensor nodes, base station and the server. The sensor nodes are connected to 

each other with base station and the server. The nodes which mainly connected to the wireless medium, to 

communicate to the sensor nodes, base station and server. 
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II. WORMHOLE ATTACK 

 

The two nodes which communicate among each other through a link where these link are called as tunnel. During the 

communication from source to destination, the attacker who get inside the two nodes and create a link i.e., tunnel. The 

Attacker who capture the packet from the tunnel and send a malicious node through the tunnel.  

 
Fig.2.Wormhole Attack 

 

The Wormhole Attack is classified into three types. 

 Open Wormhole Attack/Exposed 

 Half Open Wormhole Attack 

 Closed Wormhole Attack/Hidden 

Half Open Wormhole Attack 

Malicious node M1 near the source (S) is visible, while second end M2 is set hidden. This leads to path S-M1-D for the 

packets sent by S for D. The attackers do not modify the content of the packet. Instead, they simply tunnel the packet 

form one side of wormhole to another side and it rebroadcasts the packet. 

 

Open Wormhole Attack/Exposed 

Source(S) and destination (D) nodes and wormhole ends M1 and M2 are visible. Nodes A and B on the traversed path 

are kept hidden. In this mode, the attackers include themselves in the packet header following the route discovery 

procedure. Nodes in network are aware about the presence of malicious nodes on the path but they would imitate that 

the malicious nodes are direct neighbours. 

 

Closed Wormhole Attack/Hidden: 

Identities of all the intermediate nodes (M1, A, B, M2) on path from S to D are kept hidden. In this scenario both 

source and destination feel themselves just one-hop away from each other. Thus fake neighbours are created. 

 

 

Open wormhole Closed Wormhole Half open Wormhole 

 
  

 

Fig.3.Wormhole Attack Model 
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III. DETECTION MECHANISM 

 

WSN is spreading faster because of its various applications and hence the need of securing it also increasing. There are 

lot of algorithms for detection and prevention of the wormhole attack.[2] Detection of wormhole attack is easier task as 

compare to prevention of wormhole attack. Loads of research is still going on for finding out efficient methods of 

detection and prevention.[5] Some of the detection methods are mention in the following table. 

 

Table.1.Detection Mechanisms for Wormhole Attack[1][3]4[][5][10][12] 

 

Name of the 

Method 

Requirements/Commentary 

Geographic and 

temporal 

leashes 

 GPS coordination of every node; 

 Loosely synchronized clocks (ms);  

 Robust, straightforward solution;  

 Inheritance of general limitations of GPS technology 

Packet leashes, 

end-toend 
 GPS coordination of every node; 

 Loosely synchronized clocks (ms);  

 Inheritance of limitations of GPS technology 

Network 

visualization 
 Centralized Controller;  

 Works best on dense networks; 

 Mobility is not studied; 

 Varied terrains are not studied 

Localization  Location-aware; 

 use of guard‘ Nodes; 

 Not readily applicable to mobile networks 

Directional 

antennas 
 Directional antennas on all nodes;  

 Good solutions for networks relying on directional 

antennas,  

Time of flight  Hardware enabling one-bit message and immediate 

replies without CPU involvement; 

 Impractical; 

 Likely to require MAC-layer Modifications 

Connectivity-

based 

Approaches 

 Require connectivity information; 

 Tightly synchronized clocks (ns); 

 Impractical 

End-to-end 

mechanism 
 Requires knowledge of location information; 

 Loosely synchronized clocks;  

 This mechanism uses geographic information and 

authentication method to detect malicious neighbors 

Secure eighbour 

discovery 
 Secure eighbour discovery 

Connectivity 

graph 
 Connectivity information is required;  

 To be independent to wireless communication models 
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IV. CONCLUSION 

 

In this survey we conclude that WSN is spreading widely across all over the area and  became the main target for the 

attackers. Wormhole attack is such one of the serious threats for WSN. It reduces the performance of the sensor 

network. Presence of two wormholes can attract nearly  the network  traffic [10]. there are many algorithms and 

methods being developed to detect and prevent the attack with considering the available sensor network parameters. 

Hence there is still need to improve the performance of detection and prevention algorithms and efficient use of sensor. 
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