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ABSTRACT: Cloud storage facilitates both individuals and enterprises to affordably share their knowledge over the
Internet. However, this conjointly brings troublesome challenges to the access management of shared data since few
cloud servers is totally sure. Cipher text-policy attribute-based encryption (CP-ABE) is a promising approach that
enables the information homeowners themselves to position fine-grained and cryptographically-enforced access control
over outsourced data. There is a tendency to gift secure and cost-efficient attribute based knowledge access control for
cloud storage systems. A multi-authority CP-ABE scheme is constructed that features: 1) the system does not want a
completely sure central authority, and all attribute authorities independently issue secret keys for users; 2) every
attribute authority will dynamically take away any user from its domain such that those revoked users cannot access
subsequently outsourced data; 3) cloud servers will update the encrypted knowledge from this time period to
consequent one so that revoked users cannot access those antecedent offered data; and 4) the update of secret keys and
cipher text is performed in an exceedingly public manner .The proposed scheme is proven secure in the random oracle
model.

KEYWORDS : Access control, cloud storage, multi-authority,Ciphertext-Policy Attribute-Based Encryption (CP-
ABE).

I. INTRODUCTION

Cloud storage is one of the major services provided by cloud computing. It enables data owners to remotely host their
data by outsourcing them to cloud servers, which brings great convenience for both individuals and enterprises to share
data over the Internet. However, this new paradigm challenges the approaches of traditional data access control
scenarios, where a fully trusted server is in charge of implementing access control mechanisms, since the outsourced
data might be sensitive and valuable for data owners, and few cloud servers can be fully trusted. Thus, to protect the
security of outsourced data, data owners would like to place access policies over their data before outsourcing them to
cloud servers. Among various solutions suggested for securing data sharing in cloud storage systems, attribute-based
access control, which employs cipher text-policy attribute-based encryption (CP-ABE), is rather promising. In this
setting, each user is described by a set of personal attributes and holds a secret key issued by an authority according to
his/her attributes. A data owner defines an access policy over attributes and encrypts the data to be outsourced under
this policy. Consequently, after outsourcing the encrypted data to cloud servers, only those users whose attributes
satisfy the access policy can decrypt the outsourced data. This effectively prevents unauthorized users (including cloud
servers) from accessing the outsourced data.

Il. LITERATURE SURVEY

Jiang hong Wei[1] proposed a notion called revocable-storage identity-based encryption (RS-IBE), which can provide
the forward/backward security of cipher text by introducing the functionalities of user revocation and cipher text update
simultaneously Cloud computing provides a flexible and convenient way for data sharing, which brings various
benefits for both the society and individuals. But there exists a natural resistance for users to directly outsource the
shared data to the cloud server since the data often contain valuable information. Thus, it is necessary to place
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cryptographically enhanced access control on the shared data. Identity-based encryption is a promising crypto-graphical
primitive to build a practical data sharing system. However, access control is not static. That is, when some user’s
authorization is expired, there should be a mechanism that can remove him/her from the system. Consequently, the
revoked user cannot access both the previously and subsequently shared data. Further more, concrete construction of
RS-1BE is presented, and proved its security in the defined security model. The performance comparisons indicate that
the proposed RS-IBE scheme has advantages in terms of functionality and efficiency, and thus is feasible for a practical
and cost-effective data-sharing system.

Sebastian Lins[2] has proposed Cloud service certifications (CSC) for establishing trust, and increasing transparency of
the cloud market. Several CSC have evolved, such as CSA STAR or Euro Cloud Star Audit. These CSC attempt to
assure a high level of security, reliability, and legal compliance, for a validity period of one to three years. However,
cloud services are part of an ever-changing environment, resulting from fast technology life cycles and inherent cloud
computing (CC) characteristics, like on-demand provisioning and entangled supply chains. Hence, such long validity
periods may put in doubt reliability of issued certifications. CSC criteria may no longer be met throughout these
periods, for instance, due to configuration changes or major security incidents. Thus, continuous auditing (CA) of
certification criteria is required to assure transparent, continuously reliable, and secure cloud services and to establish a
trustworthy CSC after the initial certification process is accomplished.

Samee U. Khanwe[3] propose Division and Replication of Data in the Cloud for Optimal Performance and Security
(DROPS) that collectively approaches the security and performance issues. In the DROPS methodology, files are
divided into fragments, and replicate the fragmented data over the cloud nodes. Each of the nodes stores only a single
fragment of a particular data file that ensures that even in case of a successful attack, no meaningful information is
revealed to the attacker. Moreover, the nodes storing the fragments, are separated with certain distance by means of
graph T-coloring to prohibit an attacker of guessing the locations of the fragments. Furthermore, the DROPS
methodology does not rely on the traditional cryptographic techniques for the data security; thereby relieving the
system of computationally expensive methodologies. It shows the probability to locate and compromise all of the nodes
storing the fragments of a single file is extremely low. Also it compares the performance of the DROPS methodology
with ten other schemes. The higher level of security with slight performance overhead was observed.

I1l. PROPOSED SYSTEM

A multi authority CP-ABE scheme is used, where an efficient and secure revocation method is proposed to solve the
attribute revocation problem in the system. This attribute revocation method is efficient because it has less
communication cost and computation cost, and it can achieve both backward security (The revoked user cannot decrypt
any new cipher text) and forward security (The newly joined user can also decrypt the previously published
ciphertexts). In this scheme the server need not be trusted fully, because the server will not enforce the key update by
each attribute authority.This scheme makes use of backward security even if the server is not semi-trusted. The
proposed CP-ABE scheme is applied as the underlying technique to construct the secure data access control for multi-
authority cloud storage systems.
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IV. PROPOSED SYSTEM ARCHITECTURE DIAGRAM

View uploaded
files
Uploading a file A
. \ Terminator
Request—»|  Provider No—p|  Notisficaion |
([ 1
Cloud user Download a file
Yes
Y #
View Entrepot Generate
CP-ABE | Downloading a file
Multiauthority key

OUR MULTI-AUTHORITY CP-ABE SCHEME

The core building of our data access control scheme is given for cloud storage systems, a multiauthority CPABE
scheme supporting efficient user revocation, and public ciphertext update.

Our technique:

A desirable multiauthority CP-ABE scheme should have the following features.

1) The public parameter should remain unchanged, and any string can be an attribute.

2) The revoked users can no longer decrypt those previously accessible data and subsequently encrypted data, namely,
it should provide forward security and backward security simultaneously.

3) The ciphertext update should not involve secret information.

To this end, scheme upon large attribute universe CP-ABE schemes and utilize a binary tree to manage users’
identifiers. Meanwhile, the lifetime of the system is divided into numerous discrete time periods, and each ciphertext is
associated with a time period.We employ another binary tree in a different way to handle these time periods such that
the ciphertext can be publicly updated from the current time period to the next one.Specifically speaking, each attribute
authority 6 maintains a binary tree BT ¢ with N leaf nodes.
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VI. CONCLUSION AND FUTURE WORK

The power of cloud computing is the ability to manage risks in some particular security issues. The algorithm
suggested for data security shows its need. Security algorithm mentioned for encrytion and decryption can be
implemented in future to enhance security framework over the network. In the future, At the cost of additional
computation and communication overhead, the proposed scheme provides desirable security properties for practical
applications. However, compared with those constructions providing the same security properties but built upon
bilinear groups of Composite order, our scheme is more efficient.
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