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ABSTRACT: Importance of digital world increases after pandemic, as most of service get onlineand need services. Cloud
infrastructure requirement for management of various services indirectly depends on virtual machine acting as tenants.
Chance of attack in cloud infrastructure is high hence monitoring of tenants’ activity to identify suspicious machine is done
by this work. Proposed model has created a virtual window to evaluate Leicht Holme Newman trust value of each tenant
present in cloud. As per Leicht Holme Newman value trained ANFIS mathematical model evaluate the behavior of tenants in
virtual window to identify malicious nodes. Experiment was done on various set of real and malicious tenants. Result shows
that proposed model has increases the precision value by %, recall by % and accuracy by % as compared to other comparing
models in same environmental conditions.
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I. INTRODUCTION

With the enormous capability of resource sharing and enhanced user experience cloud computing has become one of the
major research issues in the IT industries and its commercial value is gradually increasing[1,2]. But this cloud computing
systems are prone to security problems. For example, in the year 2016, Cloudflare a famous security service provider has
claimed that a bug which was present in its software has led to leakage of data from over 2 million websites including well-
known service providers such as 1password and Uber. Also, the failure of Microsoft Azure public cloud storage has affected
the clod business for nearly 8 hours. A security problem in the web services of the Amazon also leaked the personal
information of nearly 200 million voters of the US. As per the report released by the Fujitsu nearly 88% customers that are
using cloud services are often worried regarding the data leakage.

Trust in cloud computing has gained a lot of attention these days. Several trust models are present [3] that gives the trust
factor in cloud computing. Each of this trust models are limited with certain features only. So, it is important for the
organization to develop such models that solve most of the issues regarding cloud computing. People are now realizing the
trust in cloud computing. Several researches are going on for the evaluation of the present trust models. For example, Kanwal
et al [4] studied 12 trust models and divided it into 5 mechanisms. They evaluated seven parameters for twelve trust models
and categorized them into high, medium, and low. Corradini and et al[5] studied fourteen trust models and categorized
theminto3 mechanism in search for their weakness in trust. They have concluded that reliability and efficiency is the major
barrier for using the services of cloud.

II. RELATED WORK

Atoosa and Mostafa in [6] given a model that finds the most suitable trust source to provide the cloud services. Time of
implementation, processor speed, cost, etc. is some of the parameters that were used to calculate trust. Turn around trust of
the cloud resources is evaluated through combination of trust factor and speed of its implementation. Analytical hierarchy
process was used to select the most reliable trusted resources in the environment of cloud. Gokulnath and

Rhymend in [7] primary task is to identify trust resource at the boot load level. The main aim was to find trust worthiness of
resources and users. The model has better efficiency then other models as it uses risk parameters and proper mapping of the
users.

Udaykumar and Latha et al in [8] given a trust model which was cloud attestation protocol based. It measures the integrity of
the cloud service to find the trust value. Parameters such as successful service completion, successful service initialization,
etc. were determined. Different weights were calculated with the help of Analytical Hierarchy process to compute the trust
value. The use of attestation protocol was the key to success as it guarantees the correctness.
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Christian et alin [9] used fuzzy set theory to depict the cloud storage service which also involves game theory approach along
with usage of fuzzy interferences theory. The storage service was chosen randomly by fuzzy inferences and for truth telling
service providers’ gametheoretic approach was used. As distributed approach was used this approach was cost saving.

DE KOuicem ei al in[10] Given a scalable and hierarchical based trust management protocol which was block chain based
together with mobility support in vast distributed IoT systems. Inthis protocol mobile smart object finds the trust related
information of the service providers in the block chain. By this all service provider will have a global view of each service
provider so that they can easily trust them without wasting much time. Also, This protocol is safe from malicious attack such
as\textit{cooperative attacks}, textit{ballot-stuffing} and

\textit{bad-mouthing}.

J. Jiang et. al. in [11] provided a trust evaluation and updated mechanism specially for the wireless sensors(underwater) which
was based on C4.5 decision making algorithm or TEUC. In this in the first stage trust evidence such as node based, linked
based and data base are collected and these are used to train the decision tree that is C4.5. The penalty and reward factors are
also given that are used to be updated on the sliding time window. P.Huang given a block chain framework for the storage
of cloud data. In this all nodes collectively collected for the single third party to execute auditing and finally to record them
permanently. By this the entities are saved from deceiving each other. Analysis showed that this method was effective to
protect the integrity of data from malicious attack. The performance analysis also showed thatthis method is much more
resource friendly and functional then other comparable techniques.

III. PROPOSED METHODOLOGY

Proposed Leicht Holme Newman Adaptive Neural Fuzzy Interference System (LHN-ANFIS) was detailed in this section of
paper. Explanation of blocks shown in fig. 1 are detailed. Paper has used different abbreviation for the representation of
variable weredetailed in table 1.

Table 1 LHN-ANFIS abbreviation list.

Abbreviation Meaning

CcC Clock Cycle

T Tenants

\Y, Virtual Packet Count
RB Resource Belief
A Cock Count
NT Number of T
TD Trust

L LHN Value

A Authority
TH HITS Trust

H Hub

Tenants: Some organization provide machines as tenants in cloud having resource type {Bandwidth, Central
Processing Unit, Memory}. Such individual machine is termed as tenantsin the cloud. Machine owner can charge cloud
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as per its resource configuration and availability.

Virtual Cycle: Virtual packet movement is to perform for A clock cycle. Tenants are unawareof this time period and
routine of VC. In each cycle of virtual movement random source and destination tenants were select and packets were
though in network. As centralized system knows about this movement to count successful and unsuccessful packet
delivery. In this paper packet is a kind of task that a tenant needs to perform as per resource availability.

Resource Belief: Each tenant utilization was monitor for A time to estimate its RB value. Tenant provide a limit of
resource utilization before they submit machine to cloud. So, if resources are over utilized then cloud has to pay extra
amount to the tenants. It is desiring that resource belief value should be below 1. This belief value may get higher than
1 if resources are over utilized. Over utilization is just a kind of alarm for the attack to the cloud. So, if T has r
resources for cloud services and its maximum utilization limit is set up to Ty andduring clock cycle duration tenant
utilization is Ty, then Resource Belief value is estimate by Eq. 2.

1TU <= TM
Rer ={Typ >T ——————— > Eql
Ty M
——————— > Eq2
:Z{RB,T

Leicht Holme Newman: In order to estimate the trust of the proposed model as pe behavior of tenant in
network Leicht Holme Newman algorithm was used. Direct trust value was estimate between nodes by Eq. 3
where successful task completion count was divided by total number of tasks between nodes. Ratio of
minimum number of direct trust between nodes to the multiple of all direct value of between nodes is Leicht
Holme Newman.

] Min(Dj j) ----------
=5 — = > Eq3 [ =Ml Fa. 4
Pti,j DixDj

Leicht Holme Newman function value was estimate by eq. 4.
Adaptive Neural Fuzzy Interference System

In 1990 [15] ANFIS neural learning model was proposed. As this Uses concept of neural network and fuzzy
logic so it terms as ANFIS. Learning of neural network was improved by use of logical operators IF Else, as
this help in remembering rules in the dataset. This logical operator improves the neural learning for non-
linear data as well.

Learning of malicious tenant behavior is done by Adaptive Neural Fuzzy Interference System. Features of
each tenant collect to train this mode. Input training vector is set of {L, R, D). For training malicious tenants
were identified by 0 and real tenants were identified by 1.

In this learning model five layers of neurons were present. In first layer membership function is identify as

per the input value set. This is an fuzzification layer used in the work. As per the premise parameters
membership function is select. Second neural layer used for the firing of neuron from the input, so this
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second layer is named as rule layer. After this data is normalizeas some of values are dominating others,
hence third layer was used for the normalization of model. This normalization distributes computing firing
strength of neurons. Fourth layer takes normalize values and consequence parameters to defuzzied values
and finally pass to the fifth and final layer [8].

Fuzzification layer in ANFIS model activation function is not a sigmoid nor a step but work apply some data
processing methods to convert values into fuzzy format.

Proposed LHN-ANFIS Algorithm
Input: T // Number of Tenants

Output: ANFIS // Trained Neural Network

1. C « Initial_Tenants(T)

2. Loop 1: CC

3. Loop 1: V

4, i« Rand()

5. i« Rand()

6. i« Packet(i, )

7. EndLoop

8. RB « Resource _belief(CC)

9. Loop 1:T

10. L[n] « Leicht_Holme_Newman (RB)
11. EndLoop

12. Loop 1:n

13. F[n] < Input_Feature(L,D,RB)
14. Do[n] <« Tenant_Class

15. EndLoop

16. NN « Train_ANFIS(E, D)

Detail steps of the proposed algorithm shows that after each trust values were update and nodes which performed
malicious activity in cloud are filtered and removed by trained ANFIS.
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Fig.1Proposed malicious tenants’ detection.

IV. EXPERIMENTS & RESULTS ANALYSIS

Implementation model was developed on MATLAB platform of 2016a version. Experimental values were
compared on below parameters Eq. 5, 6, 7 and 8 [15, 16]. Under two environment first was no attack and
other was DDoS attack.
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Precision = _~________ Eq. 5
TP+FP
TP
Recall = _______
TP+FN
FMeasure — 2*Pr?ct.ston*RecaII --------- Ea. 7
Precision+Recall
Accuracy = ki Eq.8
TP+TN+FP+FN
Compare Algorithm
Actual T (Real) F (Malicious)
P (Real) TP FP
N (Malicious) | TN FN
Results

In order to compare the values of proposed model SHCTM [17] with existing model TMM [18]. In this paper
results are shown for different set of VM with number of malicious VM.

Table 2 Precision value-based comparison of DDoS malicious machine detection.

Experiment Setup SHCTM TMM LHN-ANFIS
(MachinexMalicious)
30x5 0.8667 0.5556 1
40x5 0.9 0.6364 1
40x8 0.875 0.25 1
50x10 0.8148 0.5294 1
50x0 1 1 1
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Fig. 2 Precision value-based comparison.

Table 2 and fig. 2 shows that LHN-ANFIS proposed model has drastically improved the precision value of
normal node detection accuracy to 1. This improvement was achieved by learning of ANFIS model by fuzzy
concepts of internal layers of the neural network. Further LHN-ANFIS improved average precision value by
10.46% as compared to SHCTM model and 40.5% as compared to TMM [18] model.

Table 3 Recall value-based comparison of DDoS malicious machine detection.

Experiment Setup SHCTMI TMM LHN-ANFIS

(MachinexMalicious)

30x5 0.8125 0.8333 0.8333
40x5 0.875 0.875 0.875
40x8 0.7368 0.6667 0.825
50x10 0.8148 0.8182 0.8
50x0 1 1 1
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Fig. 3 Average F-measure value-based comparison.

Table 4 F-measure value-based comparison of DDoS malicious machine detection.

Experiment Setup SHCTMI TMM LHN-ANFIS
(MachinexMalicious)
30x5 0.8387 0.667 0.9091
40x5 0.7368 0.7368 0.9333
40x8 0.8 0.3636 0.9041
50x10 0.8148 0.6429 0.889
50x0 1 1 1

Table 3, 4 and fig. 4 shows recall, F-measure parameters. It was obtained that proposed model has
increases the recall value by 2.17% as compared to SHCTM and 3.23% as compared to TMM model.
Similarly, f-measure by 9.6% as compared to SHCTM. Use of social trust and ANFIS model for detection of
malicious node increases the work performance.
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Fig. 4 FNR value-based comparison.

Table 5 FNR value-based comparison of DDoS malicious machine detection.

Experiment Setup SHCTM TMM LHN-ANFIS
(MachinexMalicious)

30x5 0.1875 0.1667 0.1667
40x5 0.1429 0.125 0.125
40x8 0.2632 0.3333 0.175
50x10 0.2981 0.4271 0.2
50x0 0 0 0

Table 5 and fig. 4 shows that LHN-ANFIS proposed model has drastically reduced the FNR value of
malicious node detection. Use of Leicht Holme Newman function has increased the trust value efficiency
that gradually increase or decrease the value as per activity of nodes. Further LHN- ANFIS reduced the
average FNR value by 33.74% as compared to SHCTM model and 57.8% as compared to TMM [18] model

V. CONCLUSION

Multi-tenant cloud architecture needs two inner and outer side security. This paper has proposed a security model for
inner security by use of trust evaluation technique. Leicht Holme Newman social trust method was used in the work
that collectively evaluate trust of nodes as per activity they perform in a monitoring clock cycle. This trust value was
used in the learning of ANFIS model. Trained ANFIs model predict the class of node (Normal/Malicious). Use of Leicht
Holme Newman ANFIS for malicious node detection in the work has improved the work performance. Experiment was
done on different situation of network by varying nodes normal and malicious. Result shows that proposed LHN-
ANFIS has improved the recall value by 2.17% as compared to SHCTM and 3.23% as compared to TMM model.
Further it was obtained that FNR of the model was also reduced by 33.74% as compared to SHCTM model. In future
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scholar can introduce some technique that can alarmed outer attack activities.
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