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ABSTRACT: Industries and individuals outsource database to realize convenient and low-cost applications and 
services. In order to provide sufficient functionality for SQL queries, many secure database schemes have been 
proposed. However, such schemes are vulnerable to privacy leakage to cloud server. The main reason is that database is 
hosted and processed in cloud server, which is beyond the control of data owners. For the numerical range query (“>”, 
“<”, etc.), those schemes cannot provide sufficient privacy protection against practical challenges, e.g., privacy leakage 
of statistical properties, access pattern. Furthermore, increased number of queries will inevitably leak more information 
to the cloud server. In this paper, we propose a two-cloud architecture for secure database, with a series of intersection 
protocols that provide privacy preservation to various numeric- related range queries. Security analysis shows that 
privacy of numerical information is strongly protected against cloud providers in our proposed scheme. 
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I. INTRODUCTION 
 
The growing industry of cloud has provided a service paradigm of storage/computation outsourcing helps to 

reduce users’ burden of IT infrastructure maintenance, and reduce the cost for both the enterprises and individual users. 
However, due to the privacy concerns that the cloud service provider is assumed semi-trust (honest-but curious.), it 
becomes a critical issue to put sensitive service into the cloud, so encryption or obfuscation are needed before 
outsourcing sensitive data - such as database system - to cloud. 

The typical scenario for out sourced database is Crypt DB: A cloud client, such as an IT enterprise, wants to 
outsource its database to the cloud, which contains valuable and sensitive information (e.g. transaction records, account 
information, disease information), and then access to the database (e.g. SELECT, UPDATE, etc.). Due to the 
assumption that cloud provider is honest-but-curious, the cloud might try his/her best to obtain private information for 
his/her own benefits. Even worse, the cloud could forward such sensitive information to the business competitors for 
profit, which is an unacceptable operating risk. 

 
II. LITERATURE REVIEW 

  
Wei Li, KaipingXue, YingjieXue “TMACS: A Robust and Verifiable Threshold Multi-Authority Access 

Control System in Public Cloud Storage ”TO satisfy requirements of data storage and high performance computation, 
cloud computing has drawn extensive attentions from both academic and industry. Cloud storage is an important 
service of cloud computing, which provides services for data owners to outsource data to store in cloud via Internet. 
 
 Jiawei Yuan, Shucheng Yu “Flexible and Publicly Verifiable Aggregation Query for Outsourced Databases 
in Cloud” For securing databases outsourced to the cloud, it is important to allow cloud users to verify that their 
queries to the cloud-hosted databases are correctly executed by the cloud. Existing solutions on this issue suffer from a 
high communication cost, a heavy storage overhead or an overwhelming computational cost on clients. Besides, only 
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simple SQL queries (e.g., selection query, projection query, weighted sum query, etc) are supported in existing 
solutions.  
 Xiaofeng Chen, Jin Li, JianWeng “Verifiable Computation over Large Database with Incremental Updates” 
With the availability of cloud services, the techniques for securely outsourcing the prohibitively expensive 
computations are getting widespread attention in the scientific community. That is, the clients with resource-constraint 
devices can outsource the heavy computation workloads into the untrusted cloud servers and enjoy the unlimited 
computing resources in a pay-per-use manner. 
 
 Arnaud Castelltort and Anne Laurent “Fuzzy Queries over NoSQL Graph Databases: Perspectives for 
Extending the Cypher Language” When querying databases, users often wish to express vague concepts, as for 
instance asking for the cheap hotels. This has been extensively studied in the case of relational databases. In this 
paper, we propose to study how such useful techniques can be adapted to No SQL graph databases where the role of 
fuzziness is crucial. e indeed among the fastest- 
 

III. EXISTING SYSTEM 
 

In this section, we firstly give an overview of our existing two-cloud scheme, and then present the detailed 
interaction protocols to realize range query with privacy preservation on outsourced encrypted database. 

In our scheme, two clouds (refer to Cloud A and Cloud B, respectively) have been assigned distinct tasks in 
the database system: Cloud A provides the main storage service and stores the encrypted database. Meanwhile, Cloud B 
executes the main computation task, to figure out whether each numerical record satisfies the client’s query request 
with its own security key. With the assumption of no collusion between two clouds, the knowledge of application logic 
can be partitioned into two parts in our proposed scheme, where each one part is only known to one cloud. As we will 
analyze in this paper, one single part of knowledge cannot reveal privacy of the data and the query. 

 
Disadvantages 
 Discrimination may cause a much more  information loss  
 Data extracting time consumption is more. 
 Sensitive attributes does not prevent unethical. 
 Less security for data transformation 

 
IV. PROPOSED SYSTEM 

 
Our proposed secure database system includes a database administrator, and two non-colluding clouds. In this 

model, the database administrator can be implemented on a client’s side from the perspective of cloud service. The two 
clouds (refer to Cloud A and Cloud B), as the server’s side, provide the storage and the computation service. Briefly 
depicts the architecture of our outsourced secure database system in our scheme. 

The two clouds work together to respond each query request from the client/authorized users (availability). 
For privacy concerns, these two clouds are assumed to be non-colluding with each other, and they will follow the 
intersection protocols to preserve privacy of data and queries (privacy). 
Advantages 
 High security provide. 
 It is easy to maintain the database storage. 
 Two cloud service clouds provide secure for users. 

 
V. METHODOLOGIES 

 
 CLOUDS STORAGE 
 DATA CONTENTS 
 SERVICE KEY ASSUMPTION 
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CLOUDS STORAGE 
We propose two cloud management systems using intelligent traffic clouds to overcome the issues we’ve 

described so far. With the support of cloud computing technologies, it will go far beyond other multi agent traffic 
management systems, addressing issues such as infinite system scalability, an appropriate agent management scheme, 
reducing the upfront investment and risk for users, and minimizing the total cost of ownership. 

 
DATA CONTENTS 

The privacy of data contents includes (1) The definition and description of each column (column name) in the 
table of the stored database, and(2) The values of each record in the table. Some related works have mainly focused on 
this issue, in which the column names are blinded (such as Crypt DB) and meanwhile the values are encrypted with 
some other encryption techniques (such as Order Preserving Encryption) and some deterministic encryption schemes, 
so that the adversaries cannot easily and directly guess the meaning of the column, or the values of the data. However, 
in an outsourced database, utilizing encryption alone, without other mechanisms, is far from being enough to preserve 
the privacy of the data contents. With the development of data analysis, by extracting features from data and queries, 
classification technique can help understand the definition of columns, and then breach of confidentiality of data 
contents. 

 
SERVICE KEY ASSUMPTION 

Cloud Computing moves the application software and databases to the large data centers to maintain security. 
The management security data and services may not be fully trustworthy. This unique attribute, however, poses many 
new security challenges which have not been well understood. In this two cloud, we focus on cloud data storage 
security, which has always been an important aspect of quality of service. To ensure the correctness of users’ data in 
the cloud, we propose an effective and flexible distributed crypto analyze scheme with two salient features, opposing to 
its predecessors. By utilizing the homomorphism key token with distributed verification of erasure-coded data, our 
scheme achieves the integration of storage correctness insurance and data error localization, i.e., the identification of 
misbehaving server(s) and responses. 

 
VI. CONCLUSION AND FUTURE WORK 

 
In this paper, we presented two-cloud architecture with a series of interaction protocols for outsourced 

database service, which ensures the privacy preservation of data contents, statistical properties and query pattern. At the 
same time, with the support of range queries, it not only protects the confidentiality of static data, but also addresses 
potential privacy leakage in statistical properties or after large number of query processes. Security analysis shows that 
our scheme can meet the privacy-preservation requirements. Furthermore, performance evaluation result shows that our 
proposed scheme is efficient.  

In our future work, we will consider to further enhance the security while ensuring practicality, and we will 
extend our proposed scheme to support more operations, such as “SUM/AVG”. 
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