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ABSTRACT: In this paper, we are presenting a proposed system for Information Security Based private data of mobile 
devices. So our system is use for security of personal information of users. System processes user’s data as encrypted 
format and store on the hosted server. As per users need, he can request his data through the android application and he 
can authenticate himself to machine and then need to authenticate his device through the OTP service and after this 
stage, key is generated to decrypt the data. Which is send on the alternate mobile number which will help user to get his 
data secure, even he lost his mobile device. As data is in encrypted format so no need to worry about the data, because 
here we provide users a perfect data security application 
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I. INTRODUCTION 

 
Mobile devices have become popular in the community for  the ease it provides to the user, it’s not only a way of  
communication but a technology which can help to store, transfer data. Important aspect which we cannot neglect is m-
commerce which is now getting a hike in business. All of these benefits have raised the chances of theft to the devices  
and the data stored in it. Security has become great concern to the users as well as business which make use of such 
devices. The Self-Encryption (SE) Scheme for Data Security in Mobile Devices introduce in this paper, whether it is 
possible to implement a lightweight encryption algorithm which provides data confidentiality by exploiting the 
availability of a secure connection with a central server. The server is used to store a small amount of data, required to 
decrypt the confidential information. In case of loss of the device, the access to the company server is temporarily 
revoked. Proposed system store user’s data on server in encrypted format as even theft cannot access the mobile device 
data. 
 

II. IMPLEMENTATION DETAILS 
 
The system application is developed or implemented in the 
Android studio which is integrated development environment (IDE) for Google's android operating system. built on 
JetBrains' IntelliJ IDEA software and designed specifically for Android development. For using this toolkit developer 
must need minimum knowledge of JAVA. The design of the application is done through the XML(Xtensible Markup 
Language). Which related with the JAVA file which is logic behind the every action done through the user-interface.  
   

III. MATHEMATICAL MODEL 
 
Let us consider S as a system for storing mobile device file on server 
S= {…… 
INPUT: 
Identify the inputs 
F= {f1, f2, f3 ....., fn| ‘F’ as set of functions to execute commands.} 
I= {i1, i2, i3…|’I’ sets of inputs to the function set } 
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O= {o1, o2, o3….|’O’ Set of outputs from the function sets,} 
 S= {I, F, O} 
 I   =   {File uploaded by user, i.e. File } 
 O   =   {Output of desired query, i.e. Encrypted file stored on cloud} 
            F   =   {Functions implemented to get the output, i.e  AES Algorithm} 
e = End of the program. 
Φ  = Failures and Success conditions. 

Failures: 
1. Huge database can lead to more time consumption to get the information. 
2. Hardware failure. 
3. Software failure. 
Success: 
user  gets file within time after entering key within time. 
  
Algorithm: 
This algorithm we used for encrypt the file while storing on server. 
Introduction: 
AES(advanced encryption standard).It is symmetric algorithm. It used to convert plain text into cipher text .The need for coming 
with this algorithm is weakness in DES. The 56 bit decryption key is no longer safe against attacks based on exhaustive key searches 
and 64-bit block also consider as weak. AES was to be used128-bit block with128-bit keys. 
Input: 
128_bit /192 bit/256 bit input(0,1) 
secret key(128_bit)+plain text(128_bit). 
Process: 
10/12/14-rounds for-128_bit /192 bit/256 bit input 
XOR state block (i/p) 
Final round:10,12,14 
Each round consists:sub byte, shift byte, mix columns, add round key. 
Output: cipher text(128 bit) 
 

V.  SYSTEM ARCHITECHTURE 
 

:  
fig 1. System Architecture 
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Proposes a novel data encryption and storage scheme to address this  challenge. Treating the data as a binary bit stream, 
our self-encryption (SE) scheme generates a key stream by randomly extracting bits from the stream. The proposed 
system user store his mobile data file on server that will be in encrypted format. When user want to download the file 
that time user have to enter OTP if OTP matches then user will get decryption key on second mobile no. of user if user 
enters that key and key matched ,While entering key user have to enter that key within time that time only file will 
decrypt. 
 
Advantages: 

1. An unauthorized user try to access data with key then he/she first send request for key to  decrypt data. 
2. Session key is used for more security purpose. 
3. Data stored on server, so user can get data anytime, anywhere. 
4. If mobile lost, key and OTP will send on another mobile device. 

 
VI. CONCLUSIONS AND FUTURE WORK 

 
We present a novel scheme for storing mobile data securely on server. If in case mobile device is lost user will get 
secure data on another mobile number of user. User will get OTP and decryption key on second mobile number of user. 
User  have to enter key within session time. Here data stored on webserver is in encrypted format. So no one can 
recognize that stored data on server. 
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