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ABSTRACT: Educational The Information security has become more important with the progress in the exchange of
data and various encryption systems to encrypt and decrypt image. Most of the encryption algorithm available is
generally used for text data and not suitable for multimedia data. This project aims to design and develop new methods
for image encryption using Block transformation process and Random number generation which ensures high level of
security. In Block transformation process, the blocks of the image considered as a matrix are rearranged with respect to
SCAN pattern which results in an image entirely different from that of the original image.

KEYWORDS: Encryption, Block transformation process, Random number generation.

I. INTRODUCTION

Currently, Encryption is used to securely transmit data in open networks. Each type of data has its own features,
therefore different techniques should be used to protect confidential image data from unauthorized access. Most of the
available encryption algorithms are mainly used for textual data and may not be suitable for multimedia data such as
images. In this paper, we introduce a block-based transformation algorithm based on the combination of image
transformation and a well-known encryption and decryption algorithm called Blowfish. The original image was divided
into blocks, which were rearranged into a transformed image using a transformation algorithm presented here, and then
the transformed image was encrypted using the Blowfish algorithm. The results showed that the correlation between
image elements was significantly decreased by using the proposed technique. The results also show that increasing the
number of blocks by using smaller block sizes resulted in a lower correlation and higher entropy.

1. Image Encryption:
Image encryption is a useful technique of image content protection. It converts images into noise- like encrypted
images by disrupting pixel positions or changing pixel values. In recent years, researchers have developed many useful
image encryption algorithms.

Block Transformation

Transform coding compresses image data by representing the original signal with a small number of transform
coefficients. It exploits the fact that for typical images a large amount of signal energy is concentrated in a small
number of coefficients.

The term is much more commonly used in digital media and digital signal processing. The most widely used transform
coding technique in this regard is the discrete cosine

transform (DCT), proposed by Nasir Ahmed in 1972, and presented by Ahmed with T. Natarajan and K. R. Rao in
1974. This DCT, in the context of the family of discrete cosine transforms, is the DCT-IL. It is the basis for the common
JPEG image compression standard, which examines small blocks of the image and transforms them to the frequency
domain for more efficient quantization (lossy) and data compression. In video coding, the H.26x and MPEG standards
modify this DCT image compression technique across frames in a motion image using motion compensation, further
reducing the size compared to a series of JPEGs.

In audio coding, MPEG audio compression analyzes the transformed data according to

a psychoacoustic model that describes the human ear's sensitivity to parts of the signal, similar to the TV model. MP3
uses a hybrid coding algorithm, combining the modified discrete cosine transform (MDCT) and fast Fourier transform
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(FFT). It was succeeded by Advanced Audio Coding (AAC), which uses a pure MDCT algorithm to significantly
improve compression efficiency.

The basic process of digitizing an analog signal is a kind of transform coding that uses sampling in one or more
domains as its transform.

2. Carrier Image

Image carriers' are the materials which carry an image for transfer directly or indirectly to the substrate. The most
common type of image carrier is a plate and these are found in lithography, flexography, die stamping and pad printing.

However, image processing is more accurately defined as a means of translation between the human visual system and
digital imaging devices. Image processing must be approached in a
manner consistent with the scientific method so that others may reproduce, and validate, one's results.

II. LITERATURE SURVEY

Ms. Ankita P. Baheti, Prof. Lokesh Singh, Prof. Asif Ullah Khan[1] - A Comparative Literature Survey on Various
Image Encryption Standards - As multimedia applications are used increasingly, security becomes an important issue of
communication and storage of images. Encryption is one of the ways to ensure high security. Images are used in many
fields such as medical science, military; they are stored or transfer through network, security of such image data is
important. Text encryption algorithms which have been already developed are not suitable for the image encryption,
because image containing large amount of data means it contains number of pixels.

Mohammad Ali Bani Younes and Aman Jantan [2], Image Encryption Using Block-Based Transformation Algorithm,
Encryption is used to securely transmit data in open networks. Each type of data has its own features, therefore
different techniques should be used to protect confidential image data from unauthorized access. Most of the available
encryption algorithms are mainly used for textual data and may not be suitable for multimedia data such as images.
Chandra Prakash Singar, Jyoti Bharti, R.K. Pateriya [3], A Substitute Method for Color Image Enciphering based on
Cell Shuffling and Scan Pattern, In today’s world, we use multimedia technologies in various daily applications to send
vital information from one end to another side. However, security is a prime concern when data is sent over a public
channel. There are various multimedia techniques to transfer data using sound, video, and images. However, these
methods are not effective in security and performance.

Arian Dhini and Dhea Indriyanti [4], Clustering High-Dimensional Stock Data using Data Mining Approach,
Clustering is helpful to pick out the acceptable stock for investors. Sadly, stock costs keep varied from time to time.
Paper presents High Dimensional data cluster (HDDC), a model based mostly agglomeration supported Gaussian
Mixture Model, with the Expectation-Maximization (EM) algorithmic rule.

Irfan Kamil, Bambang Pharmasetiawan [5], Fingerprint Presence Fraud Detection Using Tight Clustering on
Employee’s Presence and Activity Data, analyzing using a supervised algorithm cannot handle unlabeled data that
generated uniquely for this case. Tight clustering method to detect fraud in fingerprint data using DBSCAN (Density-
based spatial clustering of applications with noise) algorithm, as tight distance calculation removes non-fraud data
because non-fraud data is generated to be unique naturally.

Qibing Zhu[6], Improvement of Spatial Data Clustering Algorithm in City Location, has become additional and
additional mature, wide utilized in numerous fields. spatial bunch analysis formula will /deeply discovers the
information that hidden within the geospatial data, determine the representative node of 1 or variety of spatial

information assortment, discovery the law of the spatial distribution.

Bens Pardamean, Join W. C. Sigalingging, Kartika Purwandari, uhammad Fhadli, Shinta Nur Arizky[7], Data Mining
for Predicting Customer Satisfaction Using Clustering Techniques, This study aims to work out the applying of the K-
means, Spectral cluster (SC), and agglomerated cluster (AC) technique for activity client satisfaction. The cluster
analysis supported agglomerated cluster approach performs moreover because the K-means approach to cluster an
equivalent characteristics of the customer.

Saryu Chugh and Vanshita R Baweja[8], Data Mining Application in Segmenting Customers with Clustering, This
paper describes concerning competition level that's raised between the organizations to retain the customers. Two-
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phase cluster technique is applied for customers’ retention. initial stage is employed to alter the k-means algorithmic
program by utilizing a heuristic approach. collective cluster is employed to notice outliers.

Kais Allab, Lazhar Labiod, and Mohamed Nadif[9], A Semi-NMF-PCA Unified Framework for Data Clustering, his
paper propose a completely unique to contemplate the cluster and therefore the reduction of the dimension at the same
time. Indeed, our approach takes advantage of the mutual reinforcement between knowledge reduction and cluster
tasks. the utilization of a low- dimensional representation is of facilitate in providing less complicated and additional
explicable solutions.

Gang Li, Wenqgian Jiang, Xiqiao Lin and Zhou Yang[13], An Electricity Data Cluster Analysis Method based on
SAGA-FCM Algorithm, The key technology to analyzing electricity knowledge is cluster strategies, of that the
standard method has already lost its agility and quality due to the increasing knowledge volume. This paper planned
SAGA-FCM algorithm to enhance the information process results, which is a combination of Simulated hardening,
Generic algorithmic rule and FCM (Fuzzy C Mean) algorithmic rule.

Rafal A. Angryk and Ruizhe Ma[14], Distance and Density Clustering for Time Series Data, we propose a Distance
Density cluster methodology that's a medoid-based cluster with statistic knowledge density thought that provides
cluster results in a hierarchy fashion. the space Density cluster technique on the UCR dataset demonstrates that cluster
initialization is crucial in obtaining stable and higher results than random initialization on the average, and is
additionally additional correct than traditional distance cluster.

C.K. Jha and Seema Maitrey[15], Handling Structured Data Using Data Mining Clustering Technique, Various
application areas needed this method, thus, resulted into associate evolution of the many data processing ways. Though
many data processing ways get evolved not all of them were capable to manage high voluminous knowledge. This
paper place concentrate on CURE cluster technique that found appropriate for operating with massive databases.

III. COMPARATIVE ANALYSIS

Techniques & Parameter
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Good performances in terms
A N Semi-NMF-PCA NMF, PNMF and Data reduct%on of  reparability between
Unified Framework for Semi-NMF and  clustering|clusters, hence they can also
Data Clustering tasks be beneficial for
visualization.
Software architecture is an important
. Researchers and
Dataset ~ Designing  of|part of the software systems . .
. . Software software  industrialists  to
Software Architectures which states that how - . .
. . reusability, define their own data set of]
Styles for Analysis throughjmultiple components of . . .
L. . . testing and their organizations for
Data Mining Clustering|the system interact . . .
. . maintenance analysing the projects through
Algorithms with each . C
other. data mining approaches.

IV. CONCLUSION

The proposed system provides an efficient cryptosystem using Block Transformation process and Random number
generation to provide confidentiality service for data transmitted over a public network. Since the algorithm follows a
new method of generating random numbers, it provides a better encryption compared to random number generation by
blumblum algorithm. Also this method of implementing cryptosystem is more suitable for short and highly confidential
messages. The proposed scheme is best with respect to the correlation between the original image and the encrypted
image and also between the adjacent pixels of the encrypted image. The histogram of encrypted image is different from
the histogram of the original image.
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