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ABSTRACT:-Here the main concept of the algorithm comes from cryptography, to secure any kind of file as it is
implemented on bit-level. The strength of the technique is analyzed in this paper. This is a block based private key
cryptographic technique. Here our idea is focused on technique by which we will calculate the nearest perfect square
number of a given number along with its square root and position of prime by which the difference among the perfect
square number and the given number can be represented . In parallel in each step we will also calculate the number of
bits by which these perfect square number and prime number will be represented in its encrypted form. The algorithm
section describes the method in brief.
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. INTRODUCTION

Cryptography, not only protects data from hacking or alteration, but can also be used for user authentication. The
scenario of present day of information security system includes confidentiality, authenticity, integrity, and non-
repudiation. Security breaches can often be easily prevented. How? This guide provides you with a general overview
of the most common network security threats and the steps you and your organization can take to protect yourselves
from threats and ensure that the data travelling across your networks is safe. Each type of data has its own features;
therefore different techniques should be used to protect confidential data from unauthorized access. Here the same idea
of cryptography is working.

1. RELATED WORK

The author used perfect square number to calculate the difference between two numbers and calculated the number of
bits required to represent them [18]. The author emphasized on division method where how many times division
method will be applied is calculated [17]. Depending on the primer number, basic concept of this algorithm is obtained
[7]. Each author has shown different ways of strengthening security to data. . In this algorithm encryption and
decryption process are performed on binary data. All data which is under stable by the computer is finally converted
into binary bits. So it can be implemented for any data type encryption process. Therefore that encryption technique can
be used for text encryption, image encryption etc.

Ill.  ALGORITHM
In this section the process of encryption will be illustrated in details, in parallel the process of representing a number in

binary by a proper calculation is also illustrated which is a key factor of our process. The key structure is also
explained in this step.
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1. Key structure: As per our algorithm we will have three segments of the key. These segments are illustrated in the

table below.
Key Structure

1. BLOCKSIZE
2. NUMBER OF UNUSED BITS
3. DUMMY BITS “0” THAT ARE ADDED TO ENCRYPTED BIT STREAM

The 1% segment is the block size which is any number selected by the sender.

The 2™ segment holds information about the number unused block which is left behind after selecting the bits as per
the block size. The 3™ segment is the extra 0’s that we need to append, so as to make it fully divisible by 8 with no
remainder. This is done because 28 (using 8 bits) is 256 which is maximum ASCI value.

2. Encryption Process
STEP 1: Convert plain text to their ASCII value and then convert the ASCII value to their binary form. Let us take a
binary bit stream which is to be encrypted and let’s treat it as source bit stream.
STEP 2: Select “N” number of bits, where n is the block size. Convert these selected bits to their corresponding
decimal values. A set of random numbers are generated as per the block size or key from the bit stream, where the
block size is selected by the user. A set of decimal numbers will be obtained from this process.
STEP 3: Consider any one of the decimal number and calculate the perfect square number that is less than or equal to
that decimal number. After obtaining the perfect square number lets calculate the square root of the perfect square
number that we got .
Perfect square number - (2*2, 3*3, or 4*4 ...)
Example : decimal number =24
Perfect square number less than 24 is 16
16 =4 * 4 and square root of 16 is 4.
STEP 3.1: (BIT CALCULATION 1)
At this step we will calculate the number of bits in which the obtained square root number (of step 3.1) will be
represented. For this, the calculation will be 2™ — 1
where n is block size of key ( segment 1) . Now we will calculate nearest perfect square number of the value that we
will get and as the square root of the same number .Now we need to calculate the number of bits that are required to
represent this number.
The number of bits required to represent the root that we will get at this step , will be our required number of bits in
which square root of step 3.1 will be represented.
If n=5 then 25 -1 will be 31. Nearest perfect square number of 31 is 25 and square root of 25 is 5.To represent 5 we
need( 5> 101 ) so 4 of step 3.1 will be represented in 3 bits.
STEP 4: At this step we will calculate the difference between the decimal number (i.e in step 3.1)
and perfect square number (i.e in step 3.1) , if there exists any difference , this difference will be our new decimal
number on which further calculation will be performed.
24-16=8.
8 = new decimal number.
Now we will calculate the nearest prime number that is less than or equal to the new decimal number. (Nearest prime of
8 is 7). After getting the prime number we will calculate the position of the prime number starting from O, in our case
we have taken “0” as a prime number . So now we have the position of prime number, we have to calculate the
number of bits required to represent the position of the prime number.
Prime >0 2 3 57 11 13.......
positon> 0 1 2 3 4 5 .............
STEP 4.1: (BIT CALCULATION 2)
IN STEP 3.1 we got a perfect square number, at this step we will calculate the difference between next perfect square
number and current perfect square number, suppose current perfect square number is 16 and next perfect square
number is 25 and the difference between them is 8 ason 9™ place we get next perfect square number itself.
(25-16)-1=8
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STEP 4.2 : So now as we have the difference i.e 8, we will calculate the nearest prime number of the difference that
we just got as well as the position of the prime starting from 0 as “0” is taken as a prime number.

Prime >0 2 3 57 11 13.......

positon> 0 1 2 3 4 5 ...

Now at last we will calculate number of bits that is required for representing the position of the prime number that we
just got. The result that we will get which is the number of bits required , will be the number in which the prime
number of step 4.1 will be represented.

Example = Nearest prime of 8 is 7 and position is 4 as we count from “0”. The result that we will get here will be the
number in which the position of the prime number that is less than or equal to the new decimal number of step 4.1 will
be represented.

7-> 111 ( 3bits)

STEP 5: At this step we will check if there is any difference left between decimal number of step 3.1 and sum of our
calculation that is sum of perfect square number of step 3.1 and the prime number of step 4.1. If the sum is not equal to
the decimal number of step 3.1 then the difference between the decimal number and sum of perfect square number and
prime number (of step 3.1 and 4.1 ) will be calculated .

STEP 5.1: 24— (16+7) > 24-23=1.

The difference (ie 1 )that we will get will be the next number to consider. But here also calculation is to be performed
alike our previous calculation ,that in how many bits this difference of number of step 5.0 will be represented.

STEP 5.2 : (BIT CALCULATION 3)

At this step we will recall the prime number that we got in step 4.1(i.e 7)

Here we will calculate the difference between the prime number of step 4.1 and its immediate next prime number. After
getting the difference we will calculate the position of the difference counting from 0. Now after getting the position we
will calculate the minimum number of bits

required to represent the position of number which is the difference between the primes.

7->prime number

11->next prime number.

Difference will be 11-7=4

Position of 4 counting from 0 is 3 and to represent 3 number of bits required is 2 bits.

Difference> 12345

Position > 01234

3->11 (2 bits, bit count of 3)

The number of bit count that we will get here will be number in which the difference of step 5.1 will be represented (
which is the difference between the decimal number and sum of perfect square number step 3.1 and prime number of
4.1).

So 1 will be represented in 2 bits as 1->01,

Now as per our calculation the decimal number of step 3.1 is equal to the sum of perfect square number of step 3.1
prime number of step 4.1 and any difference of numbers of step 5.1. So our encryption of a single decimal number is
complete.

24 — (16+7+1)=0.

If its O then we don’t proceed further. And this process would repeat for all decimals that we get from the binary bits.

STEP 6 : In this step we will discuss about the process , how the bit stream is to be written in the new file. Till now we
discussed about the operation to be performed on the decimal number and now we have a binary bit stream that is
encrypted. After getting this new bit stream we will count that the obtained encrypted bit stream that we have is
divisible by 8 with 0 as remainder or not. If it is not divisible by 8 then we add “0”(dummy bits) to bit stream , to make
it divisible by 8 with 0 as remainder. And if there remains any bits after selecting the bits as per block size that will be
our unused bits.

1* : At the beginning of the binary bit stream we will first append the dummy bits and the information about the
number of dummy bits is present in the 3™ segment of the key.

2" -after the dummy bits there will and the unused bits, and the information about the number of unused bits that is to
be selected will be stored in the 2™ segment of the key.

3" from now onward encrypted bit stream will be as it is, which we got after performing encryption operation.
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3. Decryption Process
STEP 1: At first from the * line of the key we will fetch information about the dummy bits that are appended at the
beginning of the encrypted bit stream. After fetching this information we will first discard the dummy bits (remove
added 0). Then we will check the 2™ line of the key to check how many bits to select next, as this value indicates is
there any unused bits or not. If there would have been any unused bits then these bits would be saved in some place and
added at end of decrypted bit stream that we will get.
Now we have a bit stream that is encrypted and this bit stream is to be decrypted. Our first target is to calculate how
many bits is to be taken into consideration of which the binary to decimal conversion is to be done.
Each time how many bits are to be selected need to be calculated and will be a continuous process for each bits.

STEP 2.1 (BIT SELECTION)

From 1% segment of key we will get the block size, suppose we have block size= n.

Sowe willdo2™ -1

We will get a value from this equation where N is the block size. Now we will calculate the nearest perfect square
number of the value. After calculating the perfect square number we will calculate square root of the perfect square
number.

Now we will calculate minimum number of bits required to represent the square root number. So now we have a value
which will decide how many bits is to be taken from the encrypted bit stream.

If n=5 then 25 = 32 and as per 2™ — 1 the value we get is (32-1) 31.

Nearest perfect square number of 31 is 25 and square root of V25 is 5.

So we will select first 3 bits as (5> 101 ) 3 bits.

STEP 2.2 : From the earlier step we got a value that how many bits we will select, now we will convert these binary
bits into its corresponding decimal values. After getting the decimal value we will do the square of the decimal value
that we just got and store the value in some place.

Example : 100<10001 ...

Then taking 1* 3 bits we 1004 and

42 =16

STEP 3.1 :BIT SELECTION

From step 2.2 we got a decimal value that is a perfect square number. At this step we will calculate the difference
between next perfect square number and current perfect square number (minus 1). Now we will calculate the nearest
prime number of the number that we just got.

Example :-

(25-16)-1=8

So now as we have the difference i.e 8, we will calculate the nearest prime number of the difference that we just got as
well as the position of the prime starting from 0 as “0” is taken as a prime number.

Nearest prime number of 8 is 7, and position of this number is 4.

Prime >0 2 3 5 7 11 13.......

positon> 0 1 234 5 .............

Now at last we will calculate number of bits that is required for representing the position of the prime number that we
just got, and select that many number of bits.

4->100 (3bits), so select 3 bits.

Now we need to calculate the minimum number of bits that is required to represent the position of prime number. This
number that is required to represent the position of prime number, is the number that we will select next from the
encrypted bit stream.

Example : 100->100<1001

100 = 4.

STEP 3.2: From the selected bits as per step 3.1 we will get a decimal value. Here this decimal number indicates the
positional value of the prime number starting from 0. That means taking 0 as prime and counting from 0 the prime
number of that position will be calculated.
Prime >0 2 357 11 13......
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positon> 0 1 234 5 .............

This value that we will get will be added to the previous value that we got in step2.2. So now we have a new value that
will be stored by replacing the earlier value.
16+7=23

STEP 4.1 (BIT SELECTION)

In earlier step 3.2 we got prime number. In this step we will recall that prime number, and we will calculate the
difference between that prime number and its immediate next prime number, and also counting from 0 find the position
of the value which is the difference among the prime number. Now calculate the number of bits required to represent
this number. And the value that we will get in this step will be the value for selecting next number of bits , and from
this bits we will get a decimal value. The result that we will get in this step now will be the next number of bits that we
will select from encrypted bit stream.

Example : 7 and 11 both are prime number and the difference between them i.e 11-7=4 Counting from 0 the position
of prime is 3.and to represent 3 we need 2 bits. So 2 bits will be selected 100100>01<

STEP 4.2: Counting from 0 the position of the number is 3 and to represent 3 we need 2 bits. So 2 bits will be selected
10010001«

In step 4.1 we got how many bits is to be selected and their corresponding decimal value is obtained. This decimal
value will be added the to the final value that we got in step 3.2.

01->1

So the new number will be 23+1 =24,

By adding all the values of step 2.2, step 3.2 and step 4.2 we will get a decimal value which is our decrypted value.
After getting the decimal, this decimal number will be treated as ASCII value their corresponding character value is
obtained.

These processes (stepl to 4.2) will repeat until all the bits are executed.

(AVA RESULT ANALYSIS

Here we have shown result analysis for different file size taking block size as 6.

Size and Time Comparative Report

This algorithm has been implemented on number of data files with varying types of content and sizes of wide range.
Here we compared between the plain text file size, encrypted file size, from where we got encryption time taken , and
also encryption time/byte. And also the comparison is done between the encrypted file size and the decrypted file size,
time taken for decryption with decryption time per byte.

.Table 1
Analysis with same key but different file size
FILE SIZE ENCRYPTED FILE SIZE ENCRYPTION TIME ENCRYPTION
(inBYTE) INBYTE (in sec) TIME/BYTE
48 54 0.05494506 0.0011446887
244 273 0.10989011 0.0004503693
366 411 0.16483517 0.0004503693
486 546 0.21978022 0.0004522226
608 682 0.27472529 0.0004518508

Table 1 shows time taken for encryption for different file size and time taken for encryption for each byte.
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Fig:1
Figure of original file size vs encrypted file size

Fig:1 shows comparison between original file size and encrypted file size.

1000 —o—FILESIZE
0= ' ' ' - ENCRYPTION
1 2 3 4 5 6 TIME/BYTE
Fig:2

Figure of original file size and encryption time/byte.

Fig: 2 shows encryption time per byte in comparison to file size

Table 2
Decryption time of various file size
Table _ _ _ _ 2
File size in byte Decrypted file size in Decryption time in Decryption time/byte
byte sec
54 48 0.054945 0.0010175000
273 244 0.164135 0.0006012271
411 366 0.274725 0.0006684306
546 486 0.329670 0.0006037912
682 608 0.384615 0.0005639516

shows time taken for decryption for different file size and time taken for decryption for each byte.

1000
0 e
2

me  HN R ® File size in byte
3 4 5
Fig:3

Figure of original file size and decrypted file size.
Fig 3 shows comparison between original file size(encrypted) vs decrypted file size

1000
500 ——
0 ‘/ ; —
1 2 3 4 5
Fig:4

Figure of original file size and decryption time/byte.
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Fig:4 shows comparison between file size and decryption time per byte.
V. SECURITY

If the size of key is n, then the possibility of correct number of bits to be selected also increases also the bits in which
the numbers need to represented also increases.

From the above observation we can say that if the size of the block is increased, then the probability to choose the
correct number of bits also increases exponentially.

VI. CONCLUSION

My conclusion towards this algorithm is that | have tested with the implementation of this algorithm and this algorithm
worked correctly for the above set of values. From this we can assume that algorithm can correctly be implemented for
various type and size of file. It will be secured.
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