
 

                   ISSN(Online):  2320-9801 
           ISSN (Print) :  2320-9798                                                                                                                         

International Journal of Innovative Research in Computer 
and Communication Engineering 

(A High Impact Factor, Monthly, Peer Reviewed Journal) 

Website: www.ijircce.com 
Vol. 6, Issue 3, March 2018 

  

Copyright to IJIRCCE                                                            DOI: 10.15680/IJIRCCE.2018.0603104                                          2345                  

 

Intrusion Detection System Using ID3 
Algorithm 

 
Laxman S. Naik1,  Abhishek D. Jadhav2 , Santosh R. Karambele3, Jyoshna J. Mangale4. 

Asst. Professor, Department of Computer Engineering, Rajendra Mane College of Engineering and Technology, 

Ambav, Maharashtra, India1. 

Student, Department of Computer Engineering, Rajendra Mane College of Engineering and Technology, Ambav, 

Maharashtra, India2,3,4. 

 
ABSTRACT- Intrusion Detection System (IDS) is a security system that acts as a protection layer to the infrastructure. 
Now a day threats and attacks are very common. It has to be handled in a more efficient and effective way. Many times, 
we see new attack techniques. So there must be a mechanism to monitor and control these activities. There is need for 
new type of protection. IDS  aims to monitor attacks. System can easily recognize how intrusion is occurred and who 
creates it. As well as it can prevent this attacks by sending notification to the admin. System working is done with the 
help of ID3 algorithm concepts. In this system, log files are created. On the basis of log files system detect the intrusion 
is occur or not. ID3 builds a decision tree from a fixed set of examples and a defined tree is used to classify future 
samples. In the decision tree, the leaf nodes contain the class name whereas a non-leaf node is a decision node defined.  
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I. INTRODUCTION 
 

The aim of intrusion detection system is to identify intrusion occur or not. In this context, intrusion is understood to be 
integrity or resource accessibility violation. It means security policy violation. System detecting such activity is 
presented as intrusion detection system. For this activity, IDS utilizes computer system and network features for 
checking attack existence. There are three key elements necessary in each intrusion detection system. The first element 
is protection of resources. The second element is definition of the authorized action on the resources. Intrusion 
detection system must know which action is legal. If any of this is illegal then it will take correct action to prevent 
attacks. The third element is informing admin about intrusive activities. System is on clientserver based. It detects all 
the attacks with the help of log files. System is a web application which works on concept of ID3 algorithm. In this 
system create log files and on the basis of log files system detect the intrusion is occur or not. 
 

II. RELATED WORK 
 

In paper [1] The aim of a intrusion detection is to identify all intrusion attempts correctly and recognize activities that 
should not be tagged as intrusion. In this context, intrusion is understood to be integrity or resource accessibility 
violation, which means security policy violation. Systems detecting  such activity is presented as intrusion detection 
system. 
In paper [3] Each computer have risk for unauthorized and intrusion, however, with sensitive and private data are at a 
higher risk. Even the most secure systems are vulnerable to insider attacks. New intrusions continually emerge and new 
techniques are needed to defend against them. Since there are always new intrusions that cannot be stopped, IDS have 
introduced to notice possible abuses of a security policy by monitoring response and entire system activities. 
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III.  PROPOSED SYSTEM 
 

A new intrusion detection system is been proposed, which uses concept of ID3 Algorithm to detect the intruders. The 
proposed system uses decision tree to monitor as well as store user activities. Based on user activities system decide the 
intrusion is occurred or not. In this system following attacks are implemented: 
Denial of Service (DoS):  
A DoS attack in which the hacker makes a computing or memory resources too busy or too full to serve legitimate 
networking requests and hence denying users access to a machine. 
Distributed Denial of Service (DDoS): 
It is same as Dos attack but in Distributed denial of service (DDoS) attacks performed by using the multiple devices 
located at different locations. 
Brute Force Attack: 
Brute force attack is used to obtain pairs of username and passwords illegally by using all existing pairs to login to 
network services. 
Geographic  Location Based Attack: 
In this, attacker attack on the system by different geographic locations. 
 

IV. FLOW OF SYSTEM 
 

In figure 1 contains system captures the packets and stores in database. It stores some conditions of this intrusion as 
well as compare incoming packets with stored conditions and decide whether intrusion is occurred or not. If intrusion is 
occurred then system will block the user .If not then user is able to access site. 

 

 
Figure 1: Flow of system 
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V. IMPLEMENTATION 
 

 
Figure 2: Blocking Window 

 
Figure 2 shows blocking window, If intrusion is occur then system will block the user for 4 seconds. 
 

 
 

Figure 3: Admin Login 
 

Figure 3 shows admin module. In this module admin can logged into the system with valid username and password. 
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Figure 4: Member Login 
 

Figure 4 shows member login.In this only registered users logged into the system with valid username and password. 
 

 
 

Figure 5: Admin Window 
 

Figure 5 shows admin module, in which admin can see notificationsof all attackswith their IP address,date and time. 
 

VI. RESULTS AND ANALYSIS 
 

Comparison with ID3 Algorithm: 
The results of detection rate for different type of attacks are shown in figure. From the results it is observed that in case 
of distributed denial of service attack, detection rate for ID3 and Decision tree based system is 95% and 97%, 
respectively. Similarly the detection rate for decision tree based system is better than ID3 in all other attacks. 
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VII. CONCLUSION 
 

In information and communication technologies progress, issue of network security has higher importance. Day by day 
value of data increases, it is very important to prevent sensitive data. In the proposed system user behavior is tested 
using logs to detect intrusion.  
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