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ABSTRACT: Confirmation in view of passwords is utilized generally in applications for PC security and protection. 
Be that as it may, human activities, for example, picking awful passwords and contributing passwords in an uncertain 
way are respected as the weakest connection in the validation chain. As opposed to subjective alpha-numeric strings, 
clients have a tendency to pick passwords either short or significant for simpler intention. With web applications and 
portable applications heaping up, individuals can get to these applications whenever and any place with different 
gadgets. This advancement brings incredible accommodation yet additionally builds the likelihood of presenting 
passwords to bear surfing assaults. Aggressor or scan watch specially or utilize outside chronicle gadgets to gather 
client qualifications. To defeat this issue, here development of a novel verification framework Pass-Matrix, in light of 
graphical passwords to oppose bear surfing assaults. With on-time substantial log in marker and calculative level and 
vertical bars covering the whole extent of pass-pictures, Pass-Matrix had no insight for aggressors to make sense of or 
limit the secret key even they direct different camera based assaults. Likewise actualized a Pass-Matrix model on 
Android and did genuine client analysts assessor tsm mobility and ease of use. From the trial result, the proposed 
framework accomplishes better imperiousness to bear surfing assaults while looking after ease of use. 
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I. INTRODUCTION 
 

A graphical password is one of the best and simple methods of remembering password in terms of photo and images 
and etc. It is a kind of authentication that behaves like as authentication system that works by having the user select 
from images, in a specific order, presented in a graphical user interface. As we know graphical user interface is a kind 
of image shuffling approach and instead of many here we can also say this as a graphical password authentication. A 
graphical password is easier than a text-based password for most people to remember. Assume about 8-character pwd if 
necessary to take some advantages over particular computer network. Instead of w8KiJ72c, for example, a user might 
select images of the earth (from among a screen full of real and fictitious planets), the country of France (from a globe 
of the world), the city of Nice (from a globe of France), a white stucco house with arched doorways and red tiles on the 
roof, a green plastic cooler with a white lid, a package of Gouda cheese, a bottle of grape juice, and a pink paper cup 
with little green stars around its upper edge and three red bands around the middle as per the international map shown.  

As in current scenario we seen around us the uses of graphical password authentication are increasing a lot. Also it 
provides better security and easy to remember instead of complex password reading. A dictionary search can often hit 
on a password and allow a hacker to gain entry into a system in seconds. But if a series of selectable images is used on 
successive screen pages, and if there are many images on each page, a hacker must try every possible combination at 
random. Hence we require 100 images on each of the 8 pages in an 8-image password, instead of 1008, or 10 
quadrillion (10,000,000,000,000,000), possible combinations that could form the graphical password! If the system has 
a built-in delay of only 0.1 second following the selection of each image until the presentation of the next page, it 
would take (on average) millions of years to break into the system by hitting it with random image sequences. 

 

http://www.ijircce.com


         
                   
                  ISSN(Online): 2320-9801 
              ISSN (Print):  2320-9798                                                                                                                         

International Journal of Innovative Research in Computer 
and Communication Engineering 

(A High Impact Factor, Monthly, Peer Reviewed Journal) 

Website: www.ijircce.com 

Vol. 5, Issue 10, October 2017 

Copyright to IJIRCCE                                                             DOI: 10.15680/IJIRCCE.2017. 0510055                                       15979                               

  

II. RELATED WORK 
 

Basically graphical user authentication is based on three criteria as we discussed below: 
i. A Secure Recognition Based Graphical Password by Watermarking. ... There is an alternative solution to 

the text-based authentication which is the GUA (Graphical User Authentication) or simply Graphical 
Password based on the fact that humans tend to remember images better.packet has passed 
through.Proposed algorithm. 

ii. Pure Recall Based graphical password in which we see icon based image selection and authentication which 
is quite important and more beneficial and secure than others. Basically introduced in 1999 but cannot 
implement that time and successfully implement in 2007. 

iii. Cued Recall-Based Technique in this technique gesture based authentication will be possible and in it we 
guess our probability based password. 

 
GOALS AND OBJECTIVES:- 
Graphical password is the secured password system, different than traditional text Password system in which user need 
to select Pass-Matrix. It is difficult to crack the graphical password. So the system is secured. 

 
III. EXISTING SYSTEM 

 
Now in today’s market smart phone is one of the great digital marketing hubs which consist of Graphical password. 
This may come from selfie era also in which 90.23% of the world population has been engaged in this prophesion so it 
is quite simple to load one image and take something from it and use it as a security and there is lot problems will faced 
by small co-operates companies and also even by big companies facing security problems but they pays a lots of money 
on it. As we seen our case study now a days no company utilize their own DB for storing your personal directory hence 
they decided to take the personal DB under cloud authentication for better communication and security. Now a days the 
password system using graphics and images provides our security environment.  
 

IV. ARCHITECTURE 
 
As we seen in the below diagram as we discussed earlier about graphical password pattern in which we adopt one 
image and take one part from it for password and this part is going to save into a DB for further process. 
So let us see the diagram and listed some of the important point below:- 
 
It consist of user which is the 1st part of our concern who will going to set one image based graphical password for 
security and then it is transmitted for authentication at admin part and then the overall data of the secure password 
authentication will be loaded into a DB from which user retrieve their user password any time as they require. 
 
The whole system is lies on security on warfare for providing security at very best. 
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As we seen above the whole scenario about password security and authentication around the different user device like 
android, windows, and also tab…..  
 

V. PROJECT RELEVANT MATHEMATICS 
 

SYSTEM DESCRIPTION:-CREDIT CARD FRAUD AND PERSONAL INFORMATION SECURITY ARE MAJOR CONCERNS FOR 
CUSTOMERS AND BANKS ESPECIALLY IN THE CASE OF CNP (CARD NOT PRESENT). 
LET S BE A SYSTEM THAT DESCRIBES PAYMENT GATEWAY SYSTEM S = IDENTIFY INPUT AS I S = I,.. 
LET I = I1, I2, I3, ..ID THE INPUT WILL BE ACCOUNT NUMBER AND PASSWORD 
IDENTIFY OUTPUT AS O S = I,O, O = CA WILL SENDING. 
THE CONFIRMATION AFTER USER AUTHORIZATION. 
IDENTIFY THE PROCESSES AS P S = I, O, P,.. P = E, D E=PARAMETER, USER ID, 
PASS-MATRIX POINTS D=PARAMETER, USER AUTHORIZED, PASS MATRIX POINTS VERIFICATION 
IDENTIFY FAILURE CASES AS F S = I, O, P, F,. F=FAILURE OCCURS WHEN THE CA IS VERIFIED UNAUTHORIZED USER. 
IDENTIFY SUCCESS AS S. S = I,O,P,F,S, S=WHEN CA IS VERIFIED BY AUTHORIZED USER. 
IDENTIFY THE INITIAL CONDITION AS I C S = I, O, P, F, S, I C, I C=PASS-MATRIX POINTS. MUST BE REQUIRED TXN. 
 

VI. HARDWARE REQUIREMENT 
 

a) SYSTEM PENTIUM IV 2.4 GHZ 
b) HARD DISK 40 GB 
c) FLOPPY DRIVE 1.44 MB 
d) RAM 512MB 

 
VII. SOFTWARE REQUIREMENT 

 
a) SOFTWARE RESOURCES REQUIRED 
b) OPERATING SYSTEM: WINDOWS XP/7/8/8.1 
c) IDE: ECLIPSE 
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d) PROGRAMMING LANGUAGES: JAVA 
e) DATABASE: ORACLE 
f) WEBSITE SERVER: ORACLE SERVER 

 
IX. CONCLUSION AND FUTURE WORK 

 
In the current scienario there are many authentication schemes are revolving around the world. If they are categorized 
based on usability and security then most of them fall into the category of security that ensures the safety of the users 
account using second factor, but they lack proper usability. The remaining are the authentication schemes that are 
designed to achieve better usability, but lack proper security to protect the user from communication channel attacks 
and masqueraded server attacks. This research was aimed at providing authentication schemes that shall bridge the gap 
between security and usability. The main motive of using graphical method is around more security with easy password 
remember motive. The work started with the survey of current research in smart card based Two-Factor Authentication 
schemes that resulted in identifying various schemes on dynamic ID.  
 
These schemes generate a dynamic ID at each user login, thus resisting the threat of identity theft. Though the security 
analyses of the schemes were presented through theoretical intuition, but none of them were evaluated for security 
using formal methods. Moreover, most of these schemes are found to be vulnerable to - 220 -the common 
authentication attacks such as Replay Attack, Guessing Attack, Stolen Verifier Attack, In-sider Attack, Server Spoofing 
Attack etc. Therefore, an enhanced dynamic ID based scheme was proposed that provides better security strength 
comparing to existing schemes.  
 
As we see the existing and the proposed is not more different but proposed has some prior steps towards the existing. 
To validate the claims the security analysis of the scheme was presented, proposed scheme is also implemented 
alongside other proposed scheme.Text-o-Graphic Password which is completely based  on Authentication based 
Scheme: While it is used in designing the Graphical Password Scheme, it was found that the recognition based 
graphical password could be susceptible to guessing, therefore, to overcome this; a novel graphical password called 
text-ographic password with two variations namely S-27 and S-16 was proposed. The user password in text-o-graphic 
method is the combination of image and its tag. S-27 presents three grids (each having nine images) to the user for 
password selection. The user has to choose one image from each grid and write a description called tag about the image 
so that the concatenation of three images along with their tags makes the users password. S-16 presents one grid of 
sixteen images of which the user has to choose one image and associate a tag to it. 
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