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ABSTRACT: With cloud storage services, it is a platform for data to be not only stored but also shared across multiple 
users. Public auditing is an important factor while considering shared data, but the identity privacy remains to be a 
challenge. In this work, the integrity preservation and identity privacy of shared data in the cloud is taken in to 
consideration. Here utilize a ring signature to verify the integrity of shared data. Concept of third party auditor (TPA) is 
introduced, who is able to verify the integrity of data without retrieving the entire file. Identity of each signer is kept 
private from TPA. Experimental analysis shows the effectiveness and efficiency of proposed mechanism. 
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I. INTRODUCTION 
 

Cloud computing is a recent advancement technology where in IT infrastructure and its applications are 
provided many services. Cloud service providers manage the infrastructure of cloud and offer a secure, scalable and 
reliable platform for users at a lower cost. Data sharing is one of the standard features of most cloud storage offerings 
such as Google Docs and Drop box[1].  

All the data processing task of cloud services is handled by a large number of distributed computers, end users 
get access to the computer and storage system through network. So there are so many security issues associated with 
the cloud storage since network is subject to problems [2], [5]. Main challenges are how cloud provider will provides 
authentication and integrity over user’s data? How cloud providers protect data from attackers? The data stored in an 
untrusted cloud can sometimes easily be lost or corrupted due to manual errors, and hardware failures [7]. So it is 
necessary to protect the integrity of data. In this paper, concept of ring signature is used within a group of user’s to 
achieve the integrity of shared data in clouds. 

   
II. RELATED WORK 

 
 Earlier studies related to public auditing of shared data is based on PDP [provable data possession] mechanism 
[3 ],[8] perform public auditing by only checking the correctness of data stored in an untrusted server, but there were 
chances to lost or corrupt the data. Second public auditing mechanisms introduced by C.Wang [6] perform auditing but 
the entire content of data disclosed to the third party auditor. This was a challenge that disclosure of data to third party 
affects confidentiality of data. 
 

III. SYSTEM MODEL 
 

Sharing data among multiple users is one of the most engaging features recently motivates cloud services. Main 
contribution is to preserve identity privacy from third party auditor and to achieve integrity, because identities of 
particular signer reveal the higher valuable target than other signers. Whenever the users want to perform dynamic 
operation such as insert, delete, update each user in the group should provide their private key in a ring signature 
pattern only after providing key by each user the data successively. Similarly, the retrieval of data from the cloud 
storage system also needs each member’s private key. Ring signature manner is used here in order to save time taken 
for accessing file by each member. There are three parties mainly including in this work .Cloud server, Users and Third 
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party auditor. Here cloud server provides a platform for storing the user’s data. Third party auditor able to check the 
integrity of shared data in the cloud server. Two types of users, the original user and a group of users both are members 
of the group. Group members have only the permission to access the data created by original user. Each members of the 
group are assigned in a ring like manner and the priority of providing key is assigned earlier. This arrangement can be 
performed in any way like members age, qualification etc. 

 

   
 

Fig.1. System architecture 
 

IV. PROPOSED SYSTEM 
 

Earlier works only perform public auditing of shared data in the cloud using static group only. That means the 
members of the group are predefined .In this work the ring signature perform public auditing for both static and 
dynamic group .Whenever a group member is deleted from the group the corresponding person will be eliminated from 
the ring and the person below the deleted member assigned to that position. If a new member is introduced in the 
group, the ring is again rearranged based on their priority. All these tasks are performed by the original group member 
like admin. 

 
V. PERFORMANCE ANALYSIS 

    
    Performance analysis has done through measuring the performance of signature generation. The generation 
time of a ring signature on a file is determined by the number of group members. The generation time of a ring is 
linearly increases with the size of the group. Efficiency has measured through calculating the auditing time taken by 
TPA and cloud server.  

 
 

VI. CONCLUSION AND FUTURE WORK 
 

 In this paper, a new mechanism for public auditing for shared data is introduced which preserve the identity privacy 
and integrity of shared data. Here used a ring signature to verify the integrity of shared data. The TPA is able to audit 
the integrity of data without retrieving entire file. Identity privacy achieved by keeping the signers identity. Future 
work will base on how to efficiently support batch auditing.  
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