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ABSTRACT: Due to the high volume and velocity of big data, it is an effective option to store big data in the cloud, as
the cloud has capabilities of storing big data and processing high volume of user access requests. Attribute-Based
Encryption (ABE) is a promising technique to ensure the end-to-end security of big data in the cloud. However, the
policy updating has always been a challenging issue when ABE is used to construct access control schemes. A trivial
implementation is to let data owners retrieve the data and re-encrypt it under the new access policy, and then send it
back to the cloud. This method, however, incurs a high communication overhead and heavy computation burden on
data owners. In this paper, we propose a novel scheme that enabling efficient access control with dynamic policy
updating for big data in the cloud.

We focus on developing an outsourced policy updating method for ABE systems. Our method can avoid the
transmission of encrypted data and minimize the computation work of data owners, by making use of the previously
encrypted data with old access policies. Moreover, we also propose policy updating algorithms for different types of
access policies. Finally, we propose an efficient and secure method that allows data owner to check whether the cloud
server has updated the cipher texts correctly. The analysis shows that our policy updating outsourcing scheme is
correct, complete, secure and efficient.

KEYWORDS: Attribute-Based Encryption, re-encrypt, implementation, encrypted data.
I. INTRODUCTION

For some electronic devices, which are composed of dedicated hardware equipment, i.e., field programmable
gate array (FPGA), digital signal processor (DSP) and integrated circuit (IC), the compatibilities for different requested
tasks are difficult to guarantee and the systems will be more complicated with the increase in the number of the
requested tasks. The software defined network (SDN) and virtualization technology are the foundations of the cloud
computing, and provide a promising and flexible approach to facilitate resource allocation.

Cloud Service providers can allocate the available resources related to service nodes to the requested tasks
depending on demand and supply. When a task consists of multiple subtasks, these sub-tasks could be deployed on
several service nodes and form a service chain, which is a data flow through the service nodes in sequence and can be
presented as a directed acyclic graph (DAG). Each sub-task needs the physical resources for central processing unit
(CPU), memory, or graphic processing unit (GPU).

Besides, there are bandwidth costs to transfer data on different service nodes. For example, in case of data
transmission, it includes five sub-tasks and the service chain about these sub-tasks can be represented as: network
receiving capture - tracking - synchronization - decoding, where each functional module is achieved by software
programming and can run on a commonly used computer system.

The complexity and development cost of a system can be effectively reduced by cloud computing, and the
flexibility and scalability can also be improved. However, a new challenge in cloud computing is how to effectively
allocate the available resources related to service nodes to the requested tasks, which leads to a combinatorial
optimization problem.

II. EXISTING SYSTEM
However, as the scale of the optimization problem grows, a large feasible solution space needs to be searched
and the computational complexity order of seeking the optimal solution increases. In the next section, we propose the

HMAQO algorithm, which is an optimization approach using hierarchical multiagent framework, to address the resource
allocation problem in cloud computing.
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DISADVANTAGES
e However, as the scale of the optimization problem grows, a large feasible solution space needs to be searched
and the computational complexity order of seeking the optimal solution increases.
e The optimization problems for resource allocation in cloud computing have been widely studied

PROPOSED SYSTEM

In our work, a hierarchical multi-agent optimization (HMAO) algorithm is proposed to address the problem of
maximizing the resource utilization and making the bandwidth cost minimum. The proposed HMAO algorithm consists
of improved GA and multi-agent optimization (MAQO) algorithm. For the MAO algorithm, we design a shared agent
and several service agents. Shared agent can hold the information about resource allocation and task deployment for all
service nodes.

ADVANTAGES
e Compared with centralized optimization methods, distributed optimization algorithms based on multi-agent
systems (MAS) have an explicit potential advantage for solving the task deployment and resource allocation in
cloud computing.
e Aim is to migrate and swap these sub-tasks on different service agents to reduce their bandwidth costs.

III. SYSTEM ARCHITECTURE

CT =Enc(m. {PK,}. A) m = Dec(CT. {SK,})

MODULE

e Cloud Module
Group Manager Module
Group Member Module
File Security Module
Group Signature Module
User Revocation Module
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MODULE DESCRIPTION
CLOUD MODULE

In this module, we create a local Cloud and provide priced abundant storage services. The users can upload
their data in the cloud. We develop this module, where the cloud storage can be made secure. However, the cloud is not
fully trusted by users since the CSPs are very likely to be outside of the cloud users’ trusted domain. Similar to we
assume that the cloud server is honest but curious. That is, the cloud server will not maliciously delete or modify user
data due to the protection of data auditing schemes, but will try to learn the content of the stored data and the identities
of cloud users.

GROUP MANAGER MODULE
Group manager takes charge of followings,
e System parameters generation,
e  User registration,
e  User revocation, and
e Revealing the real identity of a dispute data owner.
Therefore, we assume that the group manager is fully trusted by the other parties. The Group manager is the
admin. The group manager has the logs of each and every process in the cloud. The group manager is responsible for
user registration and also user revocation too.

GROUP MEMBER MODULE
Group members are a set of registered users that will
e  Store their private data into the cloud server and
e  Share them with others in the group.
Note that, the group membership is dynamically changed, due to the staff resignation and new employee
participation in the company. The group member has the ownership of changing the files in the group. Whoever in the
group can view the files which are uploaded in their group and also modify it.

FILE SECURITY MODULE
e  Encrypting the data file.
e File stored in the cloud can be deleted by either the group manager or the data owner.
(i.e., the member who uploaded the file into the server).

GROUP SIGNATURE MODULE

A group signature scheme allows any member of the group to sign messages while keeping the identity secret
from verifiers. Besides, the designated group manager can reveal the identity of the signature’s originator when a
dispute occurs, which is denoted as traceability.

USER REVOCATION MODULE

User revocation is performed by the group manager via a public available revocation list (RL), based on which
group members can encrypt their data files and ensure the confidentiality against the revoked users.
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IV. RESULT

Graph Analyzation Added Attnbutes

File View & Download Status
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V. CONCLUSION

To maximize the resource utilization based on CPU, memory and GPU, and minimize the bandwidth cost. To
address the problem, propose the HMAQ algorithm which combines the improved GA and the MAO algorithm, where
the improved GA is to find an optimal resource utilization solution and the MAQO algorithm is to minimize the
bandwidth cost. For the MAO algorithm, use a priority-based selection mechanism to obtain the candidate source sub-
tasks, and design the selection and exchange operators by a probabilistic method to migrate and swap the sub-tasks on
several service agents. The proposed HMAO algorithm can obtain the objective optimal result by cooperative co-
evolutionary method.

VI. FUTURE ENHANCEMENT

A hierarchical matching algorithm for service selection and resource purchasing in wireless network
virtualization. Distributed implementation of the proposed algorithm has also been discussed in detail. Numerical
studies have shown that the proposed hierarchical matching algorithm converges in a reasonable amount of time.
Moreover it outperforms the fixed sharing algorithm and achieves comparable performance to a general sharing
approach in terms of average sum-rate. As a future extension, we intend to include dynamic pricing and study its
impact on the system’s performance.
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