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ABSTRACT: This research paper implements congestion detection using honeypot against DDoS attack. In first level
to detect congestion inducing attack. In that large attacks are detected early in the border router in the transit network
before converge at server. At the second level to detect the well skilled attacker to reduce the network performance to
perform attack with adjustable entropy value that kind of secret attacks are remain undetected in the transit domain.
These attacks are detected in the border router in the stub domain near the victim. Honeypot is used to high filtering
accuracy. Identified the attacker and deactivate the service for attacker from server. It will help to legitimate user to
get frequent service form server. Concept of varying threshold and change point detection on entropy to improve the
detection rate. This technique gives high solution to DDoS attack.
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LINTRODUCTION

The attack detection method is necessary for the DDoS system. The timely detection of DDoS attack, system give
proper response to escape big loss .The various techniques have been used for DDoS attack detection [1].Detecting
DDoS attack is relatively easy at the victim network [2] because it can observe all the attack packets. However, attack
packets clog a large part of the network before they are detected at the victim early attack detection schemes [3]
unfortunately have to wait for the flooding to become widespread, consequently, this two level of attack detection
performing infiltrating, corruption as well as highly distributed attacks detection.

II. RELATED WORK

Source IP based entropy algorithms are efficient in case of highly distributed DDoS attacks or highly concentrated high
bandwidth attacks. A proficient and sophisticated attacker usually tries to defeat the detection algorithm based on
source IP based entropy [4] by secretly producing flooding attack and simulating the monitor’s expected normal data
flow. After knowing some packet attributes’ entropy values, these attackers could use the attack tools to produce some
flooding with adjustable entropy values. By guess, test or summary these attackers could probably know the normal
entropy range in the monitors and adjust their own flooding to match it, although such stealthy attacks are not easy to
realize. We improve the previous entropy detection algorithms and propose enhanced algorithms for two level
detection. First Level detectors are based on entropy calculated over source IP and second level detectors are based on
entropy calculated over destination IP.

2.1 DETECTION FLOW

Detection algorithms are running on the edge routers of transit and stub network. Largest volume of attacks should be
detected early and dropped before they enter the victim network. These attack flows that can create congestion in the
network and stress resource utilization in a router and network, which make them crucial to be dropped before they
enter the network. The detectors on edge routers of transit network consistently detect these attacks and do so with a
very low false alarm rate. The edge routers of transit network monitor source IP aggregates. When there is an attack,
flows are destined on honeypot and entropy based on source IP aggregates (flows) changes dramatically at router,
because there is either one flow dominating the router (this indicates concentrated attack and entropy decreases) or
multiple flows with a very few packet arrivals in each flow (this indicates distributed attacks and entropy increases).
Second level attacks may not necessarily impact the network, but they can have dramatic impact on the victim or
server. Final level detector located on edge routers of stub domain are used for such attacks. They enable highly
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sensitive detection. System entropy based on destination IP based aggregates (flows) is calculated on edge routers of
stub domain for servers to be protected.

2.2 OPTIMUM THRESHOLD AND ENTROPHY

. To measure the entropy using transit-stub network. The entropy is measured by recording dynamic of packet on the
border on the two networks. Entropy is used to measure traffic feature distribution .incoming packet entropy range can
be detected the entropy range is higher than threshold limit .then transit border router collect information in a time
window and calculate system entropy H(X).the H n(X) is a normal entropy. To detect the attack, the entropy Hc(X) is
calculated whenever Hn(X) attack is detected. They are using the Honeypot along with the server to detect. Attack is
conformed then packets are forward to the Honeypot then Honeypot drop the attack packet. Thus reduce the false
negative.
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Figure: 1 Detection flow

Attack load can off the server but using Honeypot handle the server to be active to reducing the false positive[6].Fixed
threshold to alarm on traffic .if the threshold is set high then false alarm rate will be low but detection rate is low. If
threshold set low then detect rate is high but suffer from false alarm is high. This model reflects changes in background
traffic. Threshold is depending on network condition .False positive give effectiveness of the system, false negative
give the measure of system reliability on optimal value of entropic threshold [7]. CUSUM is calculated over destination
IP address based entropy to detect the attacks. It makes use of the concept of time along with threshold to judge the
network condition. If the abnormal condition persists for a certain period or crosses threshold, attack is detected.
Destination under attack is identified in case attack is present. To implement this algorithm, one needs to create
database containing large amount of legal IP address. The calculation is complicated and has low efficiency .The
destination IP address based entropy statistics. Try to cumulate the entropy according to some rules, thus it will have
more accurate DDoS attack detection rate [8]

2.3 SYSTEM SETUP

Transit stub model is based on the hierarchical approach of the Internet [5]. In such a model, every domain can be
classified as either a stub network or a transit network. Backbone ISPs and regional ISPs are examples of transit
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networks. The traffic generating nodes (end hosts) are only connected to Stub networks. Model the Internet to measure
the entropy in transit — stub network. During an attack, the Internet or IP domain is divided into the two networks. The
entropy is measured by recording the dynamics of packets on the border of the two networks.

parameter value
1 Number of legal sources | 15-48
2 1-89
Number of attackers
3 Backbone link bandwidth | 100 Mbps
4 Bottleneck link 10 Mbps
bandwidth
5 Bottleneck link delay 1 msec
6 Access link bw for 1 Mbps
legitimate clients
7 Access link delay for
legitimate clients 10 msec
8
Server link bandwidth 3 Mbps
9 Server link delay 1 mpbs
10 Mean attacker rate 0.1-3.0 Mbps
(low rate) 3.0 - 6.5
Mbps (moderate
rate) > 6.5 Mbps
(high rate
11 Mean load 0.1-7.0 Mbps
(low rate) client
7.0-9.0 Mbps
(moderate rate)
>9.0 Mbps (high
rate

TABLE I. BASIC PARAMETERS FOR SIMULATION
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Figure:2 Transit-Stub Network

III. LEVELS OF DDoS ATTACK DETECTION METHOD

Highly distributed DDoS flooding attacks or highly concentrated high bandwidth attacks which induce immediate
congestion in the network. They are located on the edge routers of the transit domains and hence enable early DDoS
detection without any traffic observation in the victim network. They make use of computing entropies based on source
IP addresses and detect an attack if system entropy crosses threshold limits. If the flows are destined to honey pots
attack is confirmed and corresponding attack flows are dropped [9]. Final level attack detection are successful in
Isolating voluminous congestion inducing attack traffic. Slow rate, isotropic attacks that do not cause immediate
congestion may go undetected. Moreover, distributional changes captured by entropy observed on source IP alone
cannot detect stealthy and sophisticated attacks that are crafted to match statistics of normal traffic. Discriminate DDoS
attacks from surge legitimate accessing is a major challenge. Current volume based detection schemes [9] for attack
detection at the victim cannot detect slow rate, isotropic attacks because these attacks do not cause detectable
disruptions in traffic volume. A DDoS attack, regardless of its volume and source, will cause the distribution of
destination address to be concentrated on the victim address. In DDoS attack scenario, a single destination IP address
(or alternatively, a very, very few number of unique destination IP addresses) receives much more traffic than other
normal conditions. Hence, observing the time series of entropy on destination IP exposes unusual traffic behavior
which source IP alone could not detect. A decline in entropy of the system in the destination IP address based entropy
time series indicates Denial of Service attack. using the honeypot to detect the attacker and deactivate the attacker
service from server. It will help to legitimate user to get frequent service form server.

Final attack detectors designate different flow IDs to each unique Destination, DestinationPort encountered in incoming
packet. In other words, we define flow as the packets that share same destination address at the edge router of stub
network. Our attack detection algorithm is based on the Sequential Change Point Detection.In the non parameter
CUSUM algorithm, the idea of sequential variation is proposed . To implement that algorithm, one needs to create
database containing large amount of legal IP address. The calculation is complicated and has low efficiency. In our
improvement, we use the destination IP address based entropy statistics. The advantage of this improved algorithm is
that it comprises implicitly a concept of process cumulating. The function of cumulating process is to avoid false alarm
whe the network has something abnormal just at a time point like a surge of legitimate access. Thus the threshold based
approach leads to a more real time attack detection. Time based approach emphasizes on time tolerance and ignores
network anomalies in some allowable range.
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Figure: 3 System Design
IVIMPLEMENTATION

The above design is proposed to be implemented using NS2 (network simulator2) and results obtained shall be
tabulated and analyzed for further enhancement.

V.CONCLUSION

This method used for detecting a large variety of DDoS attacks. It detects congestion inducing attacks at the early stage,
without any collateral damage. Stealthy and sophisticated attacks that remain undetected are detected near the victim.
Even very meek rate DDoS attacks are detected reliably early in the network. The results show that honeypots have the
potential to suppress false alarms and false negatives, thus improving the detection rate. To calculate optimum entropic
thresholds for varying attack loads in real time to self-calibrate the system promises accurate real time attack detection.
The simulation experiments yielded very high detection rates.
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